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CHAPTER 1 Overview

1.1 What is UNIX System Administration?

Systems administration is the installation and maintenance of the UNIX computer system. The systen
administrator will need to maintain the software and hardware for the system. This includes hardware
configuration, software installation, reconfiguration of the kernel, networking, and anything else that’s
required to make the system work and keep it running in a satisfactory manner. To do this the syster
administrator can assume superuser, or root, privileges to perform many tasks not normally availabls
to the average user of the system.

1.2 Daily Tasks of a System Administrator

1.2.1 Manage user logins

You add accounts by assigning login id’s, groups, user id numbers, group id numbers, login
directories, and set-up the users’ login environments. You also need to balance the needs of variot
users, e.g. with quotas on disk space or limits on simultaneous processes.

1.2.2 Monitor system activity and security

You need to monitor disk status, system processes, user process activity, system security, and syste
log files to make sure that your resources are available and that only valid users have access to ther

1.2.3 Administer file systems, devices, and network services

You need to manage disk space usage, tape and CDROM devices and network services to make st
that these resources are available.

1.3 Startup and Shutdown

Startup is when you boot the system from the PROM. This can be from cdrom, disk, or over the
network (ethernet). The shutdown progranssiutdonvn/reboothalt, allow you to close down the
system in an orderly fashion.

UNIX System Administration ~ © 1998 University Technology Services, The Ohio State Universit{1
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1.4 Periodic Processes

Cron is the clock daemon. It executes periodic processes at pre-arranged times. You can use this to
clean up old files, manage log files, backup the system to tape nightly, etc.

1.5 Managing File Systems

1.5.1 File System Backups

Backup andrestore procedures are need to insure data integrity against disk crashes, users accidently
deleting files, for the removal of seldom used programs to free up disk space, etc. You can usually
automate this task.

1.5.2 Disk space quotas

Quotasrestrict users to a finite disk space and can be set individually. This insures that individual
users don’t hog the available disk space.

1.6 Responsibilities to the users

You have the responsibility to provide access to disk space, CPU cycles, data integrity, operating
system software updates, install necessary software, mail and network access, system security.

1.7 Hardware responsibilities

You are responsible for keeping the system running and maintaining it, adding new hardware, and
making sure that everything is working properly.

1.8 Types of SunOS Systems

Standalone- system can function alone, independently of other systems.

Sener - a standalone machine that can serve others, e.g. with disk space via NFS; can boot diskless
workstations; can serve different architectures.

Dataless- has minimal disk space for systems programs and swap space only, shares file space via
NFS mount of server disk space.

Diskless- has no disk; requires server for boot (via network), swap, and all program and file space.

AutoClient- similar to a diskless client except that it uses a local disk for caching. Requires a 100 MB
local disk.

12 © 1998 University Technology Services, The Ohio State UniversityUNIX System Administration
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1.9 Resources for System Administrators

1.9.1 Network Resources
Usenetnewsgroups/Mailing lists - via Internet through SONNET (the Ohio State University network).
WWW pages, you can start at the Workstation Groups home page: http://www-wks.acs.ohio-state.edL

SunWorld Online (formerly Advanced Systemi®rmerly SunWorld) - now available via the World
Wide Web at http://www.sun.com/sunworldonline/index.html.

1.9.2 Periodicals

Information Week - weekly publication for high-end business and technology users, Information
Week, CMP Publications, Inc., 600 Community Drive, Manhasset, NY 11030.

SunExpert - monthly publication for Sun users, Computer Publishing Group, 1330 Beacon St.
Brookline, MA 02146-3202.

UnixWorld - monthly publication, McGraw Hill, Inc., 1900 O’Farrell Street, San Mateo, CA 94403-
1311.

/AlXtra - bimonthly publication for AIX users, IBM Corp., Mail Stop 40-B3-04, One East Kirkwood
Blvd., Roanoke, TX 76299-0015.

RS/Magazine- monthly publication for RS/6000 users, Computer Publishing Group, 1330 Beacon St.
Brookline, MA 02146-3202.

DECProfessional- monthly publication for DEC users, Cardinal Business Media, Inc., 101 Witmer
Rd., Horsham, PA 17601.

SysAdmin- monthly publication, 1601 W. 23rd St., Suite 200, Lawrence, KS 66046-9950 (913-841-
1631).

1.9.3 Books

1.9.3.1 Unix and the Internet
A Student’s Guide to UnixHarley Hahn (McGraw Hill, 1993, ISBN 0-07-025511-3).

UNIX in a Nutshell for BSD 4.3 A Desktop Quick Reference (O’Reilly & Associates, Inc. 1990, O-
937175-20-x).

UNIX in a Nutshell, A Desktop Quick Reference for System V & Solaris 2.0, Dan Gilly and the staff
of O'Reilly & Associates, Inc. (O'Reilly & Associates, Inc. 1992, ISBN 1-56592-001-5)

The C Programming Language, 2nd EdBrian Kernighan and Dennis Ritchie (Prentice Hall, 1988,
ISBN 0-13-110362-8).

Unix Shell Programming Stephen Kochan and Patrick Wood (Hayden, 1990 ISBN 0-672-48448-X).

Programming Rerl, Larry Wall and Randal L. Schwartz (O'Reilly & Associates, 1991, ISBN 0-
937175-64-1).

The Whole Internet - User’'s Guide & Catalog, 2nd E&d Krol (O’Reilly, 1994, ISBN 1-56592-063-
5).

UNIX System Administration ~ © 1998 University Technology Services, The Ohio State Universit{3
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Zen and the Art of the Internet, 3rd EdBrendan Kehoe (1994, ISBN 013-121492-6).

UNIX Power Tools Jerry Peek, im O’Reilly, and Milke Loukides Q'Reilly & Associates, 193,
ISBN 0-679-79073-X). (Includes a CIQRA of useful softvare for \arious OSs.)

1.9.3.2 System Administration
UNIX System Administration Handbook, 2nd EdEvi Nemeth, Garth Snyder, Scott Seabass and
Trent Hein (Prentice-Hall, 1995, ISBN 0-13-151051-722). (Includes a CD-ROM)

Essential System Administratigiznd Ed, Aeleen Frisch (O’'Reilly, 1995, ISBN 1-56592-127-5).

When You Can't Find Your UNIX System Administratptinda Mui (O’Reilly & Associates, Inc.,
1995, ISBN 1-56592-104-6).

Solaris System Administratas’Guide Janice Winsor (Ziff-Davis, 1993, ISBN 1-56276-080-7).

Solaris Advanced System AdministraterGuide Janice Winsor (Ziff-Davis, 1993, ISBN 1-56276-
131-5).

System Brformance Tuning, Mike Loukides (O’Reilly & Associates, 1991, ISBN 0-937175-60-9).
Sun Performance and TuningAdrian Cockroft (Prentice Hall, 1995, ISBN 0-13-149642-5).

Unix System V Release 4 Administration, 2nd E®avid Fiedler, Bruce Hunter, and Ben Smith
(Hayden, 1991, ISBN 0-672-22810-6).

Managing NFS and NIS Hal Stern (O'Reilly & Associates, 1991, ISBN 0-937175-75-7).

All About Administering NIS+ Rick Ramsey (SunSoft Press/Prentice Hall, 1992, ISBN 013-068800-
2)

DNS and BIND, Paul Albitz and Cricket Liu (O'Reilly & Associates, 1993, ISBN 1-56592-010-4).
TCP/IP Network Administration, Craig Hunt (O’Reilly & Associates, 1992, ISBN 0-937175-82-X).

sendmail Bryan Costales with Eric Allman and Neil Rickert (O’'Reilly & Associates, 1994, ISBN 1-
56592-056-2).

Panic! UNIX System Crash Dump AnalysiChris Drake and Kimberley Brown (SunSoft Press,
1995, ISBN 0-13-149386-8). (Includes a CD-ROM).

1.9.3.3 Security
UNIX System SecurityPatrick Wood and Stephen G. Kochan (Hayden Books, 1985, ISBN 0-8104-
6267).

Practical UNIX & Internet Security 2nd Ed, Simon Garfinkel and Gene Spafford (O'Reilly &
Associates, 1996, ISBN 1-56592-148-8).

Firewalls and Internet SecurityW. R. Cheswick and S. M. Bellovin (Addison-Wesley, 1994).

Building Internet Firewalls, D. Brent Chapman and Elizabeth D. Zwicky (O'Reilly & Associates, Inc.
1995 ISBN 1-56592-124-0).

Improving the Security of ¥ur UNIX System David A. Curry (SRI International), available via
anonymous ftp from www-wks.acs.ohio-state.edu:/pub/security/security-doc.tar.
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1.10 UTS Software Support

University Technology Sevices UNIX Workstation Support - Software support fdunOS/Solars
(Sun),Ultrix andDigital UNIX (formerly OSF/1) (DEC), antRIX (SGI).

1.10.1 Solaris

The Sun operating system, SunOS, along with the OpenWindows graphical user interface (GUI),
make up the complete Sun UNIX environment. The latest release is Solaris 2.6, which includes
SunOS 5.6, OpenWindows 3.6, and version 1.2 of the Common Desktop Environment (CDE).
SunOS 5 is based on the System V Revision 4 version of UNIX. Solaris 2.4 runs on all SPARC
hardware. Solaris 2.4 runs on all SPARC hardware except the Sun4 series (i.e. Sun 4/110, 4/28(
etc.). Solaris 2.4 is still available for those who need it.

The latest release of the BSD version of UNIX for the SPARC architecture is Solaris 1.1.2, which
includes SunOS 4.1.4 and OW 3_414. Solaris 1.1.2 runs on all SPARC hardware except the Sun4
series (UltraSPARCS).

Sun software is site licensed for all Ohio State University faculty, staff, and students, and can be
borrowed fromUTS Customer Sevices 512 Baker Systems. All software is on CDROM.

1.10.2 IRIX

IRIX 5.3 is supported on all R3000 and R4000 hardware. IRIX 6.5 is supported on the R4000 and
later hardware.

Software licenses must be purchased at the University Bookstore. The Bookstore receipt, along witl
the serial number(s) of the machine(s), must be presented before the software can be loaned to you

SGI software is site licensed for all Ohio State University faculty, staff, and students, and can be
borrowed fromUTS Customer Sevices 512 Baker Systems. All software is on CDROM.
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CHAPTER 2 Disk Structure and
Partitions

Modern disk drives include a CPU and memory to control the disk operation. The drive can accept
many simultaneous requests, sort them, and process them concurrently. This minimizes the amoul
of head movement required to find all the requested data. It stores the data for all these commands
its own memory and can pre-fetch data that it expects you to ask for next, when it's not too busy with
current requests.

2.1 Disk Structure and Partitions

2.1.1 Disk Structure

A hard disk is physically composed of a series of flat, magnetically coated platters stacked on a spindle
The spindle turns while the heads move between the platters, in tandem, radially reading/writing dat:
onto the platters.

FIGURE 2.1 Physical Disk Structure

Cylinder

Actuator

Platter
Arm

Spindle
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FIGURE 2.2 Disk Platter

Sector
Track

2.1.2 Disk tracks, cylinders, and sectors

A disk is divided intaracks, cylinders, andsectors A track is that portion of a disk which passes

under a single stationary head during a disk rotation, a ring 1 bit widglindler is comprised of the

set of tracks described by all the heads (on separate platters) at a single seek position. Each cylinder
is equidistant from the center of the disk. A track is divided into segmesgstofs which is the basic

unit of storage.

On Sun systemssectoris 512 bytes (1 disk block) of data, with header and trailer information. The
latter make it possible for the controller to identify sectors, detect data errors, and perform error
corrections when necessary. The actual layout of a disk sector will vary depending on the controller,
but should look something like that shown in Fig. 2.3. There are two Preambles and a Postamble
(whose sizes may vary due to rotational speed, etc., and are disk dependent). The Header field lets the
controller know where the head is positioned, and the ECC field is for error correction.

FIGURE 2.3 Sector
Preamble 1 Header Sync Preamble 2 Sync Data Field ECC F
25 bytes | 8 bytes 1byte 25bytes 1|byte 512 bytes 6 bytes
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The number of sectors per track varies with the radius of the track on the platter. The outermos
tracks is larger and can hold more sectors than the inner ones. These outer tracks also spin fast
under the head than do the inner ones, because while the angular speed remains the same, the lar
circumference results in more sectors spinning by in the same period for the outer tracks. Disk block:
are numbered starting at the outermost track, so put the data you expect to access most often
partition, or slice, O.

2.1.3 Cylinder group

SunOS uses the Berkeley fast file system which edesder groups A group is formed form 32 or

fewer cylinders on a disk (default 16). Each cylinder group has a redundant copy of the
superblock, space forinodes, list of available blocks, and a list of data block usage within the cylindel
group. Data blocks are spaced to minimize rotational delays and to keep blocks of the same file clos
together. By grouping cylinders in this way we reduce the amount of head movement, on average
required to access a file. The inode describing the file, and the data for the file, are likely to be in the
same physical area of the disk. The position of the redundant superblock within each cylinder grouy
is varied, so that they don't all reside on the same disk platter. This helps to insure that you can recove
in the event of the loss of the primary superblock.

2.2 Disk Partitions

2.21 Sun0S4.1.X

The BSD and SunOS 4.1.X operating systems divide a disk jpgoti@ons: a - h, some of which

may be zero. Partition covers the entire disk. On the root disk partigas for the boot files and

root directory b is for swap space - virtual memory space for process and information that can’t be
contained in main memory, amdis the entire disk. Disk space is allocated in termsybhders,

tracks, andsectors/blocks

An example of theartition table on a SunOS 4.1.X disk might be:

# format sdO

format> partition

partition> print Corresponding
Current partition table (original sd0): File System
partition a - starting cyl 0, # blocks 33120 (46/0/0) / - root
partition b - starting cyl 46, # blocks 125280 (174/0/0) swap
partition c - starting cyl 0, # blocks 828720 (1151/0/0) entire disk
partition d - starting cyl 220, # blocks 59760 (83/0/0) Ivar

partition e - starting cyl 0, # blocks 0 (0/0/0)
partition f - starting cyl 0O, # blocks 0 (0/0/0)
partition g - starting cyl 303, # blocks 610560 (848/0/0) lusr
partition h - starting cyl 0, # blocks 0 (0/0/0)
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2.2.2 Sun0OS5.X

SunOS 5.X defines the partitions as numbers, rather than names. Also, instead of calling it a
partition it's now called aslice The root slice is the®y, slicel is swap and slic2 covers the entire
disk.

On a SunOS 5.X the disk might be formatted something like this:

# format sdO

format> partition

partition> print

Volume: nyssa

Current partition table (original):

Total disk cylinders available: 1866 + 2 (reserved cylinders)
Corresponding

Part Tag Flag Cylinders Size Blocks File System
0 root wm 0O- 73 20.23MB (74/0/0) 41440 / - root

1 swap wu 74- 293 60.16MB (220/0/0) 123200 swap

2  backup wm 0-1865 510.23MB (1866/0/0) 1044960 entire disk
3 unassigned wm 0 0 (0/0/0) 0

4 var wm 294 - 367 20.23MB (74/0/0) 41440 Ivar

5 unassigned wm 0 0 (0/0/0) 0

6 usr wm 368 -1245 240.08MB (878/0/0) 491680 lusr

7 unassigned wm 1246 - 1865 169.53MB (620/0/0) 347200 /opt

whereFlag indicates writable/mountablg/n) and writable/unmountablev().

2.2.3 SGIIRIX5.X

IRIX 5.X uses and enhanced version of the Unix file system called the Extent File System (EFS) and
allows up to 11 partitions on your disk, some of which are used for diagnostic purposes only. The
disk format command i&, which when using théabel/shown/all menu shows:

# fx/label/show> all

————— current drive parameters-----

Error correction enabled Enable data transfer on error
Don't report recovered errors Do delay for error recovery
Don't transfer bad blocks Error retry attempts 1

Do auto bad block reallocation (read)
Do auto bad block reallocation (write)

Drive readahead enabled Drive buffered writes disabled
Drive disable prefetch 0 Drive minimum prefetch 0
Drive maximum prefetch 0 Drive prefetch ceiling 0

Number of cache segments 6 CTQ disabled
Read buffer ratio 0/256 Write buffer ratio 0/256
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————— current drive geometry-----
Tracks/zone = 484 Sect/track = 108
Alt sect/zone = 50 Interleave = 1 Cylinders = 3875
Alt track/volume = 8 Cylinder skew = 15 Heads= 3
Alt track/zone = 1 Track skew = 11 Data bytes/sec = 512
Rotational rate = 4500
————— partitions-----
part type cyls blocks Megabytes (base+size)
0: efs 8 + 3053 2584 + 986119 1+482
l:raw 3061 +253 988703 + 81719 483 + 40

8:volhdr 0+8 0 + 2584 0+1
10: volume 0+ 3314 0 + 1070422 0+ 523
————— bootinfo-----

root partition =0  swap partition =1 bootfile = /unix

————— directory entries-----

0: sgilabel block 2size 512 2:ide block 288 size 977920
1: sash block 3 size 140800

————— sgi-info-----
serial = 0000 name = SGI IBMDSAS-3540 S47K

Here partition0 contains the user files, including root, usr, etc. Larger systems may have /usr as a
separate partition on partitidh Swap is partitiorl. The entire usable disk, excluding the volume
header is partitiory. The volume header is on partiti@n including some diagnostic tools and
standalone programs. The entire drive, including the volume header is pdrfitiofihe prtvtoc
command will provide similar information without the destructive dangefxof The dvhtool
command can be used to report or change the disk volume headkst the header information a
command similar to the following will work, specifying the raw device for the volume header:

# dvhtool -v list /dev/rdsk/dksOd1vh

Current contents:
File name Length  Block #

sgilabel 512 2
sash 140800 3
ide 977920 288

In this listingsashis the standalone shell.

You can set aside additional maintenance partitions, if you have the disk space.
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2.2.4 Ultrix 4.X

Ultrix 4.X uses the BSD 4.2 disk format with the disk divided into 8 partitions, a -> h. You can use
chptwith the “q" option (for query) to display the disk label, e.g.:

# chpt -q /dev/rrz2a

/dev/rrz2a

Current partition table:

partition bottom top size overlap
a 0 32767 32768 c,d,ef,h
b 32768 163839 131072 c
c 0 1956863 1956864 a,b,d,ef,g,h
d 0 0 0 a,c,e,fh
e 0 0 0 a,c,d,f,h
f 0 0 0 a,c,d,e,h
g 163840 1956863 1793024 c
h 0 0 0 a,c,def

2.2.5 Digital UNIX

OSF/1 uses the BSD disk format also. To display the disk partitions usiskladelcommand with
the '“r" option (for read only), e.g.:

# disklabel -r rz0

# /dev/rrz0a:

type: SCSI

disk: rz26

label:

flags:

bytes/sector: 512
sectors/track: 57
tracks/cylinder: 14
sectors/cylinder: 798
cylinders: 2570
sectors/unit: 2050860
rpm: 3600
interleave: 1
trackskew: O
cylinderskew: 0

headswitch: 0 # milliseconds

track-to-track seek: O # milliseconds

drivedata: 0

8 patrtitions:

# size offset fstype [fsize bsize cpg]

a: 131072 0 4.2BSD 1024 8192 16 #(Cyl. 0-164%)

b: 262144 131072 unused 1024 8192 # (Cyl. 164*- 492*)
€:2050860 0 unused 1024 8192 # (Cyl. 0-2569)
d: 552548 393216 unused 1024 8192 # (Cyl. 492*- 1185%)
e: 552548 945764 unused 1024 8192 # (Cyl. 1185*- 1877%)
f: 5562548 1498312 unused 1024 8192 # (Cyl. 1877*- 2569*)
0:1001000 393216 4.2BSD 1024 8192 16 # (Cyl. 492*- 1747%)
h: 656644 1394216 4.2BSD 1024 8192 16 # (Cyl. 1747*- 2569*)
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2.2.6 Label

For SunOS théabel is contained on the first sector of the first partition. The next 15 sectors contain
theBoot Area

IRIX reserves the first block (also 512 bytes) but doesn’t use it for anything.

2.2.7 Cylinder Groups

Following thelabel in the root partition, and in all the other partitions that are intended for the UNIX
file system, we create a series@flinder Groups Each Cylinder Group containsSaiperblock,
Cylinder Group Summary Block Inode Table, andData Block Area

IRIX places theSuperblockin the second block of the file system.

Theindex node known as thénode, keeps track of the location of the files on the disk.

The firstSuperblockin a file system is the Primary one and the remainder are backup copies for that
partition or slice. Th€ylinder Group Summary Block keeps track of:

« the size of the file system

« the number of inodes and data blocks

e pointers to the last block, fragment, and inode used
« the number of available fragments

« the used inode map

« the free inode map.
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Logical Disk Layout

FIGURE 2.4
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The default size for eadbata Block is 8192 bytes, divided into 8 fragments of 1024 bytes each.

Inodes are assigned one per file. Eddode Block consists of ownership, timestamps (creation,
modification, access), size, number of hard links, and location of data block information for that file.
The inode does not contain the name of the file. That is defined by the directory table information.

FIGURE 2.5 Inode Block Contents
Mode
Data
. Blocks
Owners Pointers to
Time Stamps Data Blocks 5
Size Data Block
1 for D
:2;, Pointers
4
9 D
6
7
5 b
10 P
TT
12 D
Single Indirects / P
D
Double Indirects =)
Triple Indirects D

Each pointer is 4 bytes lorg 8192 bytes/pointer block 4 bytes/pointef18192 bytes/data block
0 1.7010" bytes for a single indirect.
[J(8192/4) O 3.4010% bytes for a double indirect.
[J(8192/4)? O 7.00102 bytes for a triple indirect.
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The maximum size of a Unix file and a Unix file system are limited by the capabilities of the operating
system. Those for SunOS and IRIX are listed in the table below.

TABLE 2.1 Maximum File and File System Sizes
Operating System File Size File System Size
Sun0S 4.1.X 2GB 2GB
SunOS 5.X 2GB 1TB
Sun0S 5.6 1TB 1TB
IRIX 5.X 2GB 8 GB
IRIX 6.2 9,000,000 TB (64-bit Kernel) 9,000,000 TB (64-bit Kernel)
1 TB (32-bit Kernel) 1 TB (32-bit Kernel)
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For the operating system to recognize a hardware device you need to give the device a software nan
and have the driver that controls the device available to the kernel.

3.1 Logical Names

3.1.1 Disk and Tape Devices

For SunOS 4.1.X the disk and tape logical device names correspond to entrieslav (devices)
directory which control access to the physical devices. Some of the devices are:

Disks: sd - SCSI controllers, can control 2 disks.
Xy - Xylogics 450/451 SMD controller, can control 2 disks.
xd - Xylogics 7053 controller, can control 4 disks.

Tapes: st - SCSI controller: 1/4" QIC, 8mm, 4mm DAT
xt - 1/2" high density Xylogics 472 controller
mt - 1/2" low density Tapemaster controller, and others (sometimes linked to st)

CD-ROM:  sr- SCSI controller
where SCSI stands for Small Computer System Interface.

3.1.2 Ethernet Devices

Ethernet: ie - Intel (82586 chip), Sun-3/75, Sun-3/100, Sun-3/200, Sun-4
le - Lance (AMD chip), Sun-3/xx, SPARCstations (Sun-4c, Sun-4m)

ec -SGl Irix
In - DEC Ultrix and Digital UNIX
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3.1.3 Device Controllers

Thecontroller is the hardware that controls the communication between the system and the peripheral
drive unit. It takes care of low level operations such as error checking, moving disk heads, data
transfer, and location of data on the device.

3.1.4 Device Drivers

Thedevice driver is the software that operates tontroller. This software must be available to the
kernel if you wish to use the device. The device drivers must match the device that you wish to use.
Drivers perform functions to: probe, attach, open, close, read, write, reset, stop, timeout, select,
strategy, dump, psize, ioctl, and process transmit and receive interrupts for a device. When a program
attempts to access a device the kernel traps the request, looks up the appropriate information in it's
tables, and transfers control to the device driver.

3.2 Disk Partitioning

3.2.1 Sun0S 4.1.X

The disk is organized into logical partitions, each of which corresponds to a device entry, e.g.
/dev/sdOg wheresdis the controller typé) represent diskO attached to the controller,aargpresents

the partition. Partitionsa” through 'h" are allowed, wherec" represents the entire disk. Tioemat
program writes a label to the disk on cylinder O, track 0, sector 0, describing the partitions. Partitions
allow you to subdivide your disks and separate data.

You can examine your disk partitioning scheme withdkiafo command.

# dkinfo sdO
sd0: SCSI CCS controller at addr f8800000, unit # 24
1254 cylinders 9 heads 36 sectors/track
a: 16848 sectors (52 cyls)
starting cylinder O
b: 86184 sectors (266 cyls)
starting cylinder 52
c: 406296 sectors (1254 cyls)
starting cylinder O
d: No such device or address
e: No such device or address
f: No such device or address
g: 145476 sectors (449 cyls)
starting cylinder 318
h: 157788 sectors (487 cyls)
starting cylinder 767
The devices listed correspond to the logical devides/sdOa — /dev/sdOh and/dev/rsdOa -
/dev/rsdOh, for the block and character (raw) devices, respectively.
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3.2.2 SunOS 5.X

For SunOS 5.X the device naming convention has been changed considerably from that of SunO:!
4.1.X. The new convention includes some of the devices' characteristics in the name. Sun’s
convention is slightly different from the SysV.4 naming convention, because SunOS 5.X limits disk
partitions to eight per disk. If you install the binary compatibility package links are created with the
old style names to the new device names, so you should be able to use either scheme.

Device names are split into three name spaces:
e physical
« logical
¢ SunOS 4.X compatible
In the physical name space devices have names consistent with the ones used by the Open Bc

PROM. These are kept in th#evicesdirectory. Devices that control other devices, such as the bus
controller, have a subdirectory under this hierarchy.

The physical device name now contains the hardware information within the name. What was
formerly known as /dev/sdOa might now be:

/devices/sbus@1,f8000000/esp@0,800000/sd@,0:a
/devices/iommu@0,10000000/sbus@0,10001000/espdma@5,8400000/esp@5,8800000/sd@0,0:a

Similarly, at the Open Boot PROM the first example device would be known as:
/sbus@1,f8000000/esp@0,800000/sd@0,0:a

This name uniquely identifies the physical location of the hardware device to the system. It has ¢

series of node names, each separated by a slash (/) of the form

name@address:arguments

where
name is a text string that usually has a mnemonic value, e.g. sbus, esp, sd
@ precedes the address parameter
address text string, usually in the form hex_number, hex_number
: precedes the arguments parameter
arguments text string intended to pass additional information to the device driver

So in the examples above:

shus@1,f8000000 represents the address on the main system bus occupied by the SBus,

esp@0,800000 represents the SBus slot number and offset within the slot (slot 0, offset 80000)
for the SCSI controller, esp

sd@0 represents a SCSI disk, sd, attached to the SCSI bus with Target Number 0
0 is the SCSI Logical Unit Number of sd, and
a is the disk Partition.
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The logical device names are kept/dev and are symbolic links to the physical device names in
/devices The logical names are what you will generally use. The logical disk names contain the
controller number, target number if the disk is on a device bus, disk number, and slice (formerly
partition) number. Every disk device has an entry in both thedsleahd /dewdsk directories, for

the block and raw disk devices, respectively.

So the logical device name for what was known under SunOS 4.1.X as /dev/sd0Oa would be:

/dev/dsk/c0t0d0sO
where
c0 Controller Number
t0 Target Number
do Disk Number
sO Slice (Partition) Number

and this is a symbolic link to:
/devices/sbus@1,f8000000/esp@0,800000/sd@0,0:a

For disks that are directly attached you would drop the target number entry, e.g. something similar to:
/dev/dsk/c0d0s0.

The dkinfo command is not available for examining disks under SunOS 5.X. You can check disk
information with the new commaruttvtoc but this must be run with root permissions. Here’s an
example of the output you might see:

# prtvtoc /dev/rdsk/c0t3d0s2
* /dev/rdsk/c0t3d0s2 partition map
* Dimensions:
* 512 bytes/sector
* 80 sectors/track
* 9 tracks/cylinder
* 720 sectors/cylinder
* 2500 cylinders
* 1151 accessible cylinders
* Flags:
*
*
*
*
*

1: unmountable

10: read-only
First Sector Last
Partition Tag Flags Sector Count Sector Mount Directory
0 2 00 0 37440 37439 /
1 3 01 37440 66240 103679
2 5 00 0 828720 828719
5 6 00 103680 348480 452159 /opt
6 4 00 452160 287280 739439 lusr
7 8 00 739440 89280 828719 /home
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where some of théag codes are:

Boot
Root
Swap
Usr

A W DN PP

and theFlagsare:

Mountable, read/write 00
Not Mountable 01
Mountable, read only 10

3.2.3 IRIX5.X

IRIX has the physical devices in /dev, with disk entrie&d&v/dsk (block devices) anddev/rdsk

(raw devices) for each of partitions-0 7, in the formdksXdYsZ. X, Y, andZ are numbers, witiX

starting at O for your default SCSI interfadestarting at 1 for your first disk, ar€ going from 0
through 7. Additionally there are raw device entries for the volume and volume header partitions, in
the formdksXdYvol anddksXdYvh, respectively. for the root disk you can also reference the root
device ag/dev/root and/dev/rroot, for the block and character devices, respectively. There are
similar entries for swagdev/swapand/dev/rswap usr,/dev/usrand/dev/rusr; and an access to the
header/dev/rvh.

3.2.4 Ultrix and Digital UNIX

Ultrix and Digital UNIX (formerly OSF/1) follow the BSD style. The disk devices are know as
/devirzO0a - /dev/rzOh and /dev/rrzOa - /dev/rrzOh for the block and character devices,
respectively, for physical devicaghroughh.

3.3 Disk Label and Boothlock

The disklabel is put on the first sector of the first partition. This label contains the partitioning
information for the disk. &u can use théormat program toformat, check, partition, and label an
unmounted disk. For Ultrix usedisk/radiskto format a SCSI/DSSI disk armtipt to change disk
partitions. For IRIX 5.X us& or dvhtool

The SunOS 4.1.X EEPROM expects to find bootblock code in the bootblock area of a disk, sectors 1
through 15 of the first partition. This program is put there byrisiallbootprogram and allows the
PROM to locate the boot program on the disk. Under SunOS 5.X the boot program and the boot blocl
uses the drivers resident on the PROM or on the Sbus card. So the bootblock area doesn’t contain t
actual location of the disk block where the boot program resides. The Sun®8dbX program

can read the file system to locate the boot program.
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3.4 Tapes

3.4.1 Sun0S 4.1.X

The tape devices are generally referenced as the raw devicerdithdr, orrmt devices. For SCSI

drives the tape device should have a target ID of either 4/de8tstO or /dev/rstl, respectively. If

the drive can handle more than one density then adding 8 to the device number should access the
higher density, e.g/dev/rst8 and /dev/rst9, respectively. You access the no-rewind device by
prepending the device name with ai,"e.g./dev/nrst0 and flev/nrstl, respectively.

3.4.2 SunOS 5.X

The tape naming convention has been changed for SunOS 5.X. The tape devices are found in the
subdirectorydev/rmt. The tape devices are numbered from 0 and may include in their name certain
characteristics, such as tape density, whether it's a no-rewind device, and whether it should use BSD
behavior. The latter specifies that when reading paBC#mark it should return the first record of

the next file and that when closing a no-rewind device it should skip a tape space forward.

The logical tape name would be something like:

/devirmt/XYbn
where
X specifies the Logical Tape Number
Y specifies the Tape Density (I=low, m=medium, h=high, u=ultra, c=compressed)
b specifies BSD Behavior
n specifies the no-rewind device.

So if you want to use the 5 GByte capacity on a 2/5Gbyte 8mm tape you would use the device
/dev/rmt/Oh

which corresponds to the physical device:
/devices/sbus@1,f8000000/esp@0,800000/st@4,0:h

For QIC drives I=>QIC-11, m=>QIC-24, and h=>QIC-150, though if your drive can only write one
format that's what will be written regardless of the format selected.

3.4.3 IRIX5.X
The default tape device fdev/nrtape.

3.4.4 Ultrix and Digital UNIX

The default tape device idev/irmtXD and/dev/nrmtXD, whereX is a number an® specifies the
density, i.e. |, h, etc. Then"in front of rmt specifies the no-rewind device.

32  © 1998 University Technology Services, The Ohio State UniversityUNIX System Administration



CHAPTER 4 The UNIX File System

4.1 File Systems

Before you can use the disk partitions by the OS you need to construct a file system on them. Generall
you create a separate file system on each partition, except those used for swap which are accessec
raw partitions, and then join them together to form a hierarchical, tree like structure.

4.1.1 File system implementation

The disk must first be formatted and partitioned before it can be used by the OS. You format the disl
with theformatcommand which uses thetc/format.dat configuration file for parameter values. You
construct a new file system witlewfs/mkfs newfsis a friendly front-end tenkfs. It reads the

disk label, builds the file system, and installs the bootstrap program if its the root partition. It sets
aside space for inodes (default is 1 inode per 2048 bytes of data space) and reserves free space
use only by root (default is 10%, which can be reset laterturikfs). The new file system should be
checked for internal consistency wftk, and can then be mounted by the OS.

4.1.2 Function and contents of superblock

Thesuperblock contains information on the size of the file system, the number of inodes, the number
of data blocks, the free and used inodes, and the block size for the file system. The superblock is ke
in memory and in multiple locations on disk for each file system.

4.1.3 Theinode area

The OS interprets requests to read/write/delete files by allodabdgsand data blocks. An area is
set aside on each partition to store the inode table for that partition.

Inodescontain information on files and directories stored in the file system, their file permissions, link
count, state and type of file, time stamps, size, and pointers to location of data blocks. The inodes d
NOT contain the name of the file. An inode keeps track of its own state; whether its allocated or not.
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4.1.4 Directories

Eachdir ectory contains the names of files within the directory and the inode numbers associated with
these files. A directory is just an ordinary file in the data block area. It's a binary file, which contains
tabular information similar to (e.g. for /usr):

2

2 .

3 lost+found
2688 export
5376 bin
10752 uch
13440 etc
26880 include
4570 lib
94123 hosts

7 boot
102177 local

where the current directory (.) and the parent directory (..) are the same, because /usr is on a separate
disk partition. lost+found is created byewfsfor use byfsck

4.1.5 Data area

Thedata areacontains the users data, files, and directories. Symbolic links also reside in the data area,
and point to files of directories on this or other file systems.

4.1.6 Making and mounting file systems - summary

1. format- format and partition the physical disk
chpt - Ultrix command to partition the disk

newfs- construct the file system on each partition
fsck - check the new file systems for internal consistency
mount/umount- mount/unmount the file systems

letc/fstah or/etc/vistab(SunOS 5.X only} edit this file to mount these file systems
automatically at start of multi-user mode

a » w DN
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4.2 File System Types

SunOS has 3 different types of file systenisk-based distrib uted, andpseuda Thedisk-based

file systems include hard disks, CDROMs, and diskettes. digtebuted file systems manage
network resources. Theseudofile systems are memory-based and do not use any disk space. They
provide access to kernel information and facilities.

TABLE 4.1 File System Types
Type Name Description Sun0S 4.1.X | SunOS5.X
Disk-based ufs UNIX File System, based on BSD Fat Fast File| yes (known as yes
System (default) 4.2)
hsfs High Sierra File System, used by CDROMs and yes yes

supports Rock Ridge extensions. Very similar to ufs,
except that it does not support writable media or hard

links
pcfs PC File System, to allow read/write access to DQS yes yes
formatted disks
cachefs Cache File System, allows use of local disk to stgre no yes
frequently accessed data from a remote file system or
CDROM
Distributed nfs Network File System, the default distributed file yes yes
system type
rfs Remote File Share, AT&Ts RFS product yes no (only < 5.3)
autofs Automount File System, automounts NFS file no yes
systems, as needed, using NIS and NIS+ maps$
Pseudo tmpfs Temporary File System, file storage in memory and yes yes
swap without the overhead of writing to a ufs file
specfs Special File System, allows access to the special yes yes
character and block devices
lofs Loopback File System, creates a virtual file system yes yes
which can overlay or duplicate existing files. The
files are accessible from either path
tfs Translucent File System, allows mounting of a file yes no
system on top of existing files, with both visible
proc Process Access File System, allows access to adtive  no yes
processes and their images
fdfs File Descriptor File System, allows access to filg no yes
names using descriptors
namefs Name File System, used by STREAMS for dynanic no yes
mounts of file descriptors on top of files
fifos First In First Out File System, allows process access no yes
to named pipe files
swapfs | Swap File System, used by the kernel to manage swap no yes

space
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4.2.1 Temporary File System (tmpfs)

A temporary file system uses memory to simulate a traditional disk partition. Normal file system
writes are scheduled to be written to disk along with access control information, but the files actually
reside in memory only.

A good candidate for a tmpfs is a partition that will have many small files that will be accessed often,
e.g./tmp. This will considerably speed up their access timmpfs files and directories are NOT
saved when the system shuts down.

Tmpfs is recommended for systems that do a lot of compiling and loading of programs and have large
amounts of memory (> 16 MB) and swap space.

Disadvantages are that it reduces the amount of swap space available for other process and that it is
volatile.

To mount a temporary file system under SunOS 4.1.X as /tmp:

# mount -t tmp swap /tmp
where thet option indicates the type Bp.

To do this under SunOS 5.X you specify tReoption:

# mount -F tmpfs swap /tmp
Note that the file system type is specifiedrap in SunOS 4.1.X antinpfs in SunOS 5.X.

In order to usémpfs under SunOS 4.1.X tAEMPFS option must be configured in the kernel, and an
entry such as:

swap /tmptmprw 00
could be put irletc/fstah

Under SunOS 5.X thietc/vfstabentry would look like:

#device device mount FS fsck mount mount
#to mount to fsck point type pass at boot options
swap - tmp tmpfs - yes -

4.2.2 Translucent File System (TFS)

The translucent file system allows users to mount a writable file system on top of a read-only file
system. The contents of the lower system remain visible when the file system is mounted in this way,
so long as there is no file system of similar name in the top file system (SunOS 4.1.X only).

SoTFS is a series of stacked file systems where searching for files is done from the top of the stack
downward until the first file of that name is found.

Modification of files can be done on the top most file system only. If a user tries to remove a file from

a directory not in the foremost file system TFS creates a whiteout in the topmost file system and leaves
the lower one intact. Further attempts by the user to access that file are answered as if the file had been
removed, when in fact it is still intact at the lower file system, and can be accessed by other users not
using TFS.

TFS requires both theOFS (loopback filesystem) and@FS (translucent filesystem) options be
compiled into the kernel. It also requires the following line iét&inetd.conffile:

tfsd/1-2  dgram rpc/udp wait root /usr/etc/tfsd tfsd

36  © 1998 University Technology Services, The Ohio State UniversityUNIX System Administration



File System ¥pes

To mount a TFS file system use the following command:

# mount -t tfs /src/fgf/test /usr/bin
Unmount with:

# umount /usr/bin

4.2.3 Swapfs

Swap and how it's managed by the OS has changed considerable in Solaris 2. If you have enoug
memory you can now run without swap space should you so desire. The OS now treats main memor
as if it were a backing store. SunOS 4.1.X required that all memory have a physical backing store. S
if you set aside less swap than physical memory, you couldn’t use all the memory available. This als
meant that the swap space was reserved even if the program and data could fit entirely in memory. Th
is no longer the case under tigual swap spaceof SunOS 5.X. To implement this concept the
pseudo file systenmswapfs was created. Swapfs provides names for anonymous memory pages.
Whenever a process executes a file system operation on a page named by swapfs, swapfs gains con
of the page. Swapfs can change the name of the page and back it up with physical store, if necessa
Anonymous memory pages appear to the system as if they were backed up by real swap space, thou
this is not actually the case. As more memory is needed these pages can be moved to available physi
swap space by swapfs.

Swapfsuses main memory as if it were swap space. So in effect swap space is expanded to includ
main memory as well as physical swap space. A certain fraction of main memory is always reservec
for the kernel data structures and is not available to swapfs. When releasing swap space swap
always releases main memory before physical backing swap space.

Under swapfs it's now also possible to remove swap devices and files while the system is running, st
long as this swap area is not being used or if the files in this swap area can be moved to another sws
area or memory.

All swap partitions, including the primary one, are now mounted through entfegs/vfstab e.g.:

#device device mount FS fsck mount mount
#to mount to fsck point type pass at boot options
/dev/dsk/cOt3d0s1 - - swap - no -

4.2.4 Cachefs

The cache file systensachefs lets you use a disk drive on a local system to cache frequently used
data from a remote file system or CDROM. The cache is a temporary storage area for those files
The data is read from the original file system and stored in the cache on the local disk. The next tim¢
the file is accessed, it will come from the cache, after first insuring that the original file has not
changed. This reduces network traffic and/or increases response time from a slow medium such &
CDROM. The cache file system can store files from one or more remote file systems on a local disk
This should be useful in situations where you have enough disk space to set asabbdtsand

where your local machine iast enough that you ddribse too much time caching the file the first
time.
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425 Autofs

The automounting file systeraptofs, mounts file systems when access is requested and unmounts
the file system after a few minutes of inactivity. There’s a certain amount of overhead traffic required
to maintain the NFS connectiodutofs allows you to break that connection when the file system is

not being used and restart it again automatically when access is desired. This reduces network traffic.
The automount daemoaytomountd is run to mount file systems requested by autofs.

4.3 Compatibility

SunOS 5.X and SunOS 4.1.X formatted disks are compatible. There are a few tags that can be added
to the 5.X disks during formatting or labeling that are ignored if the disk is used on a 4.1.X system.
Likewise, if a 4.1.X disk is used on a 5.X system these missing tags will be assigned the default
values.

The expanded disk label includes:

« volume nameto identify the disk device, up to 8 characters
 partition tags to identify partition usage; valid tags are:

unassigned
boot

root

swap

usr

backup
stand

var

home

« partition flags that specify read/write access and whether the partition is mountable; valid
flags are:
w read/write
read only

r
m mountable
u unmountable

The default partition tag and flag values for a disk are:

root wm
swap wu
backup wm

unassigned wm
unassigned wm
unassigned wm
usr wm
unassigned wm

~NOoO O~ WNEFEO
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Theformat utility can be used to set volume names and retag the partitionsprtVtee command
can be used to examine the disk label. You can also examine the disk labels wighifthe
subroutine of the format command:

# format>verify

format> verify

Primary label contents:

ascii name = <SUNO0424 cyl 1151 alt 2 hd 9 sec 80>

peyl = 2500

ncyl =1151

acyl = 2

nhead = 9

nsect = 80

Part Tag Flag Cylinders Size Blocks
0 root wm 0- 51 18.28MB (52/0/0)
1 swap wu 52 - 143 32.34MB (92/0/0)
2 backup wm 0-1150 404.65MB (1151/0/0)
3 unassigned wm 0 0 (0/0/0)
4 unassigned wm 0 0 (0/0/0)
5 - wm 144 - 627 170.16MB (484/0/0)
6 usr wm 628 - 1026 140.27MB (399/0/0)
7 home wm 1027 - 1150 43.59MB (124/0/0)

Thefmthard command can be used to update the VTOC (Volume Table of Contents) of a hard disk.
The disk needs to be first labeled by format.
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4.4 Names & contents of important UNIX

directories
TABLE 4.2 Unix Directories
SunOS SunOS Ultrix Digital
Directory Description 4.1.X 5.X IRIX 5.X 4.X UNIX
/ root - kernel yes yes yes yes yes
/shin files required to start the system and yes, but yes yes no yes
scripts to control the boot process| scripts
are in
letc
letc files required to boot the system and yes yes, but yes yes yes
communicate, and scripts to contral some
the boot process scripts are
in /sbin

/etc/config system configuration option files no no yes no no

/etc/cron.d cron access files and FIFO no yes yes no no

/etc/default default system configuration no yes yes no no

/etc/dfs distributed file sharing configuration no yes no no no

letclfs static file system specific mount no yes no no no

commands
letc/fdmns file domain names and devices, no no no no yes
symbolic links to the file volumes

/etclinet internet services configuration no yes no no no

/etclinit.d internet service scripts run by init no yes yes no no

letcllib shared libraries required for boot no yes no no no

letc/lp line printer system configuration no yes no no no

/etc/mail mail configuration no yes no no no

/etc/net configuration for transport- no yes yes no no

independent network services
/etc/opt optional software package no yes yes no no
configuration files
letc/rc#t.d operations performed when entering  no yes yes no no
run level # (S,0,1,2,3)

letc/saf service access facility configuration no yes no no no

letc/security security audit configuration no yes no no no
letc/sec " no no no yes yes
Jusr directories of system files yes yes yes yes yes
fusr/bin system binary files yes yes yes yes yes

lusr/etc further system communication and  yes no yes yes no

administration programs
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TABLE 4.2 Unix Directories
SunOS SunOS Ultrix Digital
Directory Description 4.1.X 5.X IRIX 5.X 4.X UNIX
Jusr/sbin " no yes yes no yes
{usr/lib libraries of object files, sendmail yes yes yes yes yes
lusr/4lib SunOS 4.1 libraries required for no yes no no no
binary compatibility
lusr/5bin System V binaries yes no no no no
usr/5include System V include files yes no no no no
lusr/5lib System V libraries yes no no no no
Jusr/aset automated security enhancement tqol no yes no no no
files and programs
/usr/ucb BSD binaries yes yes no yes yes
lusr/bsd " no no yes no no
lusr/ccs compiler support systems no yes no no yes
/usr/dt CDE desktop hierarchy no yes no no no
lusr/lib/fs file system dependent modules no yes no no no
{usr/lib/lp line printer databases and programs no yes no no no
lusr/lib/netsvc network service utilities no yes no no no
Jusr/lib/nfs NFS daemons and programs no yes no no no
{ust/lib/nis NIS+ programs and setup scripts no yes no no no
lust/lib/saf SAF daemons and programs no yes no no no
Ivar directories for administrative yes yes yes yes yes
programs and logs
/varfadm system log and account files yes yes yes yes yes
Ivar/log system log files yes yes no no no
/var/spool/mail mail spool directory yes no no yes yes
/var/mail mail spool directory no yes yes no no
Ivarlyp NIS tables and Makefile for updating  yes no yes yes yes
NIS
Ivar/nis NIS+ tables no yes no no no
Ivar/spool directories for cron, logs, etc. yes yes yes yes yes
/var/sadm databases maintained by package  no yes no no no
administration utilities
Ivar/inst databases maintained by inst utility no no yes no no
Ivar/saf service access facility log and account no yes no no no
files
/dev devices directory yes yes yes yes yes
/dev/dsk block disk devices directory no yes yes no no
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TABLE 4.2 Unix Directories
SunOS SunOS Ultrix Digital
Directory Description 4.1.X 5.X IRIX 5.X 4.X UNIX
/dev/rdsk raw disk devices directory no yes yes no no
/dev/pts pseudo terminal (pty) devices no yes yes no yes
directory
/dev/rmt raw tape devices directory no yes yes no yes
/dev/term terminal devices directory no yes no no no
/dev/sad entry points for STREAMS no yes yes no yes
administrative drivers
/devices physical devices directory no yes no no no
/home user directories yes yes no no yes
/usr/people yes no
lusr/users yes
[tftpboot client boot programs yes yes no no no
/usr/local/boot yes
tmp temporary files yes yes yes yes yes
{usr/local locally installed files optional | optional optional optional optional
/opt locally installed packages and files no yes yes no yes
/kernel contains the kernel and drivers for the no yes no no no
kernel
Iplatform hardware specific files for kernel no >=2.5 no no no
support
/stand standalone environment programs no no yes no no
can be accessed from the PROM
/proc for process access file system, it no yes yes no yes
provides access to all current
processes
/sys object files to reconfigure the kerne|]  yes no no yes yes
/vol vold mount points no yes no no no
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4.5 File structure of standalone and server

machines
Standalone- / root
swap
Ivar spool
lusr system programs
/home user space
/opt optional software packages (SunOS 5.X)
Server - / root
swap
Ivar spool
lusr server system programs
/home user space
/export/[root,swap,exec] client root, swap, and /usr
/opt optional software packages (SunOS 5.X)
/usr/local optional software packages (SunOS 4.X).

4.6 Disk Partitioning

In the old days you normally partitioned the disks to allow just a little more space than actually

needed for system files. For file systems that were likely to grow, like /home and /ustr/local, you

made as large as possible while balancing your needs and resources. The root partition was expect
to have few files that would change on a daily basis (/etc/passwd being the notable exception), an
this was a good thing. With few files changing there was less likelihood that the file system would be
corrupted. Disks were not as reliable as they are now. A problem arises, though, if you need to ad
more space to a partition. Most OSs won't let you transparently add this space. You normally have
to back up the disk, repartition the drives, and restore the files from the backup.

As operating systems grew in size, and this was especially noticeable in the transition to Solaris, mor
files, and more changing files, were placed in the root partition. For example, by default the Solaris
install put /var in root, but /var now changes considerably every time you add a new software packags
or install an OS patch. So the old idea of a small, little-changing root partition doesn’t hold, unless
you separate /var on another partition.

There has been a lot of discussion of this topic in the system administration newsgroups recently. Fc
standalone machines it's probably most efficient to just have two partitions: one for swap, and one for
everything else. For servers it's better to isolate the different types of files on separate partitions.
Below I'll summarize many of the arguments for and against the two positions.
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TABLE 4.3 Disk Partitions
Argument Separate Partitions Combined Partitions
Proper Size Difficult to maintain No maintenance

Tape Backups

Easier with smaller partitions

Higher density tapes, stackers

Small Root Partition

Less chance of corruption

Can rebuild the OS quickly

Any Corrupted Partition

Can more easily restore that file syste

M

Can boot diskless & rebuild the OS
quickly

NFS File Service

Allow different mount options

One mount option

Quotas

Separate quotas by partition

One quota

Space

Can run out of space on one partition
while lots of space on others

Still has space available to users

Runaway Programs

Fills space only on that partition

Fills all available space, this may shut
down essential services, e.g. mail & Iogs
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5.1 File System Management

5.1.1 Maintenance

Use fsck to examine the disk partitions at startup. The only time this should be disabled (e.g.

fasthalt/fastboot, SunOS 4.1.X only) is if you are testing the boot procedure or a new kernel. Undel
SunOS 4.1.2 and above if you bring the system down cleanly the disk partitions will be marked
FSCLEAN. The fsck will notice this and skip the check. This is okay. If the system has not come

down cleanly then be sure to forfsek to check the disk the next time you boot.

5.1.2 File system updates

The operating system doesn’t write immediately to disk when a file is modified. To save time it writes
to a buffer cache which is much faster than writing to disk. When the buffer cache fills up the
information, along with the appropriate inode numbers to identify the files, is written to disk. If the
system is somehow interrupted before the buffer is written to disk, the file system on the disk can
become corrupted.

5.1.3 Sync command

Synccauses the system to flush its buffers and write all waiting data to disk. Sync should be execute:
periodically by the OS, either in the kernel, or through a periodic program, e.g. cron. SunOS does thi:
for you every 30 seconds using either dipelate(4.1.X) orfsflush (5.X) command.

5.1.4 Causes of file system corruption

Most common causes of file system corruption are due to improper shutdown or startup procedures
hardware failures, or NFS write errors. Shutdown should be done through one of the systermr
shutdown commands; these sync the file system first. Never shut the system down by turning off the
power. Taking a mounted file system off-line or physically write-protecting a mounted file system

can also corrupt the disk. Improper startup includes not checking a file system for consistencie:
(fsck) before mounting it and not repairing any inconsistencies discovered by fsck. Hardware

UNIX System Administration ~ © 1998 University Technology Services, The Ohio State Universitd5



File System Management

failures could be a bad block on disk, a bad disk controller, a power outage, or accidental unplugging
of the system. Software errors in the kernel can also cause file system corruption.

5.2 Fsck

The fsck command checks and corrects file system inconsistencies. The file system should be
unmounted or "quiet" when running fsck. ldeally, it should be unmounted, but this is not always
possible for the root file system. fsck makes several passes through the file system, each time
examining a different feature.

5.2.1 The lost+found directory

This directory is created when the file system is madeelsfs fsck copies problem ("lost") files here.
fsck can’t create its own directories so newfs must do this first. When creating the directory newfs
makes entries so that, should it need to, numerous files could be put there by fsck.

5.2.2 Superblock consistency

fsdk checks for inconsistencies involvifige system sizefree block count andfree inode counin

the superblocksck can not independently verify the file system size, but it can check that this size is
larger than the sum of the superblock and inode blocks. All other fsck checks require that the file
system size and layout information be correct.

5.2.3 Inode consistency

fsck checks for thallocation statetheformatandtype, link count duplicate blockgblocks already

claimed by another inodd)ad blocksinodesize and blockcountfor each of the inodes, starting with

inode 2. Inode O is reserved to mark unused inodes, and inode 1 is reserved for a future service. If an
inode has a non-zero link count, but fsck, when checking the directory entries, finds no reference for
that inode, it places the file referenced by the inodesit+found.

5.2.4 Data block consistency

fsck can’t check ordinary data blocks, but it can chdiokctorydata blocks. These it checks for inode
numbers pointing to unallocated inodes, out-of-bounds inode numbers, incorrect inode numbers for "
and".", and directories not connected to the file system. The latter it will link back into the file system
by putting an entry for it in thiost+found directory. The directory entry for"™'should be the first

entry in a directory block, and it should reference itself, i.e. have the inode number for the directory.
The second entry in the directory should Bg and reference the inode for the parent of this directory.

For the root directory.:" would reference the inode pointing to itself. In addition to ordinary data
blocks and directory data blocks there exist symbolic link data blocks. These contain the path name
for the link.
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5.2.5 Phases of fsck
fsck sets up tables for storing inodes and comparisons, verifies validiggkobptions, then runs
through the 6 phases. After initializing it's tabfesk runs through:
Phase 1: Check Blocks and Sizes checks inodes for inconsistencies
Phase 2: Check Path-Names - checks directory <-> inode consistencies
Phase 3: Check Connectivity - checks that all directories are connected to the file system

Phase 4: Check Reference Countscompares link count information from Phases 2 & 3, correcting
discrepancies

Phase 5: Check Cylinder Groups - checks free blocks and the used inode maps for consistency
Phase 6: Salvage Cylinder Groupsupdate the tables to reflect any changes made in earlier passes

5.2.6 Fsck corrective action

fsck will prompt for corrective action whenever an inconsistency is found. If the file system is
modified you will need to reboot WITHOUT syncing the disk. You do NOT want to write the in-core
copies of the system tables to the disk, as that will undo the corrective action taken by fsck.

5.3 Disk Check Commands

5.3.1 ncheck command

nched will generate names fromode numbers.nched can be used to find the pathnames of any
files reported as problems Iigck. Provide the list of inodes following theoption, with a space
separated (SunOS 4.X), or comma separated (no whitespace, SunOS 5.X) list, e.g. for SunOS 4.X:

# ncheck -i 8689 29478 12903 /dev/rsdOh

/dev/rsdOh:

8689 /frank/sunos/disk_info
29478 [frank/uts/www

12903 /frank/cosug/membership

5.3.2 Disk geometry commands

As we saw earlier in this courd&info andprtvtocare the commands to report the disk geometry and
partitions for SunOS 4.1.X and 5.X, respectively. For Ultrix the commikindhas a similar function.

5.3.3 Disk space commands

df reports the free disk space or inodes on file systems, e.g. to report the disk space:

# df /dev/sdOh

Filesystem kbytes used avail capacity Mounted on

/dev/sdOh 303338 263320 9684 96% /home
and to report the inodes, e.g.:
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# df -i /dev/sdOh

Filesystem iused ifree %iused Mounted on
/dev/sdOh 11922 33134 26% /home

du reports the number of disk blocks used by directory or file, e.g.:
#du src (-sO sum of disk blocks)

40  src/ntp/hp

418 src/ntp

66  src/traceroute/bin

66  src/traceroute/vj_traceroute
411  src/traceroute

830 src

In SunOS 5.X the commandi anddu report in different formats.du uses 512-byte blocks by
default, though thek option will report in kilo-bytes. Thek option todf will report disk information
in a format similar to that of SunOS 4.X, and theption specifies only local disks, e.g.:

# df -k

Filesystem kbytes used avail capacity Mounted on
/dev/dsk/c0t3d0s0 17295 12156 3419 78% /
/dev/dsk/c0t3d0s6 134823 109088 12255 90% lusr
/proc 0 0 0 0% /proc

fd 0 0 0 0% /dev/fd
swap 22716 8 22708 0% tmp
/dev/dsk/c0t3d0s7 41807 15381 22246 41% /home
/dev/dsk/c0t3d0s5 163311 75036 71945 51% lopt

5.4 Swapping and Paging

SunOS uses virtual memory, so that disk area (swap space) is used as an extension of physical
memory for temporary storage when the operating system tries to keep track of processes requiring
more physical memory than what is available. When this happens the swap space is used for
swapping and paging.

Pagingis when individual memory segments, or pages, are moved to or from the swap area. When
memory is low portions of a process (data areas, but not instructions which are available from local or
remote file systems) are moved to free up memory space. Segments are chosen to be moved if they
haven't been referenced recently. When the process next tries to reference this segment a page fault
occurs and the process is suspended until the segment is returned to memory. A page fault is normally
returned the first time a program is started, as it won’t be in memory. It's then paged from the local or
remote file system.

Swapping happens under a heavier work load. With swapping the kernel moves all segments
belonging to a process to the swap area. The process is chosen if it's not expected to be run for a while.
Before the process can run again it must be copied back into physical memory.
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5.5 Adding swap space

You can add additional swap space as partitions or as files. Adding them as partitions minimizes
overhead as you access the raw partition. To do this under SunOS 4.1.X you would add an entry t
/etc/fstab similar to the following.

/dev/sdlb swap swap rw 00
You can make a file suitable for use as swap witimkie command found ifusr/etc (SunOS 4.1.X)
or /usr/sbin (SunOS 5.X), e.g.:

# mkfile 20m /export/swap/swapfile
Under SunOS 4.1.X you add this to the swap area withvithponcommand, i.e.:

# lusr/etc/swapon /export/swap/swapfile
To automatically add this swap space when booting add the above deto/riolocal

For SunOS 5.X you would use teeap command with thea (add) option to add the swapfile, i.e.:
# lusr/sbin/swap -a /export/swap/swapfile

You can make an entry ifetc/vistab to have this automatically added to the swap space after a
reboot.

lusr/swapfile - - swap - no -

To display the available swap space under SunOS 5.X do the following:

# swap -

swapfile dev swaplo blocks free
swapfs - 0 123776 118600
/dev/dsk/c0t3d0s1 32,25 8 66232 50184
/usr/swapfile - 8 30712 14360

To display the total swap space gs@p -sin SunOS 5.X opstat -sin SunOS 4.X, e.g.:
# swap -s
total: 18780k bytes allocated + 6444k reserved = 25224 used, 30084 available
SunOS 5.X allows you to delete swap space at any time. To do this use:
# swap -d /export/swap/swapfile

When the swap file is no longer in use it will be deleted from the available swap space and will no
longer be accessible for swapping.

Swapping to a partition is a little more efficient than swapping to a file, though with the latest OS
versions the difference is small. Swap files are convenient to set up, especially if you are only going
to use them for a short time period. You can then delete them when the need has expired.
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5.6 Setting up a Cache File System

The cache file systermsadhefs is available on Suns starting with Solaris 2.3. It is intended to reduce
access time to NFS or slow media (e.g. CDROM) file systems by storing the files on local disk when
they’re accessed the first time. Subsequent calls for that file will access the cache on the local disk.
The original file system is theack file systemand it’s files are theack files. The file system used

by cachefs is th&ont file system and it’'s files are th&ont files. You set up a cachefs using all or

part of an existing file system, or a new patrtition. This front file system must be a UFS file system. It
has to be writable, as a read-only file system would not allow caching. Also, quotas should not be set
on this file system as they interfere with the control mechanisms of cachefs.

You create the cache with tlidsadmin command, specifying the local cache directory and the
resource parameters to use for the cache. You then mount the file system you want cached using the
-F cachefsoption. By default cfsadmin uses the following resource parameters:

Cache Parameter Default Value

maxblocks 90%
minblocks 0%
threshblocks 85%
maxfiles 90%
minfiles 0%
threshfiles 85%

where maxbloks sets the maximum number of blocks (in percentage) allowed for cachefs, and
maxfilessets the maximum number of inodes (in percentage) that can be used by cachefs in the front
file system. These percentages refer to total available on the front file system, before reduction due to
reserving free space for root-only write access. If the front file system is used for purposes in
addition to cachefs you may not be able to achieve these maximum values, as there may be fewer
resources available. Thainblocks andminfiles parameters set minimum values for blocks and files,
respectively, and when these minimum values have been reached on the front file system then
threshblodks andthreshfileswill be checked. Cachefs can only claim more than the minimum when
the percentage of available resources remaining is greater than the threshold values. If the minimum,
maximum, and threshold values are identical, cachefs is allowed to grow to the maximum, so long as
the resources are available in the front file system.

So to set up a cachefs file system:

1. Usecfsadminto create the cache directory and set the cache file system parameters. The
cache directory should not exist prior to executing this command. Create the cache direc-
tory and set starting parameters with:

# cfsadmin -c -0 maxblocks=80,minblocks=30,threshblocks=60 /local/cache

2. Modify cache parameters wittisadmin. You can only increase the cache size. T
decrease it you need to rewmecand recreate the cacheo modify parameter®.g:

# cfsadmin -u -o parameterl=valuel,parameter2=value2 /local/cache
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3. Mount the UFS back file system from the command line, e.g.:
# mount -F cachefs -0 backfstype=nfs,cachedir=/local/cache server:/export/home /home

4. Mount a CDROM back file system, from the command line. If the file system is already
mounted, as is will be if you're running the volume manager daemon, you need to specify
the backpath options, e.g.:

mount -F cachefs -0 backfstype=hsfs,cachedir=/local/cache,ro,backpath=/cdrom/cd_name \
/cdrom/cd_name /mount/point

5. To mount a file system from /etc/vfstab use entries similar to:

#device device mount  FS fsck mount  mount
#to mount to fsck point type pass athboot options
server:/export/home /local/cache /home  cachefs 2 yes rw,backfstype=nfs

6. Display cachefs information, including caching parameters and back file systems, after
specifying the cache directory, e.g.:
# cfsadmin -l /local/cache
cfsadmin: list cache FS information

maxblocks 90%
minblocks 0%

threshblocks  85%
maxfiles 90%
minfiles 0%

threshfiles 85%
maxfilesize 3MB

server:._export_home
_cdrom_cd_name

7. Delete a cached file system with cfsadmin, specifyingéfube_id(or all) and the cache
directory. First unmount the directoynjount), second delete the cachefs entry
(cfsadmin -d), third update the resource counts for the cafsok)( e.g.:

# umount /home

# cfsadmin -d server:_export_home /local/cache

# fsck -F cachefs /local/cache

Thefsck command above will automatically correct consistency problems without user
intervention. This is run automatically for you at boot time or when you mount the file
system.

To delete all file systems in a cache directory, and the directory itself, use:

# cfsadmin -d all /local/cache
/home auto_home -fstype=cachefs, cache=/local/cache

The cadhefsstatcommand will report the statistics for the Cache File System. It will display
information about the hit rate, consistency checks, and number of modifications to files in the cache.
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5.7 XFS (IRIX)

IRIX 6.2 includes the 64-bit journalled file systeXkS, as the default file system. It was included in
IRIX 5.3 as an option, but EFS was the default file system for that release. It comes with a volume
managerxlv, and supports disk striping, concatenation of disk partitions, and mirroring. It supports
CacheFS, AutoFS, and NFS version 3. With 64-bit addresses it will support files and file system of
up to 1 TB, under IRIX 5.3 and 9 million TB under IRIX 6.2 for systems supporting 64-bit kernels.
XFS does not support disk quotas.

XFS is ajour nalled file system It logs changes to the inodes, directories and bitmaps to the disk
before the original entries are updated. Should the system crash before the updates are done they can
be recreated using the log and updated as intended.

XFS uses apace manageto allocate disk space for the file system and control the inodes. It uses a
namespace manageto control allocation of directory files. These managerddsee indexingto

store file location information, significantly decreasing the access time needed to retrieve file
information.

Inodesare created as needed and are not restricted to a particular area on a disk partition. XFS tries
to position the inodes close to the files and directories they reference. Very small files, such as
symbolic links and some directories, are stored as part of the inode, to increase performance and save
space. Large directories use B-tree indexing within the directory file to speed up directory searches,
additions and deletions.

5.8 File System Quotas

File System quotas are used to control disk space. This allows you to prevent users from
monopolizing the disk space. For SunOS 4.1.X to run quotas you need first to provide the support in
the kernel. This is done with the line:

options QOTA
in the configuration file. Quotas are only supported on locally mounted disks; quotas will work on
NFS mounted file systems, but soft-limit warnings may not always be given. The file should be
mounted with theuotaoption, e.g. inetc/fstabthere might be a line similar to:

/dev/sdOh /home 4.2 rw,quota 12
A file namedquotasmust be set up at the root directory of each file system for which you wish to have
guotas. This is a binary file that can be edited edthuota It should be owned by root with no access
for other users, e.g.:
# touch /home/quotas
# chmod 600 /home/quotas
The script/etc/rc checks for quota consistency under SunOS 4.1.X with the comguantdded,
which examines the disk usage on each file system against the disk quota file. This should be run on
quiescent file systems (preferably unmountéetc/rc then turns the quotas on for each file system
with quotaon This must be run on mounted file systems.
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Quotas can be set for each user independently, and can be by either blocks or inodes. The former limi
the amount of disk space available for the user, while the latter limits the number of files that the use
can have. To set/change a user’s limits usestligiotaprogram. e.g' edquota username This

creates an ASCII file of the current disk quotas for that user and then invokes an editor. After
modifying the quotas you leave the editor adduotatakes this temporary file and merges it with the
binary quota file.

The ASCII version of the quotas file might look something like:

fs /Thome blocks (soft = 4000, hard = 5000) inodes (soft = 0, hard = 0)
where a 0" means there is no limit.

To check disk usage on a file system you can usgubecommand, e.g.:

# quot /dev/rsdOh
/dev/rsdOh:
97558 chohan
48915 root
41465 anup
31227 frank
14454 bobd
10301 jeffs
9051 kalal

5.9 Miscellaneous useful commands

5.9.1 find command

find is used to search for files, matching a naming pattern, file type, permissions, date of last use, etc
It will search recursively through the directory tréfend can also execute commands based on the
results, e.g.:

% find ~ -name src -print
/homel/tardis/frank/src
Root’s crontab file sometimes has an entry similar to the following:

30 3 ** *find / -name core -exec rm -f {} \; -0 -fstype nfs -prune
This instructs the cron program to execute the find command at 3:30 am everyday. The find comman
searches every directory, except those on file systems of ffge for files named Core" and
removes them.

5.9.2 Removing files

To remove a file you will normally use the remove commang,which removes (unlinks) files.
Occasionally you may find that rm won’t remove a file or directory. This most often happens when a
hard link is made to a directory. If you can't find the link you can still remove the directory with the
unlink command. You should then unmount the file sysfedk,it, and remount itfsck will update

the link count changed hynlink.
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5.10 Log files

5.10.1 Daily System Logs

The system accounting programs keep log files of many system activities, including: logins, connect
time, user processes, mail activity, error messages, etc. These system log files can grow quite large
and need to be truncated occasionalgtc/syslogconf controls where the messages are sent, usually

to files such asfvar/log/syslog /var/adm/messagesor /var/adm/SYSLOG for system startup and

system error messages, ahndr/spool/mqueue/syslogfor mail logs. (The Ultrix error report
formatter, uerf, puts data in/usr/adm/syserr/sysermostnamg. Daily and monthly process
accounting information is kept fmar/adm and/var/adm/acct/[nite,fiscal,sum]

Crash files, placed there bgawcore are usually put in eithervar/crash/hostname or
/var/adm/crash/hostname

5.10.2 Process Accounting

Process accounting information is contained in the filer/adm/pacct Support for system
accounting must be built into the kernel for SunOS 4.1.X wofttibns SYSACCT" and 'pseudo-
device sysacctlines in the configuration file. It's turned on with thectoncommand iretc/rc.

A summary of accounting information is kept in the filtar/adm/savacct

The program/usr/ucb/lastcommis used to show all commands run since accounting was started
(/var/adm/pacct was created).

Statistics on each process, e.g. number of times called, CPU minutes, total elapsed time, etc., is given
by the /usr/etc/sacommand. It gets this information fromrar/adm/pacct and puts it into
Ivar/fadm/savacct

A record of all logins and logouts is kept/var/adm/wtmp.
The record of current users is keptetc/utmp.
To list all user logins sinckrar/adm/wtmp was created use thasr/ucb/lastcommand, e.qg.:

% last

amit ttyp0 vy Tue May 15 16:54 - 16:55 (00:01)
chohan ttyp7 galifrey.acs.oh  Tue May 15 13:04 - 17:05 (04:00)
amit ttyp7 slippryl.acs.oh  Tue May 15 12:49 - 12:51 (00:01)
chohan ttyp8 charm.acs.ohio- Tue May 15 12:19 - 12:21 (00:01)

To show the connect time of all users singar/adm/wtmp was created uséusr/etc/ac or
lusr/lib/acct/acctcon

The file /var/adm/lastlog keeps the last login record for each user.

The general system message and error log fll@arsadm/messageand/var/log/syslog as specified
in /etc/syslogconf.

The script,/usr/lib/newsyslog is run periodically bycron to clean up/var/adm/messagesand
Ivar/log/syslog You should modify this script, or write your own, to properly update all your log
files.
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6.1 Booting

During the boot process the operating system is loaded into memory and executed. After doing
diagnostic checks the system reads in the boot program from the disk, or other boot device. The boc
program locates the kernel and loads it into memory. When the kernel is executed it does initial
checks on system hardware resources and attempts to initialize the devices. The kernel then starts
a few processes, includimgit, which executes the initialization scripts for the system.

6.1.1 EEPROM on CPU board
When you boot the EEPROM and the operating system it takes you through the following steps.

1. Self-test diagnostics, memory

Display identification- model, hostid, ethernet address
Probe bus for the boot device - SCSI, Network, etc.
PROM reads in the boot block

bootblkreads in the boot program

Boot program reads in the kernel

Kernel initializes the systems and starts thi process

init readdetc/inittab (SunOS 5.X) and executes tRE scripts

© N o g > w N

When booting from disk the PROM finds the system boot block at sectors 1-15 of the boot partition.
The bootblock programhootblk reads in the boot programioot (SunOS 4.X). For SunOS 5.X
bootblk the generic part of the boot program, reads in the file-specific part of the boot program:
/ufsbootfor diskfull boots, ofinetbootfor diskless boots; these use the device driver on the PROM or
on the SBus F-code PROM, so the boot block no longer contains the actual location of the disk bloc}
where the boot program resides. Under SunOS6dtblk can read thefs file system to locate the

boot programjufsboot

The boot program then locates Hegnel and passes control to it.
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6.1.2 Operating System

6.1.2.1 Kernel
The kernel is loaded,/vmunix (SunOS 4.X) orkernel/unix (SunOS 5.0-5.4) ofunix (SGI), and
control passes to the operating syste8olaris 2.5 and above (SunOS 5.5+) has both a generic,
platform-independent partkérnel/genuniy and a core, or platform-specific paiglatform/‘'uname
-m‘/kernel/unix) of the kernel. These are combined to form the running kernel.

When thekernel starts it outputs information about its size and history, probes the bus to confirm the
devices, those that it can’t contact are ignored, it identifies the root, swap, and dump devices, starts up
programs to manage physical memory and flush the kernel memory buffers, and then it invokes
/sbin/init.

6.1.2.2 sched
SunOS 5.X uses the real-time schedwdehed which is started as process 0. This can be used to set
priority for real-time processes so that they can be given "immediate" access to the kernel. The
latency time on a SparcStation 2 is less than 1 millisecond on a lightly used machine and a maximum
of 2 milliseconds with an arbitrary number of processes running.

6.1.2.3 swapper
SunOS 4.X uses tlmvapperdaemon, process 0, to manage virtual memory. It moves processes from
physical memory to swap space when more physical memory is needed. SunOS 5.X uses the swap
file systemswapfs to manage virtual memory.

6.1.2.4 update and fsflush
When a program makes a change to the file system it first writes to the in-core buffer in the kernel.
The disk write normally occurs later, and is handled asynchronously. The user process continues
without waiting for this to happen. The kernel initializes the progugaate(SunOS 4.X, started by
letc/rg or fsflush (SunOS 5.X, process 3), that periodically (the default is every 30 seconds) flushes
the in-core memory buffers to the disk by callingglipccommand. This helps to minimize damage
in the event of a crash.

6.1.2.5 pagedaemon and pageout
When a page of virtual memory is accessed the kernel page table is checked to determine if the page
is currently in physical memory. If it is not, a page fault is registered and the dgegedaemon
(SunOS 4.X), opageout(SunOS 5.X), both as process id 2, is used to bring the page into memory
from the disk. If necessary, the page daemon moves a page of physical memory to the swap device to
make room for the new page in physical memory, and updates the page table.

6.1.2.6 Init
/sbin/init starts and forks into the background to run forever (process 1; it must always be running).
init then invokes the run contrd®C) scripts (inetc for SunOS 4.X/sbin for SunOS 5.X) to perform
system checks and start the daemon processesuns the scripté&tc/rc.bootand/etc/rc.ip (SUnOS
4.1.X) or/sbin/rcS (SunOS 5.X) which runsck. It then continues on with the boot sequence to run
letc/rc /etc/rc.single and /etc/rc.local (SunOS 4.X) ofsbin/rc2 and/sbin/rc3 (SunOS 5.X). The
System V version ahit readgetc/inittab to determine the actions to take at various run levels.
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IRIX 5.X has itsRC scripts infetc and runsocheckrc, brc, rc2, andrc3, as determined hipittab, as
the appropriate run levels are reached. It uses the filetciiconfigto determine which daemons to
start and the options to use for system services.

Digital UNIX has itsRC scripts in/sbin and runscheckre, rc2, andrc3, via/etc/inittab, as it moves
through the various run-levels. TR& scripts source the resource definitions fiégc/rc.configto
determine the values for certain system parameters and whether or not to start particular services.

6.2 Run Levels (SunOS 5.X, IRIX 5.X)

Solaris 2 and IRIX 5.X have eight run levels, 0-6,s or S. The following table identifies the modes for
these run levels.

TABLE 6.1 System Run Levels
Run Level Function Command

0 PROM monitor level (power-down) init 0, shutdown -i0, halt

1,S;s Single-user mode init 1, shutdown -il
2 Multi-user mode, NO resources shared init 2, shutdown -i2
3 Multi-user mode, resources shared init 3, shutdown -i3
4 Alternative multi-user mode (not currently used)
5 Halt and software Poweroff the system init 5, shutdown -i5
6 Halt and reboot to default state init 6, shutdown -i6, reboot

You can determine the current run state with the command

# who -r
run-level 3 Feb2208:54 3 0 S
Additionally, init responds to thg or Q run levels, which caugait to rereadetc/inittab.

Digital UNIX has run level®,2,3,q9,s

6.3 /etc/inittab (SunOS 5.X, IRIX 5.X, Digital
UNIX)

Init readdetc/inittab for theinitdefault entry, which should be set to run levell8it then executes
the scripts for entries witkysinit in the action field, and then for any entries v@dtin the action field.
For the former it will executésbin/autopushand/sbin/rcS. For the latter it will executsbin/rc2,
/sbin/rc3, /usr/lib/saf/sa¢ and/usr/lib/saf/ttymon TheRC scripts will execute the scripts in the
directoriegetc/rc2.d and/etc/rc3.d, respectively.

There should be at least one entrinittab for each run level. The scripts in tleéc/rc#.d directories
begin with either the lettdd or S. When these scripts are executed bysha/rc# script first theK

UNIX System Administration ~ © 1998 University Technology Services, The Ohio State Universit$7



Startup and Shutdown

(kill) files are run, then th8 (start) files, to kill and start the various daemons needed for that run level.
These scripts have names of the form:

[K,S][0-9][0-9]filename[0-99]
and are executed in ASCII sort order.

To start the daemons tREC scripts check for the existence of tleéc/rc#.d directory, then for any

files beginning with S in that subdirectory, and then they execute those scripts withsthg™"
option.

The appropriate lines in theC file, e.g. those isbin/rc2, to start the scripts beginning wit8", are:
if [ -d /etc/rc2.d ]

then
for fin /etc/rc2.d/S*
if [ -s ${f}]
then
case ${f} in
*.sh) C${f} 5 # source it
*) [sbin/sh ${f} start ;; # sub shell
esac
fi
}

fi
Then in/etc/rc2.d you would have scripts such as &20Ip script and the&80Ip script to stop and

start, respectively, the lineprinter scheduler. These scripts are actually identical and are run with either

the stop or start options to cause the desired effect. Some of the scripts are symbolic links to files in
the/etc/init.d directory. TheK andSfiles for a service don’t have to be in the sdr€ directory.
You might stop a service when entering run level 2, and start it when entering run level 3.

A typical script might look something like (substitute your daemon name for sample_daemon):
#1/bin/sh
# start up sample_daemon, installed by FGF, 04/12/96
#
case "$1"in
'start")
if [ -x /opt/local/sbin/sample_daemon ]; then

/opt/local/sbin/sample_daemon && echo "Starting sample_daemon ... "
fi

'stop’)
pid="/usr/bin/ps -e | /usr/bin/grep sample_daemon | /usr/bin/sed -e 's/™ */I'-e 's/ .*II"
if [ "${pid}" I=""1]; then
echo "Stopping sample_daemon "
{usr/bin/kill ${pid}
fi
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")

echo "Usage: /etc/init.d/sample_daemon { start | stop }"
esac
exit 0

To modify the run states you can write your own startup scripts, install scripts/init.d and make
symbolic links to them in théetc/rc#.d directory (with the proper K,S names), or add entries to
[etc/inittab.

Your /etchnittab file has entries of the form:
id:run-state:action:process

where:
e id 1 or 2 characters to identify the entry
* run-state the run level(s) for which this entry will be applicable. (If no run level is
specified then all levels, 0 through 6, are assumed.)
« action how the process will be treated ioyt. Valid keywords are:
respawn start the process if it doesn'’t exist, restart it if it dies
wait start the process and wait for it to terminate
once start the process when entering the run level, but don’t wait for it to
complete and don't restart it if it dies
boot process the entry only on boot up
bootwait process the first timmit moves from single- to multi-user state after a
boot and wait for it to complete
powerfail execute wheinit receives a power-fail signal, SIGPWR
powerwait execute when a power-fail signal is received and wait for it to complete
off send a SIGTERM to the process followed 5 seconds later by a SIGKILL
to forcibly terminate it
ondemand same as respawn
initdefault process whemit is initially invoked - sets the default run-level to enter
sysinit process this entry before accessing the console and wait for it to complete
e process the command or script to be executed; any legal "sh" syntax is valid

Theinit process first searchéstc/inittab for initdefault entries to determine the run-level. Next,
sysinit entries are executed. Following this all process whasatate matches the initdefault value
are executed. Entries are processed starting from the top of the table and working down.
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A typical inittab might look similar to:
ap:sysinit:/sbin/autopush -f /etc/iu.ap
fs::sysinit./shin/rcS >/dev/console 2>&1 </dev/console
is:3initdefault :
p3:s134:powerfail:/sbin/shutdown -y -i0 -g0 >/dev/console 2>&1

s0:0:wait:/sbin/rc0 off >/dev/console 2>&1 </dev/console
s1:1:wait:/sbin/shutdown -y -iS -g&/dev/console 2>&1 </dev/console
s2:Z3:wait:/sbin/rc2 >/dev/console 2>&1 </dev/console
s33:wait:/shin/rc3 >/dev/console 2>&1 </dev/console
s5:5:wait:/shin/rc5 ask >/dev/console 2>&1 </dev/console
s6:6:wait:/sbin/rc6 reboot >/dev/console 2>&1 </dev/console
of:0:wait:/sbinfuadmin 2 0 >/dev/console 2>&1 </dev/console
fw:5:wait:/shin/uadmin 2 2 >/dev/console 2>&1 </dev/console
RB:6:wait:/sbin/sh -c ‘echo “\nThe system is being restarted.” >/dev/console 2>&1
rb:6:wait:/shin/fuadmin 2 1 >/dev/console 2>&1 </dev/console

sc:24:respawn:/ust/lib/saf/sac -t 300

co:234:respawn:/ust/lib/saf/ttymon -g -h -p “uname -n‘ console login: “ -T sun -d /dev/console -
console -m Idterm,ttcompat

To cause init to rereadittab specifyq or Q to theinit (or telinit) command, e.g.

#initq -or- telinit g
This is similar to doing a “kill -HUP 1" under SunOS 4.X.

60 © 1998 University Technology Services, The Ohio State UniversityUNIX System Administration



[etc/inittab (SunOS 5.X, IRIX 5.X, Digital UNIX)

6.3.0.1 RC scripts
SunOS 4.1.X uses tHRC scriptsrc.boot, rc.ip, rc, rc.single andrc.local, all in /etc. The major
functions performed by these scripts are listed in the next table.

TABLE 6.2 SunOS 4.1.X RC Scripts
RC Script Functions
rc.boot bring up the network, matching hostnames with the interfaces

rc.ip
set the default route (required for a diskless client to mount /usr)
mount /usr (read only)
fsck local file systems

rc.ip bring up the network

rc rc.single
mount local file systems
check quotas
rc.local
add additional swap
start Ipd

rc.single remount / and /usr read/write
fix up mtab
clean up /etc/ld.so.cache and /etc/utmp
use tzsetup to set the timezone in the kernel
load the keyboard translation table for the current keyboard
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TABLE 6.2 SunOS 4.1.X RC Scripts
RC Script Functions
rc.local start the portmapper

check for UNCONFIGURED, if there reconfigure the system
run tzsetup to set the timezone
set the domainname if running NIS
if an NIS server run ypserv
if the NIS master run ypxfrd
if an NIS client run ypbind
run the RPC keyserver, keyserv
set the netmask and broadcast for the network interfaces
set the default route again
diskless clients synchronize time-of-day with their server
if there's no default route run the route daemon
if specified mount /tmp on swap
mount NFS files
if a name server run the named daemon
start the block 1/0 daemon, biod
if an NFS server start the nfsd daemons
clean up /etc/motd
start the system log daemon, syslogd
if specified check for a crash dump and save it
initialize any specialized hardware
start any local daemons, e.g. sendmail
if specified, export NFS file systems
if a diskless boot server run rpc.bootparamd
start the file status monitor and locking daemons
any other locally supplied calls

SunOS 5.X uses thRC scriptsrcS rc0, rcl, rc2, rc3, rc5, andrc6 in /sbin. These start or stop
services defined in the scripts contained in/gte/rc#.d directories. Thes scripts are run during
startup, lower through higher run-level. TKescripts are run during shutdown, higher through lower

run-level. Thes®C scripts provide the functions listed in the next table.
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TABLE 6.3

SunOS 5.X RC Scripts

RC Script

Functions

/sbin/rcS

run the scripts in /etc/rcS.d

/etc/rcS.d/S30rootusr.sh

configure the network, match hostnames to interfaces
set the default route
mount /usr (read only)

/etc/rcS.d/S33keymap.sh

loads the keyboard mappings

letc/rcS.d/S35cacheos.sh

configures the devices when running cachefs

letc/rcS.d/S40standardmounts.

add physical swap space
check and remount / and /usr read/write

/etc/rcS.d/S50/S50drvconfig

configure the /devices directory

/etc/rcS.d/S60devlinks

configure the /dev directory

letc/rcS.d/S70buildmnttab.sh

mount file systems for single user mode

/sbin/rcO

run the scripts in /etc/rc0.d, kill all processes,
sync the file systems, unmount all partitions,
bring the system down

/etc/rc0.d/K10dtlogin

initiate the CDE tasks

letc/rc0.d/K20Ip

stop the line printer daemon

letc/rc0.d/K42audit

stop the audit daemon

letc/rc0.d/K47asppp

stop the PPP daemon

/etc/rc0.d/K50utmpd

stop the utmp daemon

/etc/rc0.d/K55syslog

shutdown the system log daemon

letc/rc0.d/K57sendmail

stop the sendmail daemon

/etc/rc0.d/K66nfs.server

kill the nfs, mount, bootparam and rarp daemons

/etc/rc0.d/K68rpc

kill rpc daemons

letc/rc0.d/K69autofs

stop the automount daemon

/etc/rc0.d/K70cron

shutdown cron

letc/rc0.d/K75nfs.client

kill lockd, statd, and the automounter

/etc/rc0.d/K76ncsd

kill ncsd daemons

/etc/rc0.d/K85rpc

kill rpc daemons

/sbin/rcl

run the scripts in /etc/rc1.d, kill all processes,
unmount all partitions, leave the system in single-user mode

/etc/rcl.d/K10dtlogin

initiate the CDE tasks

letc/rcl.d/K42audit

stop the audit daemon

letc/rcl.d/K47asppp

stop the PPP daemon

/etc/rcl.d/K50utmpd

stop the utmp daemon
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TABLE 6.3 SunOS 5.X RC Scripts

RC Script

Functions

/etc/rcl.d/K55syslog

stop syslog

letc/rcl.d/K57sendmail

stop sendmail

/etc/rcl.d/K65nfs.server

shutdown NFS services

letc/rcl.d/K67rpc

shutdown RPC services

/etc/rcl.d/K68autofs

stop the automount daemon

letc/rc1.d/K70cron

shutdown cron

/etc/rc1.d/K76ncsd

kill ncsd daemons

letc/rcl.d/K80nfs.client

unmount all NFS file systems

letc/rc1.d/SOIMOUNTFSYS

mount all local file systems

/sbin/rc2

set the timezone
run the scripts in /etc/rc2.d

letc/rc2.d/K20Ip

shutdown the line printer

letc/rc2.d/K60nfs.server

shutdown NFS services

/etc/rc2.d/SOLMOUNTFSYS

mount all local file systems

letc/rc2.d/SOSRMTMPFILES

clean up /tmp and /var/tmp

letc/rc2.d/S20sysetup

print the system configuration
if specified save the core image

letc/rc2.d/S21perf

enable system performance accounting

/etc/rc2.d/S30sysid.net

if _UNCONFIGURED exists reconfigure the system

letc/rc2.d/S47asppp

start the PPP daemon

letc/rc2.d/S69inet

configure the default route
set the domainname

/etc/rc2.d/S70uucp

clean up uucp locks

letclrc2.d/S71rpc

start rpc
start NIS(+) daemons

/etc/rc2.d/S71sysid.sys

if .UNCONFIGURED exists reconfigure the system

letc/rc2.d/S71yp

start up NIS (up) services

letc/rc2.d/S72autoinstall

if AUTOINSTALL exists re-install the OS

letc/rc2.d/S72inetsvc

set the default interface for multicasting
start inetd
if a name server start named

letc/rc2.d/S73nfs.client

start lockd and statd
mount NFS file systems

letc/rc2.d/S74autofs

start the automount daemon

letc/rc2.d/S74syslog

start the system log daemon
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TABLE 6.3 SunOS 5.X RC Scripts
RC Script Functions
[etc/rc2.d/S75cron start cron
letc/rc2.d/S76nscd start up the name service cache daemon
letc/rc2.d/SBOPRESERVE save edit files in /usr/preserve
/etc/rc2.d/S80Ip start the line printer scheduler
letc/rc2.d/S88utmpd start up utmpd to clean up utmp entries
letc/rc2.d/S88sendmail start sendmalil
letc/rc2.d/S92rtve-config set SunVideo device permissions
/etc/rc2.d/S92volmgt start the volume management daemon
letc/rc2.d/S93cacheos. finist final cachefs settings
[etc/rc2.d/S99audit start the audit daemon
/etc/rc2.d/S99dtlogin automatically start the CDE login window on the console
/sbin/rc3 run the scripts in /etc/rc3.d
/etc/rc3.d/S15nfs.server start the processes required for remote file sharing
letc/rc3.d/S20sample_daemon start your daemon
/sbin/rc5 run /sbin/rcO, kill off all process, unmount all filesystems
/sbin/rc6 run /sbin/rcO0, kill off all process, unmount all filesystems

6.3.0.2 Fsckruns
fsck checks file systems for internal consistency.

6.3.0.3 The daemon processes start
The RC scripts start the network daemons and mount remote file systems.

6.3.0.4 Init starts multi-user mode
At the conclusion of the RC scriptst starts multi-user mode and initiates ports and allows other users
to login.

6.4 Sun PROM

6.4.1 Bootstrap Procedures

For Sun Microsystems hardware you can interact with the PROM monitor at any time by holding down
the STOP key (the L1 key on older keyboards) and pressingdah&ey. If you're using a terminal
keyboard you can use theréak" key.

The PROM monitor boot commands come in two forms: "old" style, witkl' @tfompt; and "new"
style with a bk" prompt. The "new" style came in about the time the SPARC chip was first
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introduced, and the newer PROMs have both. On the latter you can get to the "new" style from the
"old" by typing 'n <return>".

The general form to specify the boot device is:
>b device(controller#,unit#,file#)pathname args

or

ok boot device(controller#,unit#, file#)pathname args
where thecontroller# is the host bus adapter # (always 0 if you only have one SCSI busijtthés
the tape drive or disk drive #, afig# is the partition on the drive or file on the tape. Pphathname
is the path to the kernel, and possible arguments include:

s boot to single user mode only
a ask for configuration information, i.e. root and swap devices and system file
r reconfigure the system based on currently connected hardware devices (Solaris 2.X only)

At the ">" prompt the boot command ib"; while at the bk" prompt it is 'boot".
The default boot device can be configured in the EEPROM to allow:

>h -or- ok boot
Single user:

>h -s -or- ok boot -s
Boot from network:

>b le()

Boot a specific kernel from disk, e.g. for the kernel, vmunix:
>b sd(0,0,0)vmunix

6.4.2 Sun Boot PROM search sequence

The legal boot devices known by the EEPROM can be determined by

>b ?
This also gives the order the devices are polled; these devices may or may not be present.
On newer systems you can determine the SCSI devices on the system bus with:

ok probe-scsi
and on all SCSI busses with:

ok probe-scsi-all
Newer machines use the OpenBoot PROM with device names that specify the hardware controlling
the device, as shown in Chapter 3, but also accept shorthand notation to specify the disk devices. In
the latter tlisk" represents the disk device on the main SCSI bus with SCSI target IDd&fl3,"has
target ID 1, disk2" has target ID 2,disk3" has target ID 0, ancctirom™ has target ID 6.

PROM environmental variables can be read withptimgenv command and set wittetew command
when at the 8k" prompt.

To stop the machine and perform a manual boot t$F©P-A" then specify the device, e.g.:

>b st() -or- ok boot cdrom -or- ok boot disk
When the boot operations are completed the kernel is loaded and control passes to it.
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6.5 SGI Indy PROM

When you turn on the power to your Indy workstation the System Startup Notifier is displayed and
you’re given the option toStop for Maintenance'. Click on the icon or pressesc> to display the
System Maintenance Menu. Click dariter Command Modé"' or type5 at the menu. You're then
presented with the>> " prompt. From this menu you can specify a boot device, list the PROM
environment variables witprintenv or set them witlsetew, etc. To specify a boot device and disk
partition or kernel, other than the defaults, use the form:

>> poot dksc(controller#,unit#,file#)pathname
where thecontroller# is the host bus adapter # (always 0 if you only have one SCSI busijtthés
the disk drive #, anfile# is the partition on the drive, apéthnameis the path to the kernel.

6.6 Diskless Workstations

Diskless workstations need help in booting. To do this they first need to:
« Determine who they are
« Locate their boot server
» Locate their kernel
« Mount file systems from the server
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FIGURE 6.1 Client-Server Boot Exchange
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Boot PROMsends reverse address request pac&gt)(onto the network with its
Ethernet address to find out who knows its Internet (IP) addedstethers
ethernet<=>hostname).

Server running reverse address resolution protocol dagomsare(c/rarpd answers with
the IP address of the clierie{c/hosts IP<=>hostname).

Client PROM uses trivial file transfer progratfiff) to load the boot program.
Server sends th@otprogram to the client.

Boot program issueshoamirequest to get the clients hostname.

Server looks upostnamefrom IP address and responds to the clirit(hosts.

Boot program issuesgetfile request to determine boot parametéetc(bootparams
client root and swap locations).

Server running the boot parameter daemosr{etc/rpc.bootparamdresponds with
/etc/bootparamsinformation.

Boot program NFS mounts the root file system, loads the kdumelifix, for SunOS
4.X), and transfers control to the kernel.

10. The client proceeds to boot normally and NFS mounts other file systems.
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6.7 Shutdown

Shutdown can be initiated at the PROM or by one of the shutdown programs of the operating systen

6.7.1 PROM

Stop-A -or- L1-A -or- <Break>
This takes you to the PROM level, but does NOT warn users about the shutdown. Once at this leve
you can execute one of the following PROM commands.

>c - continue after system abort.

>g0 (Sun3) - force system crash and sync the disks.
>sync (Sun4) - force system crash and sync the disks.
ok sync (Sun4c/4m/4u) - force system crash and sync the disks.

In addition to flushing the system memory buffers to disk, the PROM commands that sync the systen
also dump the in-core kernel and memory pages to the high end of swap on the disk. This can be usef
if you want to debug the reason for a system crash. After rebooting you can seeettwgprogram

to copy those areas of swap to the file system. Keep in mind, though, that these files can be quite larg
especially if you have large amounts of physical memory. Generally, it takes a specialist in kernel
architecture with access to the source code to accurately analyze these files.

6.7.2 Shutdown programs
Generally, you want to run a system program that will warn users and perform an orderly shutdown.

6.7.2.1 shutdown
This is an automated procedure to warn users and then brings the system down. When complete y«
can then power off the system or rebosttutdovn must be run as root. As an example, to shutdown
the system in 10 minutes followed by a reboot, for SunOS 4.X, execute:

# shutdown -r +10 - reboot in 10 minutes.
SunOS 5.X, which uses a differesttutdovn program. This program is a shell script to take you to
the desired run state and is locatefusr/sbin. You can specify a grace peried)(in seconds, a run
level (-i), and auto-confirmation of answerg)( So to halt the system in 2 minutes while warning the
users of the impending shutdown execute:

# shutdown -y -g120 -i0

6.7.2.2 halt/fasthalt and reboot/fastboot
halt andfasthalt synchronize the disk and then shutdown, but they do NOT warn ussthalt
creates a file/fastboot (SunOS 4.X only). If it exist&etc/rc skips the fsck step when booting. To halt
without syncing the file system typkadlt -n". rebootandfastbootare similar tdhalt/fasthalt, but then
they immediately reboot the systemastbootalso creates the fildastboot (SunOS 4.X only).

6.7.2.3 Kill init
# kill -TERM 1
This Kills theinit process. Sincait must be running this will panic the system and force a relibot.
is NOT recommended.
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6.7.2.4 Synchronize the disks
syncsynchronizes the disks by updating the super block and forcing changed blocks to the disk. This
should be called before the processor is halted abnormally. Any user caymcan any time. You
can also sync the system from the PROM, if necessary, as shown above.

6.8 Crashes

6.8.1 Panics and their causes
Some causes of system panics are:
Memory errors
e Bugs in the Operating System
« Disk write errors - bad blocks on disk

The system loggersyslogd writes a log of system error messages/var/adm/messagesor
Ivar/log/syslog These can be helpful in tracking down the cause of a system problem or kernel panic.

For more information during recurrent crashes turnsawecore in /etc/rc.local (SunOS 4.X) or
letc/rc2.d/S20sysetugSunOS 5.X). When enabled the system will save a core image of memory in
the file /var/crash/'uname -wimcore.# and the kernel’'s namelist in the same directory in the file
vmunix.# (SunOS 4.X) ounix.# (SunOS 5.X) during the reboot. These files can then be analyzed for
the causes of the system panic. The appropriate lines in rc.local are:

# Default is to not do a savecore

# mkdir -p /var/crash/"hostname’

# echo -n 'checking for crash dump..."

# intr savecore /var/crash/"hostname’

6.8.2 Crash recovery

Reboot the system. Examine the console output for information that may help determine the cause of
the problem. If necessary boot in single user mode:

>b -s
or with an alternate kernel, e.g.:

>b sd()vmunix.gen

For best recovery after a crash have good backups and perform a file systerfsdheghken booting.
If necessary reboot in single user mode andsdamanually on an unmounted file system.

6.8.3 IRIX

At the ">>" PROM Command Mode prompt you can specify an alternate disk, disk partition, or
kernel to boot from in the form:

>> poot dksc(0,1,7)unix.save
where0 is the disk controller] is the SCSI target number of the digkis the disk partition, and
unix.saveis the alternate kernel.
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CHAPTER 7 Operating System
Installation

7.1 Suninstall

Suninstallis a set of programs and files that are used to install SunOS, other Sun software, determin:
mount points, and resize disk partitions. The files are locatégsiretc/install (SunOS 4.1.X) or
/usr/sbin (SunOS 5.X).

7.1.1 Features of suninstall

The /usr/etc/install/files directory contains a record of the installation and any errors are kept in
suninstall.log. Suninstall can be interrupted at any point and a record of current settings will be kept
if run from SunOS. If run from MINIUNIX then the data is destroyed when you reboot. It supports
various Sun architectures, and can build heterogeneous servers, standalone, and dataless workstatic

7.1.2 Installation of SunOS on a standalone workstation
1. Load the bootstrap program from cdrom/tape.
2. Load the standalone copy program from cdrom/tape.

3. Copy MINIUNIX from cdrom/tape to the disk swap partition (SunOS 4.X), or the root
partition to memory (SunOS 5.X).

4. Start suninstall.
5. Load the requested cdrom/tapes(s).
6. Reboot the system.

7.2 Sun0S 4.1.X

7.2.1 Boot CDROM contents:

The SunOS 4.1.4 (Solaris 1.1.2) CDROM, which includes the latest BSD version of SunOS, allows for
both a full install and an upgrade from earlier versions of SunOS 4.1.X. The CD conforms to the hsfs
file system. You can mount it and look at it under SunOS. If you do this you will see that the top level
directory contains the subdirectories: export, patches, and sunupgrade. Under /export there are tt
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subdirectories: exec and share. /export/share contains the manual pages. /export/exec holds the

necessary executables to install the OS. The files are in uncompressed tar formatexpodérxec
we have (in 512 byte blocks):
/export/exec:
4 kvm/
512 proto_root_sunos_4_ 1 4*
4 sun4_sunos_4 1 4/

lexport/exec/kvm:
4 sun4_sunos_4 1 4/ (kernel contained on boot file 1 on the CDROM)
4 sun4c_sunos 4 1 4/ (kernel contained on boot file 2 on the CDROM)
4 sundm_sunos_4 1 4/ (kernel contained on boot file 3 on the CDROM)
/export/exec/kvm/sun4c_sunos_4_1 4: (similar sub-directories for Sun4 and Sun4m)
10400 kvm*
14000 miniroot_sun4c*
11216 sys*
13 xdrtoc*
/export/exec/sun4_sunos_4_1_4:
5856 debugging* 8128 demo*
6288 games* 3568 graphics*
1952 install* 2096 networking*
15264 openwindows_demo* 19040 openwindows_fonts*
46400 openwindows_programmers*67024 openwindows_users*
1808 rfs* 640 security*
2752 shlib_custom* 1024 sunview_demo*
3680 sunview_programmers* 5328 sunview_users*
8016 system_v* 1424 text*
96 tli* 15376 user_diag*
57888 usr* 1216 uucp*
11920 versatec*
/export/share:
4 sunos_4 1 4.

14992 manual
Since the files are tar formatted archives, so you can readily retrieve any files later on, as needed.

7.2.2 Before starting installation:
1. Read theSunOS 4.1.X Release & Instdllmanual.
2. Read the READ THIS FIRST " document provided.
3. Decide or obtain the information necessary to complete the install, including:

Hostname - hostname.dept.ohio-state.edequired if on SONNET
Ethernet address - prints during the EEPROM self-test.
Internet address - required if on the OSU network, SONNET; obtain from UTS.

Machine architecture - Sun3/Sun3x/Sun4/Sun4c/Sun4m
Partitions and sizes - disk partitions
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Mount points - mount points need to exist before partitions can be mounted; exceptions are

partition a (/) and partition b (swap).
Software desired - if disk space is available you can load everything, otherwise delete items

you're unlikely to use.

7.2.3 Installation Example

Install the miniroot: Insert boot tape and at the PROM prompt type:

>b tape -or- ok boot tape
or
>b st() for old Sun4c/Sun4/Sun3
or boot cdrom
>b cdrom -or- ok boot cdrom
or
>b sd(0,6,2) for old Sun4c
>b sd(0,30,1) for Sun4

After successfully installing the miniroot you'll be presented with the choice;
What would you like to do:
1 - install SunOS mini-root
2 - exit to single user shell
Entera 1 or 2:

If you enter 1 you'll be given the opportunity to select, format, and relable the disk. Disks purchased
from Sun are formatted at the factory so you shouldn’t need to reformat them. You may wish to relable

them to change partition sizes.
Once the mini-root is installed on your disk’s swap space you'll be presented with:
Mini-root installation complete.

What would you like to do?
1 - reboot using the just-installed miniroot

2 - exit into single user shell

Entera 1 or 2:
Exit to single user mode and start the installation:

# suninstall

(many screens and questions to configure your system; installation of the chosen software)
# reboot
>b sd(0,0,0) -or- >b sd() -or- >b

The default boot device can be set with the progrgaprom e.g.:
# eeprom bootdev=sd\(0,0,0\).
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7.3 SunOS 5.X

7.3.1 Sunlinstall

Our old friend Sunlinstall is still here. He’s changed a little bit though. Suninstall no longer has
MUNIX or miniroot. This is because it now works directly from CDROM. All temporary files are
stored in memory and it does not require a dedicated swap partition. Since its using the file system
from the CDROM its a bit slow; it takes about 5 minutes to boot SunOS 5.X. A significant advantage
to this new method is that you can now modify the root and swap partitions of the hard disk with
Sunlnstall, since the program is not using the hard disk.

7.3.2 Hardware Requirements

Solaris 2 runs only on SPARC computers. It will not run on Sun3s. Solaris 2.5-2.6 is supported on
Sun4c, Sundm, and Sun4u hardware, but not Sun4 hardware. Solaris 2.4 will run on all SPARC
hardware except the UltraSPARCs (Sun4u). To run Solaris 2 the machine should have

« Atleast 16 MB of memory

« A minimum of 200 MB of hard disk space, with 400 MB required to install everything.

The machines can be

« Networked Standalone

« Dataless Client (root and swap on same disk)

e Diskless Client

« Homogeneous Server at SunOS 5.X (clients at same or lower release level)

« Heterogeneous Server at SunOS 5.X (clients at differing architecture at same or lower
release level, including SunOS 4.1.1 or later)

A CDROM drive is required, either locally or on the subnet, to install the software.

7.3.3 Software Terminology

7.3.3.1 Packages and Clusters

The software is grouped into packages of files and directories related to an application. For example
there will be a group for man pages and another for SunOS 4.1.X binary compatibility. These groups
of software are labelleplhckages A package is the standard way to deliver software under Solaris 2,
both bundled and unbundled. There are 187 software packages in the Solaris 2.5 base distribution.
There are standard commands for administering the packages that we’ll look at later. Packages from
Sun are generally identified by tB&JNWxxx naming convention.
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Packages may be grouped inttusters of related applications. For example, the Source
Compatibility Support cluster includes:

Source Compatibility (root), SUNWSscpr

Source Compatibility (usr), SUNWSscpu

Source Compatibility Archive Library, SUNWSsra
Source Compatibility Header Files, SUNWSsrh

A cluster can be composed of one or more packagkes.cluster names refer to logical names, such
asSource Compatibility Support andOn-line Manual Pages not to the SUNWxxx convention.

7.3.3.2 Configuration Options

The packages and clusters are further grouped into four configuration options for Suninstall.

« Core - This contains the software needed to boot and run Solaris 2. It is suffi-
cient for a standalone workstation and includes some networking software
and the drivers to run OpenWindows. It does not include OpenWindows
or the on-line manual pages.

« EndUser - This contains the software and end user programs required to run Solaris
2. Itincludes OpenWindows and the on-line manual pages.

« Developer - This contains software required to develop software, including: compiler
tools, OpenWindows, and the man pages. It does not include any compil-
ers or debuggers.

« Entire - This includes the entire Solaris 2 release. It does not include any compil-
ers or debuggers, other than adb.

7.3.4 Partition Planning

All partitions can now be adjusted during Suninstall. You no longer need to run format before starting
the installation. Unbundled applications usually have a default installation directéoptdffor
optional). Packages that might previously have tried to install/ugglang or /usr/local now
suggestopt/SUNWxxx as their default directory.

Its now possible to have smaller swap space than RAM, as idle processes are not automaticall
swapped out. This was discussed in the sectiawapfsin an earlier chapter.

Sun’s suggestions for disk partitioning are as follows. | would suggest that for a server you increase
and/opt, and add &var partition. For a standalone machine you might have only two partitions: one
for the software and one for swap.
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TABLE 7.1 Server Disk Partitions, always
File System Minimum Default Maximum Req. My Recommendation
/ (root) 12 Mbytes 16 Mbytes 17 Mbytes 20 Mbytes
swap 80 Mbyte 3 times the memory varies varies
lusr 30 Mbytes 160 Mbytes 181 Mbytes 220 Mbytes
/opt 5 Mbytes 5 Mbytes varies varies
Ivar none part of / none 30 Mbytes; larger for servers
TABLE 7.2 Server Disk Partitions, per diskless client
Client SunOS Version File System Each Diskless Client Each Release
5.X /export/root 20 Mbytes 10 Mbytes
/export/swap 24 Mbytes
/export/exec 15 Mbytes
4.X /export/root 16 Mbytes
/export/exec 15 Mbytes/sun4 client arch 80 Mbytes

7.3.5 Installation

The installation process has three leveBysidtoolprompts for system identification information.
Suninstall does the installation Admintool is a GUI tool used to add new users, set-up diskless
clients, manage printers and databases.

Installation consists of:

Save the previous configuration and data files.

Boot from CDROM.

Providesysidtoolthe system identification information.

ProvideSuninstall the installation information.

Choose the Quick or Custom Install option.

For a server - identify diskless clients and the architectures to be supported.
Select the desired software.

Configure the disks to support the desired software and clients.

Start the installation.

10. Customize your system.
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7.3.5.1 Pre-Installation Information

During installation you’ll be asked to provide the following information.

« Hostname
 Host's IP address

Desired name service (NIS+, NIS, none). Should you choose NIS+ or NIS you will also need to
provide:
domainname
NIS(+) server hostname
NIS(+) server IP address

Note: At this point you are choosing the NIS(+) domain name and server, not the IP domain name.
« Subnet information

e Geographic region

« Timezone and current date and time

« Configuration:
Standalone
Server
Dataless Client

« Installation Type:
Quick Install
Custom Install

« Identify any diskless clients

« Choose the software configuration type:
all
core
developer
end-user

« Identify the disk(s) to use for the installation and whether or not they should be formatted.

7.3.6 Booting
You can boot from CDROM either locally or remotely. From the old Sun4 systems, i.e. 300 and 400
series at the prompt type:
b sd(0,30,1).

From the older SPARCstations, i.e. SS1, 1+, IPC, and SLC ekime®mpt type:

boot sd(0,6,2).
From newer SPARCSstations, i.e. SS2, SS10, ELC, IPX, 600MP, Sun4m and Sun4u hardware at th
ok prompt type:

boot cdrom.
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7.3.7 Setting Up an Install Server

An install server provides boot service for other machines for installing Solaris 2.X. If your
CDROM drive is not directly attached to the machine you're upgrading you might want to set up an
install server on the machine with the CDROM. You could also copy the CDROM to a hard disk on
the install server. If you take the former route there’s only a small temporary space required on the
server, about 150 Kbytes per kernel architecture. Copying all of Solaris 2.X onto hard disk requires
approximately 320 Mbytes of space. To copy the contents of the CDROM to disk do the following:

# mkdir /cdrom

# mount -F hsfs -0 ro /dev/dsk/c0t6d0s0 /cdimma 2.X server
_Or_

# mount -t hsfs -r /dev/srO /cdream a 4.1.X server

-then-

# cd /cdrom

# ./setup_install_server /export/instatl another install directory

From then on you can usexport/install or the specified install directory, in place of the CDROM.
After the client boots from the server installation proceeds as it would for a local installation.

7.3.7.1 Serverat4.lor4.1.1

Before you can boot the client using the Solaris 2.X CDROM you need to add the Rock Ridge
extensions to the High Sierra File System to allow it to support longer file names, symbolic links, and
deeper directories on the CDROM. These are located on the CDROM. To access them:

# mkdir /cdrom

# letc/mount -t hsfs -r /dev/srO /cdrom
# cd /cdrom

# Jinst.rr

#cd/

# umount /cdrom

The new driver is enabled when you remount the CDROM, as below.

7.3.7.2 Server at 4.1.X (or after installing the rr extensions above)

First mount the CDROM:

# mkdir /cdrom
# letc/mount -t hsfs -r /dev/srO /cdrom

Then change to the /cdrom directory and execute the command to install clients:

# cd /cdrom
# ./add_install_clienmaciine_name arbitecture
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_Or_

# ./add_install_client -ethernet_address ip_addressnachine_name arbitecture
wheremadine_nameis the name of the client amadchitectureis eithersun4cor sun4mor Sun4u
The-e and-i options are necessary if the NIS server does not already have this information.

7.3.7.3 Server at 2.X

First mount the CDROM:

# mkdir /cdrom
# mount -F hsfs -o ro /dev/dsk/cO0t6d0s0 /cdrom

You then use thelost Managerto introduce the client machine to the server. Entries that you'll add
for the client with Host Manager include:

« Hostname

« |IP address

« Ethernet address

e Type: standalone, diskless, or dataless

« Time zone region and time zone

« Remote or local (CDROM) installation for the client

« Media server for remote installation (machine with the CDROM)

« OS release to install from the remote server (Sun4c/Sun4dm/Sun4u)

You then need to update the NIS(+) maps and you're ready to go.

7.3.7.4 Booting the Client

The server needs to be running the Reverse Address Resolution Protocol and the bootparam daemo
rarpd and rpc.bootparamd respectively. You should create the directdtfgpboot if it doesn’t
already exist on the server. The boot program will be copied here when you add each client.

You cannot boot Solaris 2.X through a router. The install server must be on the same subnet as tf
client. You don’t, however, need to have a complete install server on each subnet. You can have
pared down boot server on the subnet with the kernel architecture required for those subnet client:
and a full install server on another subnet.

After adding the machine as a client of the install server halt and boot the client from the network:

# halt
ok boot net

After the client completes the boot processsimeinstall program is invoked automatically.
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7.3.8 JumpStart

JumpsStart, orauto-install, is designed to make the installation easy and automatic. This allows you
to pre-configure the information you need to do the install. It also allows you to readily install many
machines with the same configuration, rather than having to worry about each of them individually.
You make a stub on the disk containing the information about the packages you want to install. On
the NIS(+) server you can configure the network information for the new system including the
hostname, IP address, time zone and domain name.

If your system is already at Solaris 1.1 (SunOS 4.1.3) or higher you can run JumpStart to upgrade to
Solaris 2.X. After backing up your system you would execute the detiptjnstall.d/re-preinstall-

svr4 when in single user mode to perform the upgrade. The scriplussisc/install/bpgetfildo try

to locate a network version of the Solaris 2 CDRMidgetfile does an rpc broadcast to the local
subnet to try to locate an install server with the install program. Failing that it checks locally for a
mountable CDROM. Should it find either source it mounts the file systefnstoo/mnt. After

checking to make sure that it has the necessary files for this architecture it starts the upgrade process
and gives you a chance to back out. It reads any custom files that have been plated to

control the install.

7.3.8.1 Configuration Information

When a new machine boots it searches for an install customization directory. It first checks the local
floppy drive and if none is found there it then queries the bootparam server for an entry with the
keywordinstall_config. The bootparam server would have an entry similar to the following in the
/etc/bootparamsfile or it's NIS(+) bootparams map:

client_name install_config=server:/export/install_infeSolaris 1.X
_Or_
* install_config=server:/export/install_info -Solaris 2.X, which takes wild card entries.

With add_install_clientuse thec option to automatically setup the bootparam entry when you set up
the client:

# .Jadd_install_client -s install_server:/cdrom -c config_server:/dir sunclient sun4
where/dir onconfig_serer contains th@uto-install configuration information.

There’s a sample directory on the Solaris 2.X CDR@Mo _install_sample that you can use as an
example when setting up your configuration file. There is also a sauoletefile there. The boot
program provides thauto-install program with information about the machine being booted. That,

in conjunction with the information provided to the server for this client, provideautaeinstall

program with sufficient information to determine hostname, host and network addresses, NIS(+)
domainname, machine model and architecture type, kernel architecture, memory installed, disk size,
and hostid for the client. Thales file then looks for sets of information defined by the Table
below. Auto-install will then execute a script before the installatioagin, setup a profile based on
theclass and execute a script when dofieish.
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Casper Dik has made some good examples of these scripts available on the Internet a
ftp://ftp.fwi.uva.nl/pub/solaris/auto-install/.

TABLE 7.3 Auto-install Rules File
Comparison Match Type Expected Data Type
hostname exact text string
hostaddress exact dotted decimal address
network exact dotted decimal address
domainname exact NIS(+) domain - text string
arch exact machine architecture - text string
karch exact kernel architecture - text string
model exact machine model, e.g.: 4_75
memsize range memory size in MB, e.g.: 16-64
disksize disk_name range specific disk size in MB, e.g.: c0t3d0 180-500
installed disk_slice release specific disk slice and OS release, e.g.: c0t3d0s0 solaris_2.5
totaldisk range total disk size in MB, e.g. 180-500
hostid exact 8 digit hex number, e.g.: 80442a6b
any ignored always matches

Note, that the backslashat the end of a line ofrales line indicates that the line is continued on the
next line. Lines beginning with are comments.

So if yourrules file has entries of the form (modified from an example by Casper Dik):

# key value begin class finish

# SPARCstation LX

karch sundm &&\

model 'SUNW, SPARCstation-LX’ &&\

memsize 16-64 &&\

disksize rootdisk 180-550 scripts/start packages/default scripts/finish
# SPARCstations 1, 1+, 2, ELC, SLC, IPC, IPX

karch sun4c &&\

memsize 16-64 &&\

totaldisk 180-250 scripts/start packages/no_var scripts/finish
# Anything not matched - don't install

any - scripts/no_match - -

Where the lines are interpreted as:

» karch sun4m &&\
« model 'SUNW, SPARCstation-LX’ &&\
Specifies that a sundm type architecture and the model SPARCstation LX are being selected.
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* memsize 16-64 &&\
disksize rootdisk 180-550 scripts/start packages/default scripts/finish
Specifies that if the memory size is 16-64 MB and the root disk size is 180-55@t\tBe parameters
defined in th@packages/default clas§le. Before installation run theeginfile, scripts/start, and
upon completion thénish script,scripts/finish, will be run.

* karch sun4c &&\
memsize 16-64 &&\
totaldisk 180-250 scripts/start packages/no_var scripts/finish

Specifies that any machine with sun4c kernel architecture, and memory size of 16-64 MB, and total
disk size of 180-250 MB should set ttlassparameters define packages/no_ar (e.g. so that
/var is not a separate partition), and runkibgin script,scripts/start, and thdfinish script,
scripts/finish.

e any - scripts/no_match - -

This matches any machine, so if the machine was not flagged by one of the previous lines in the file
install with thescripts/no_match beginscript. If you left off this last line the machine would per-
form an interactive install if it didn’t match a previous line.

An example of a&lassconfiguration file:

filesys any 24 /

filesys any 80 /usr

filesys any 43 /var nosuid
filesys any 0 /home
filesys any O /opt

filesys any free swap

cluster SUNWCreq

package SUNWvolr delete
package SUNWNvolu delete
cluster SUNWCIp

package SUNWdoc

Where these lines are interpreted as:

« filesys any 24/

The filesys entries specify the disk partitioning in MBs. The gudriitioning could be used with
eitherdefault orexistingto indicate that the disk should be partitioned based on the software
selected or that the current partitions should be used, respectively. If not spkafrigtis used.

e cluster SUNWCreq

This defines the cluster to be installed. If this is a configuration clustadtldeletefields are
ignored.

* package SUNWvolr delete
So the package SUNWvolr has be selected to be deleted from the previously chosen cluster.
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Additional fields follow the format:

e product product_name product_version
to specify a product to install and the OS version (e.g. Solaris 2.5).
- filesys any (size | all)  filesystem

to define the size to partition various file systems, e.qg.:
filesys any 60 swap

« package package_name (add | delete)

to specify a package to install. Taed anddeleteoptions specify whether the package should be
added or deleted from the configuration cluster and clusters previously chosen, e.g.:
package SUNWaudmo add
package SUNWmMmMan delete

7.3.8.2 Automatic Installation
With existing machines specify tiestall option when booting to enabdeito-install, i.e.:
ok boot net - install
Note: There must be a apace between tralinstall.

Machines already installed with Solaris 2.X can be reconfigured by touchiJR®INSTALL
file in the root directory and then rebooting, e.g.:

# touch /AUTOINSTALL
# reboot

The machine will attempt to auto-install during the boot process.

7.3.9 Installation Files

The installation programs keep a record of the packages and files installed on the system in th
/var/sadm directory.

/var/sadm/install_data- contains &£LUSTER file listing the installed clusters, and a log file of the
installation,install_log.

Ivar/sadm/install - thecontentsfile in this directory keeps a listing of the various packages installed
on the system and their locations, permissions, ownership, and the package with which they are
associated.

Ivar/sadm/softinfo - the INST_RELEASE and Solaris_2.X files in this directory contain the OS name
and version number.

Ivar/sadm/pkg - the subdirectories here represent every software package installed on your system.
Each subdirectory contains a file describing the package and another listing the files associated
with the package.

/var/sadm/patch- there is a subdirectory here for each patch installed, with files to describe the patch
and the package and files associated with it. There’s also a script to backout the patch should that
become necessary. If you're short of space in /var/sadm you can install the patch with the "
option to prevent saving the original files. In that case you won't be able to backout the patch.
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7.4 Post Install Actions

After you've installed the operating system you should install the recommended patches, and then
you can personalize the system to your needs. Below are some of the steps | take to finish and
personalize the configuration on my systems.

TABLE 7.4 Post Install Actions
SunOS | SunOS
Procedure Purpose 4.X 5.X
touch /TIMESTAMP let's you know the start time X X
passwd set a passwd on the root login X X
rm /etc/hosts.equiv comes with "+" X
vi /etc/netmasks create an entry for the network, e.g. for X X
128.146.0.0  255.255.255.0 128.146
Vi /etc/ttytab change "secure" -> "unsecure" X
ifconfig le0 netmask + broadcast reset the netmask and broadcast X
XXX.YyYyy.zzz.255

route add default xxx.yyy.zzz.1 1 reset route X X
ftp wks.uts.ohio-state.edu under /pub/sunpatches retrieve the patch files X X

needed. Contact wks@wks.uts.ohio-state.edu

for the current patch list for your version of

the OS.

Install patches follow READMEs for the individual patches X X
echo "xxx.yyy.zzz.1" > /etc/defaultrouter | create /etc/defaultrouter with the IP address of X X
the default router

vi /etc/rc.local edit /etc/rc.local X
mount /tmp to mount /tmp as tmpfs (on swap) and to set
chmod 1777 /tmp the proper permissions on the directory
chmod g+s /tmp
ifconfig le0 broadcast “cat /etc/defaultroute@nd 10 set the proper broadcast
|sed -n "s/\.[0-9]$/N.255/p™
vi letc/fstab add the line to mount /tmp on swap X
swap /tmp tmp rw0O
Generate a new kernel and reboot with iff this is required for several of the OS patches X
vi /.cshrc /.login /.profile edit to taste and remove "." from path X X
vipw protect all accounts, even sync X
remove +: entry if not using NIS
Create necessary accounts we’'ll look at how to do this in a later Chapter X X
vi /etc/group remove +: entry if not using NIS X
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TABLE 7.4 Post Install Actions
SunOS | SunOS
Procedure Purpose 4.X 5.X
Add tcsh and/or bash to /usr/bin much better than csh or sh for login (the X X

sources can be obtained via anonymous ftp
from tesla.ee.cornell.edu in /pub/tcsh and
prep.ai.mit.edu in /pub/gnu for tcsh and bash,
respectively.)

cat << EOF > /etc/shells add entries for all login shells, e.g.: X X
/sbin/sh

/bin/sh

/bin/csh

/bin/ksh

/bin/bash

/bin/tcsh

EOF

chown root /home not caught by patch 100103 X

rm -rf /var/spool/uucppublic writable by everyone, so remove if not used X X
Install resolv+2.1.1 package for DNS, or use NIS, it includes: X
{usr/lib/libresolv.a resolver library

/ust/lib/libc.s0.1.9.1 shared library

Jusr/lib/libc.sa.1.9.1 shared library

Now execute Idconfig to pick up the new libraries

Then copy the new include files to
{usr/include.

cat << EOF > /etc/resolv.conf for DNS, X X
domain acs.ohio-state.edu. with the IP domain,

nameserver 128.146.1.7 up to 3 nameservers, these are

nameserver 128.146.48.7 nsl.net and ns2.net

search acs.ohio-state.edu magnus.acs.ohi@nd a search path
state.edu cis.ohio-state.edu eng.ohio-
state.edu

EOF
cat << EOF > /etc/host.conf used by resolv+ X

order hosts,bind set the host database order to search

trim .magnus.acs.ohio-state.edu, .acs.ohipirim the domains
state.edu

nospoof on
alert on
EOF
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TABLE 7.4 Post Install Actions
SunOS | SunOS
Procedure Purpose 4.X 5.X
Vi /etc/nsswitch.conf set name service switch lookups X
hosts: files dns set the host database order to search
vi letc/syslog.conf define LOGHOST (first line in file), or X X
define(LOGHOST,localhost) reference the files locally and remove the

"ifdef(LOGHOST"..." entries, as desired

_Ol’_
add the alias loghost to your hostname entry,
not to the localhost entry

vi /etc/hosts
WWW.XXX.YYY.zzz hosthname loghost

chmod o-w /etc/* remove general write permissions X X

Set up xntp, including change in Network Time Protocol X X

/etc/services for udp service

Install any other desired packages, e.g. peninake the system more usable X X

language compilers, etc.

Backup the system S0 you can reproduce the current state aftefa X X
catastrophe.

7.5 Sun Patch List

Ohio State University members can usually find the necessary SunOS patches on the patch server,
ftp://wks.uts.ohio-state.edu/pub/sunpatches/. If you don’t find what you need there, contact
wks@wks.uts.ohio-state.edu. Others should contact Sun Microsystems, or their software vendor, for
patches.

7.5.1 SunOS 4.1.3 U1 (Solaris 1.1.1)
100103-12 SunOS 4.1.3;4.1.3_U1: set file permissions to more secure mode
101434-03 SunOS 4.1.3_UL: Ipr Jumbo Patch
101436-08 SunOS 4.1.3_UL1: patch for mail executable
101440-01 SunOS 4.1.3 UL1: security problem: methods to exploit login/su
101508-14 SunOS 4.1.3_U1: Sun4m kernel patch
101558-07 SunOS 4.1.3_ULl: international libc jumbo patch
101579-01 SunOS 4.1.3 U1: Security problem with expreserve for Solaris 1.1.1
101587-01 SunOS 4.1.3_UL: security patch for mfree and icmp redirect
101592-07 SunOS 4.1.3_ULl: UFS File system Patch

101621-04 SunOS 4.1.3 UL1L: tty patch CTE zs driver gates reception on CD for hardware flow con-
trol

101625-02 SunOS 4.1.3_U1: ftp does not prompt for account information
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101665-07 SunOS 4.1.3_U1: sendmail jumbo patch

101679-01 SunOS 4.1.3_UL: Breach of security using modload

101759-04 SunOS 4.1.3_ULl: domestic (US only) libc jumbo patch
101784-04 SunOS 4.1.3_U1: rpc.lockd/rpc.statd jumbo patch

102060-01 SunOS 4.1.3_UL: Root access possible via passwd race condition
102177-04 SunOS 4.1.3_U1l: NFS Jumbo Patch

100444-76 OpenWindows 3.0: OpenWindows V3.0 Server Patch 3000-124
100448-03 OpenWindows 3.0: loadmodule Patch

100452-72 OpenWindows 3.0: XView 3.0 Jumbo Patch

100478-01 OpenWindows 3.0: xlock crashes leaving system open
101435-02 1SunOS 4.1.3_U1: ypserv and ypxfrd fix

7.5.2 SunOS 4.1.4 (Solaris 1.1.2)
100103-12 2SunOS 4.1.3;4.1.3_U1.: set file permissions to more secure mode
102264-02 SunOS 4.1.4: rpc.lockd patch for assertion failed panic
102394-02 SunOS 4.1.4: NFS Jumbo Patch
102414-01 SunOS 4.1.4: mail jumbo patch
102423-04 Sunos 4.1.4: Sendmail jumbo patch
102436-02 SunOS 4.1.4: Machine soft hangs and hangs on bootup (sun4m)
102544-04 SunOS 4.1.4: domestic (U.S. only) libc jumbo patch
102545-04 SunOS 4.1.4: international libc jumbo patch
100444-76 OpenWindows 3.0: OpenWindows V3.0 Server Patch 3000-124
100448-03 OpenWindows 3.0: loadmodule Patch
100452-72 OpenWindows 3.0: XView 3.0 Jumbo Patch
100478-01 OpenWindows 3.0: xlock crashes leaving system open
102516-04 1SunOS 4.1.4: UFS File system Patch

Some patches apply only to specific hardware, and 102544 and 102545 are mutually exclusive, a
they apply to the domestic and international versions of the libraries, respectively.

7.5.3 SunOS 5.4 (Solaris 2.4)
101945-41 SunOS 5.4: kernel patch
101959-07 SunOS 5.4: Ip jumbo patch
101973-16 SunOS 5.4: fixes for libnsl and ypbind
102042-05 SunOS 5.4: usr/bin/mail jumbo patch

1. This patch is on the Security list, but not the Recommended list, because it's assumed to be too application dependent
and not relevant to all sites.

2. Not actually on the Recommended list for this release, but you will want to check the changes this script makes to be
sure that you have similar file permission settings on your system
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102044-01
102066-09
102070-01
102165-03
102216-07
102218-03
102277-02
102437-03
102479-02
102656-01
102664-01
102680-03
102693-03
102704-02
102711-01
102741-01
102756-01
102769-03
102788-02
102922-03
102960-01
103070-01
103270-01
101878-13
102292-02
103290-02
102049-02

SunOS 5.4:
SunOsS 5.4
SunOS 5.4:
SunOS 5.4:
SunOsS 5.4
SunOS 5.4:
SunOS 5.4:
SunOsS 5.4
SunOS 5.4:
SunOS 5.4:
SunOsS 5.4
SunOS 5.4:
SunOS 5.4:
SunOsS 5.4:
SunOS 5.4:
SunOS 5.4:
SunOsS 5.4:
SunOS 5.4:
SunOS 5.4:
SunOsS 5.4:
SunOS 5.4:
SunOS 5.4:
SunOsS 5.4:

bug in mouse code makes "break root" attack possible
sendmail patch

Bugfix for rpcbind/portmapper

nss_dns.so.1 fixes

kiImmod and rpcmod patch

libbsm fixes

nss_nisplus.so.1 fixes

lusr/ccs/bin/as has an internal error

DNS spoofing is possible per Cern ca-96.02
/dev/gec should protect against being opened directly
data fault in scanc() due to bad "cp" argument
fixes for ufsdump and wall

at and atrm fixes

jumbo patch for NIS commands

Creation of /tmp/ps_data is security problem
libm can hit SEGV in multi-threaded mode
expreserve still has security problem

statd fixes

Jumbo patch for sccs bug fixes.

inetd fixes

vipw has security problem

tip will read and print any uucp owned file
nissetup default permissions not secure enough

OpenWindows 3.4: Xview Patch
OpenWindows 3.4: filemgr (ff.core) fixes
SPARCstorage Array 2.0: SSA Jumbo patch for Solaris 2.4 11/94, HW395

SunOS 5.4:

linker fixes

102303-05 3Sun0OS 5.4: POINT PATCH: linker fixes
102336-01 3SunOS 5.4: POINT PATCH: 1091205 - Password aging & NIS+ don't work

102971-01
102980-07
103093-03
103169-06
103241-01

7.5.4 SunOS 5.5 (Solaris 2.5)

SunOS 5.5:
SunOS 5.5:
SunOS 5.5:
SunOS 5.5:
SunOS 5.5:

vipw fix

sendmail patch

kernel patch

ip driver and ifconfig fixes
Undefined symbol in libc.s0.1.9

3. This patch is on the Security list, but not the Recommended list, because it's assumed to be too application dependent
and not relevant to all sites.
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103242-01 SunOS 5.5: linker patch
103266-01 SunOS 5.5: nissetup default permissions for password table not secure

103279-02
103447-03
103468-01
103667-01
103703-01
103708-01
103746-01
103815-01
102832-01
103300-02
103017-04

103582-01
103594-03
103630-01
103663-01
103680-01
103683-01
103686-01
103743-01
103817-01

SunOS 5.5:
SunOS 5.5:
SunOsS 5.5:
SunOS 5.5:
SunOS 5.5:
SunOsS 5.5:
SunOS 5.5:
SunOS 5.5:

nscd breaks password shadowing with NIS+

tcp patch

statd security problem

DNS spoofing is possible per Cern ca-96.02

nss_dns.so.1 source modification and rebuild for BIND 4.9.3
rpc.nisd_resolv rebuild for BIND 4.9.3

XFN source modifications for BIND 4.9.3

rdist suffers from buffer overflow

OpenWindows 3.5: Xview Jumbo Patch
OpenWindows 3.5: ff.core security patch
SPARCstorage Array Solaris 2.5: Jumbo patch for SSA for Solaris 2.5

7.5.5 Sun0OS 5.5.1 (Solaris 2.5.1)

Sun0OS 5.5.1:
Sun0OS 5.5.1:
SunOS 5.5.1:
Sun0OS 5.5.1:
Sun0OS 5.5.1:
SunOS 5.5.1:
Sun0OS 5.5.1:
Sun0OS 5.5.1:
SunOS 5.5.1:

/kernel/drv/tcp patch

lusr/lib/sendmail fixes

ip and ifconfig patch

DNS spoofing is possible per Cern ca-96.02
nscd/nscd_nischeck rebuild for BIND 4.9.3
nss_dns.so.1 rebuild for BIND 4.9.3
rpc.nisd_resolv rebuild for BIND 4.9.3

XFN source modifications for BIND 4.9.3
rdist suffers from buffer overflow
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7.6 IRIX5.X

7.6.1 Installation

When you boot your SGI machine you’ll have a few seconds to presStthe for Maintenance'
button on the Starting up the Systeni window. From there you'll be given the choices:

« Start System

« Install System Software

« Run Diagnostics

* Recover System

e Enter Command Monitor

e Select Keyboard Layout

Select Tnstall System Softwaré with the mouse. Then choose the source, éardl CD-ROM",

for the software. The miniroot, including the installation tawdt, will be copied from CDROM to

swap on the local disk. The system will then reboot from swap, putting you into the miniroot. Run
inst, from which you’ll be given thelfist> " prompt. At this point you have various options available

to you withinst. You can usést to list the software, e.glist * *" will list all the packages available.
Theninstall will add the product to the list to be installed, along with the defaults already marked, e.g.
"install print.man.bsdlpl' to choose the man pages for the BSD style line printer package. After
choosing your software typgd* to start the installation. When the installation is completed you can
"quit" from theinst tool and reboot the system.

7.6.2 Post Install
Now you can personalize the system. Some things you might want to change include the following.
1. turn off the route daemon
To do this edifetc/config/routedand changedh' to "off".

2. set a default route
Edit /etc/init.d/network and add a line similar to:
lusr/etc/route add default xxx.yyy.zzz.1 1
before the routed line.

3. remove the setuid/setgid bits frdasr/lib/desktop/permissionsto close this security
hole

4. get the latest BSBendmail or install the sendmail patch, again for security concerns.

Also, read through the steps above for SunOS to see which might be applicable here.

Ohio State University members can usually find the necessary IRIX patches on the patch server,
ftp://araminta.acs.ohio-state.edu/pub/sgi/patches/.
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8.1 Sun0OS 4.1.X

The SunOS 4.1.X kernel that comes with the installation is configured to allow the use of all supported
devices for the architecture. This makes it quite large and causes it to take up considerable memor
Since most systems will not have all the supported peripherals you can remove those that aren
needed, freeing memory space for use by programs. If you add additional devices, then you need 1
put the drivers back in and reconfigure and reinstall the kernel. It is not necessary to reconfigure the
SunOS 5.X kernel, as this kernel loads only the drivers for the devices attached to the system.

8.1.1 Kernel configuration files

Templates for the kernel configuration can be found in the directory
/usr/share/sys/sun{3,3x,4,4c,4m}/confSome of the templates are:

DL60 - diskless 4/60 (SS2)

DLS60 - diskless 4/60 with local swap

GENERIC - default (all general supported devices)

GENERIC_SMALL - default for generic_small (8 SCSI disks, 4 SCSI tapes, 2 CDROMS)
Makefile.src - makefile for the compilation

NFS60 - to boot a disk-equipped machine from a server

README - detailed directions for building the kernel

SDST60 - 4/60 with SCSI disks and tapes

Normally you willconfigurethe kernel to match the hardware of a system e.g. disk(s)/diskless, tape(s),
color monitor, etc.

Reconfiguring the kernel should save memory space and allow the kernel to execute faster.

8.1.2 Overview of Sysgen process

1. cd /usr/share/sys/sun{3,3x,4,4c,4m}/conf

2. cp GENERIC HOSTNAME - copy the configuration file

3. viHOSTNAME - edit and revise as needed

4. config HOSTNAME - build the system configuration files
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5. cd./HOSTNAME - cd to the new directory

6. make - compile the new kernel

7. mv /vmunix /vmunix.gen - save the old kernel

8. Cp vmunix / - install the new kernel

9. reboot - reboot using the new kernel

Sometimes the new kernel will not run properly. The patch may have been faulty; you may have left
out defining one of the necessary parameters; the object files may have been corrupted, etc. If you
can’'t boot from the new kernel for any reason, reboot using the old kernel and then repeat the steps
above to regenerate a new kernel. Reboot with:

>b vmunix.gen

8.2 Sun0OS 5.X

8.2.1 Autoconfiguration

Under Solaris 2 the kernel is now modularized. Whenever the kernel needs a module it loads it and
processes it. The kernel is ndkernel/unix for early versions of Solaris, SunOS 5.0-5.4). Solaris

2.5 and above (SunOS 5.5+) has both a generic, platform-independeritgradifgenuniy and a

core, or platform-specific part/pglatform/‘'uname -m‘/kernel/unix) of the kernel. These are
combined to form the running kernel.

You can customize the kernel with tleéc/systenfile. This configuration file contains commands to
be read by the kernel during initialization. You can specify that modules be excluded, or loaded
during initialization, rather than when first used, etc. You can set the root and swap devices to
something other than the default value. You can even set the value of kernel parameters, e.g.:

set maxusers=16

Each type of module has it's own subdirectory/kernel, e.g. the device drivers are under
/kernel/drv. Each driver also has a configuration file associated with it to set the kernel parameter
values. Solaris 2.5 and above again has a platform-independentlsainil/drv and a platform-
dependent set iplatform/‘'uname -m‘/kernel/drv.

A significant advantage to modularization is that the kernel now only loads the modules it needs,
making more efficient use of memory. Also, you can add drivers without having to rebuild the kernel
and reboot the system.

8.2.2 Accessing New Device Drivers

Should you add new device drivers they should be installdeinel. You can add drivers with the
add_drvcommand and remove them with tine_drvcommand. Once the driver is installed and the
new device connected reboot the system with:

ok boot -r
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Alternatively, you can create the fikeeconfigure before rebooting. The kernel will then be
reconfigured during the boot process.

# touch /reconfigure
# reboot

One of these procedures is required for all drivers not installed initially. It causes the kernel to
properly recognize the new drivers during the boot process.

8.2.3 Device Configuration

During the boot process devices are identified and new ones are automatically added to /devices ar
/dev. So you no longer have to exedu®KEDEYV to configure the new devices. The equivalent is
done for you with the new automatic reconfiguration process when you boot.

The Solaris 2.X system is responsible for assigning an unused major number when you add a devic
so these should not be hard-coded into the drivers. Minor numbers are assigned by the driver.

Should you need to reconfigure thieevicesdirectory you can do this with tligvconfig command.

This should create the /devices directory tree from the attached hardware. It usss ithie tree of

the kernel. The devices should be powered on when you run this command. Normally this is done fo
you whenever a new driver is installed with #del_drvutility and you reboot the system with the

option. drvconfiguses the filéetc/minor_permto determine the permissions to apply to the devices
and the fileletc/name_to_majoto assign major device numbers.

Use the utilityprtconf to display the devices configured on your system.

# prtconf

System Configuration: Sun Microsystems sun4m
Memory size: 64 Megabytes

System Peripherals (Software Nodes):

SUNW,SPARCstation-5
packages (driver not attached)
disk-label (driver not attached)
deblocker (driver not attached)
obp-tftp (driver not attached)
options, instance #0
aliases (driver not attached)
openprom (driver not attached)
iommu, instance #0
sbus, instance #0
espdma, instance #0
esp, instance #0
sd (driver not attached)
st (driver not attached)
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sd, instance #0 (driver not attached)
sd, instance #1
sd, instance #2 (driver not attached)
sd, instance #3
sd, instance #4 (driver not attached)
sd, instance #5
sd, instance #6
SUNW,bpp (driver not attached)
ledma, instance #0
le, instance #0
SUNW,Ipvi, instance #0
SUNW,bpp (driver not attached)
cgsix, instance #0
power-management (driver not attached)
SUNW,CS4231, instance #0
afx-misc (driver not attached)
obio, instance #0
Zs, instance #0
Zs, instance #1
eeprom (driver not attached)
slavioconfig (driver not attached)
auxio (driver not attached)
counter (driver not attached)
interrupt (driver not attached)
power (driver not attached)
SUNW,fdtwo, instance #0
memory (driver not attached)
virtual-memory (driver not attached)
FMI,MB86904 (driver not attached)
pseudo, instance #0

8.2.4 Creation of the logical name space

The last stage of the automatic configuration process involves the generation of the logical name
space to correspond with the new devices. Several utilities are used for this, depending on the type of

device.

disks adds /dev entries for hard disks

tapes adds /dev entries for tape drives

ports adds /dev anthittab entries for serial lines

devlinks adds /dev entries for miscellaneous devices and pseudo-devices,

according to the entries iatc/devlink.tab
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8.2.5 Tuning Kernel Parameters

Many kernel parameters scale relative to the value chosemdeusers You can change many
others that affect the kernel and kernel modules by setting values for theto/aystem With
/etc/systemyou can specify:

e kernel modules to be loaded automatically

« kernel modules not to be loaded automatically
« root and swap devices

« new values for kernel integer variables

To get a complete list of the tunable kernel parameters uskigtiecs/bin/nmcommand on the
kernel, e.g.:

# lusr/ccs/bin/nm /kernel/unix -for Solaris 2.4

# Jusr/ccs/bin/nm /kernel/genunix /platform/‘uname -m‘/kernel/unix -for Solaris 2.5
which yields over 5000 lines of kernel parameters, of the form:

Symbols from /kernel/unix:
[Index] Value Size Type Bind Other Shndx Name
[1] | 0|  O[FILE |LOCL |0 |ABS |unix
Most of these you will never need to change. You should also be aware that kernel parameters an

their meanings may change in latter releases of the OS, so you should not blindigtcisygtem
files to new machines.

You can get a list of the drivers and modules currently loaded and some selected kernel paramete
values by using thaisr/sbin/sysdeEommand with thei option as shown below.

# sysdef -i

[.-]
* Loadable Objects
*
genunix
misc/consconfig
-]
fs/nfs
hard link: sys/nfs
fs/procfs
fs/specfs
fs/tmpfs
fs/ufs
(-]
sys/semsys
sys/shmsys
drv/arp
hard link: strmod/arp
drv/arp

* Tunable Parameters
*

1306624 maximum memory allowed in buffer cache (bufhwm)
1002 maximum number of processes (v.v_proc)
99 maximum global priority in sys class (MAXCLSYSPRI)
997 maximum processes per user id (v.v_maxup)
30 auto update time limit in seconds (NAUTOUP)
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25
5
25
25

*

* Utsname Tunables

*

5.5 release (REL)

page stealing low water mark (GPGSLO)

fsflush run rate (FSFLUSHR)

minimum resident memory for avoiding deadlock (MINARMEM)
minimum swapable memory for avoiding deadlock (MINASMEM)

nyssa node name (NODE)
SunOS system name (SYS)

Generic version (VER)

*

* Process Resource Limit Tunables (Current:Maximum)

*

Infinity:Infinity

Infinity:Infinity

7ffff000: 7ffff000

800000:7ffff000

Infinity:Infinity
40: 400

Infinity:Infinity

*

* Streams Tunables
*
9
65536
1024

*

* |IPC Messages
*

100
2048
4096

50
8
40
1024

*

* |[PC Semaphores
*

* |PC Shared Memory

*

1048576
1
100
6

*

cpu time

file size

heap size

stack size

core file size

file descriptors
mapped memory

maximum number of pushes allowed (NSTRPUSH)
maximum stream message size (STRMSGSZ)
max size of ctl part of message (STRCTLSZ)

entries in msg map (MSGMAP)

max message size (MSGMAX)

max bytes on queue (MSGMNB)
message queue identifiers (MSGMNI)
message segment size (MSGSSZ)
system message headers (MSGTQL)
message segments (MSGSEG)

entries in semaphore map (SEMMAP)
semaphore identifiers (SEMMNI)
semaphores in system (SEMMNS)

undo structures in system (SEMMNU)

max semaphores per id (SEMMSL)

max operations per semop call (SEMOPM)
max undo entries per process (SEMUME)
semaphore maximum value (SEMVMX)
adjust on exit max value (SEMAEM)

max shared memory segment size (SHMMAX)

min shared memory segment size (SHMMIN)

shared memory identifiers (SHMMNI)

max attached shm segments per process (SHMSEG)

* Time Sharing Scheduler Tunables

*

60
SYS

maximum time sharing user priority (TSMAXUPRI)
system class name (SYS_NAME)
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© 1998 University Technology Services, The Ohio State UniversityUNIX System Administration



SunOsS 5.X

To get and set kernel driver configuration parameters you can use the cofasnesion/ndd At this
time ndd only supports access to the TCP/IP modules. Use ¢bé Option to set a value, without it
you query the named device driver, e.g. to get a list of the IP driver parameters execute:

# ndd /dev/ip \? - "?" indicates to list all parameters for the driver
? (read only)
ip_ill_status (read only)
ip_ipif_status (read only)
ip_ire_status (read only)

ip_rput_pullups
ip_forwarding

(read and write)
(read and write)

ip_respond_to_address_mask_broadgaat and write)

ip_respond_to_echo_broadcast

ip_respond_to_timestamp

(read and write)
(read and write)

ip_respond_to_timestamp_broadcast(read and write)

ip_send_redirects

ip_forward_directed_broadcasts

ip_debug

ip_mrtdebug
ip_ire_cleanup_interval
ip_ire_flush_interval
ip_ire_redirect_interval
ip_def _ttl
ip_forward_src_routed
ip_wroff_extra
ip_ire_pathmtu_interval
ip_icmp_return_data_bytes
ip_send_source_quench
ip_path_mtu_discovery
ip_ignore_delete_time
ip_ignore_redirect
ip_output_queue
ip_broadcast _ttl
ip_icmp_err_interval
ip_reass_queue_bytes
ip_strict_dst_multihoming

To get the value of a specific driver:

# ndd /dev/ip ip_forwarding
2

(read and write)
(read and write)
(read and write)
(read and write)
(read and write)
(read and write)
(read and write)
(read and write)
(read and write)
(read and write)
(read and write)
(read and write)
(read and write)
(read and write)
(read and write)
(read and write)
(read and write)
(read and write)
(read and write)
(read and write)
(read and write)

To disable packet forwarding (i.e. on a firewall machine) set this val@¥,tas'is done in the startup
script/etc/init.d/inetinit :

# ndd -set /dev/ip ip_forwarding 0

UNIX System Administration ~ © 1998 University Technology Services, The Ohio State Universit97



Kernel Configuration

To set values for kernel parametergatc/systemyou would use the form:

setmodule:variable=value
some examples would be:

set maxusers=16
to raisemaxusersabove the default value of 8. Actually the default value for maxusers is chosen
based on the amount of available memory, with a maximum of 2048, according to:

TABLE 8.1 Solaris 2.X maxusers default values
Memory Size Maxusers value
<32 MB 8
<40 MB 32
<64 MB 40
<128 MB 64
>128 MB 128

Maxusers affects the default settings for several other kernel table parameters according to the formula
in the following table.

TABLE 8.2 Kernel Parameter values affected by Maxusers
Kernel Table Kernel Variable Variable Value
Callout ncallout 16+max_nprocs
Inode ufs_ninode max_nprocs+16+maxusers+64
Name Cache Lookup ncsize max_nprocs+16+maxusers+64
Process max_nprocs 10+16*maxusers
Disk Quota Structure ndquot (maxusers*NMOUNT)/4+max_nprocs
User Processes maxuprc max_nprocs-5

The parameterspty andpt_cnt are not automatically tuned with the size of memorgnaxusers
and may need to be reset to allow more network connections on a large machine.

Another example where you might reset a kernel parameter is to have NFS always check that the
request is coming from a port number < 1024 (i.e. a "trusted port"). Do this for Solaris 2.4 with:

set nfs:nfs_portmon=1
and for Solaris 2.5 with:

set nfssrv:nfs_portmon=1
where the module containing the parameter has changedfsamnfssrv.

Some kernel parameters that you might consider tuning are in the table below.
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TABLE 8.3 Some Tunable Kernel Parameters
Parameter Default Value Practical Limit Function
pt_cnt 48 3000 number of 5.X style pseudo-ttys.; sets the limit for the

number of remote logins. Reboot with the "-r" option to
create the /dev/pts entries.

npty 48 3000 number of 4.X style pseudo-ttys
ncsize 17*maxusers + 16000 Directory Name Lookup Cache (DNLC) size. Increase
90 for NFS server with lots of clients. "vmstat -s" reports the
cache hit rate.
ufs_ninode 17*maxusers + 34906 maximum number of inodes cached; should be at least as
90 large as ncsize
maxuprc 16*maxusers + 5 set this if you want to limit the number of processes a user
can have
bufhwm 0, which allows | 20% of physical maximum size of the buffer cache (Kbytes). Caches
up to 2% of memory inode, indirect block, and cylinder group information
physical memory "sar -b" reports the buffer cache hit rate.

You need to be very careful about the changes you mak&isystem It's possible that by putting
incorrect values irfetc/systemyou could leave the machine in a state in which it is unable to boot.
Should this occur, boot with theg” option, and when the system asks you to provide the configuration
file name input/dev/null instead of/etc/system Then edit/etc/systemto correct the problem and
reboot again.
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8.3 IRIX 5.X

The autoconfiguration scrigétc/init.d/autoconfigis run at run-level 2523autoconfig during the

boot process. If new boards or devices are found, or if changes have been made to the object files or
system tuning files irdvar/sysgen/mtune/* /var/sysgen/master.d/¥ or /var/sysgen/system/*the

program will check thévar/config/autoconfig.optionsfile to see if it should automatically generate

a new kernel. The defaultT" option indicates this. Otherwise it will prompt to generate a new
kernel. So you should rarely, if ever, need to generate a new kernel by hand.

autoconfig uses thelboot command to actually generate the new kernel and reads the
Ivar/sysgen/stundile for the settings of any tunable parameters different from the defaults. This
creates a new kernel and saves fuasx.install. When doing this by hand you should then copy the
old kernel/unix, to a new name, e.funix.saveand reboot the system witleboot.

The /usr/sbin/systungorogram can be used to examine or change kernel tunable parameters; in the
latter case it will add entries tear/sysgen/stune

A few of the tunable parameters listeddygtuneare, e.g. for NFS parameters:

snfs (statically changeable)
svc_maxdupregs = 136 (0x88)
nfs_portmon = 0 (0x0)

You can execute systune in interactive mode to examine and set parameters, e.g. to report and then
raise the value for the number of system procespesc:
# systune -i
systune->nproc
nproc = 300 (0x12c)
systune->nproc 500
nproc = 300 (0x12c)
Do you really want to change nproc to 500 (0x1f4)? (y/n)
In order for the change in paramet@rocto become effective,
reboot the system
systune->quit

This creates the new kernehix.install. The parameter change will take effect the next time you
reboot the system. When this file exi&ttc/init.d/autoconfigreconfigures the kernel as part of the
boot process.

Should you need to recover from an unbootable kernel following an unsuccessful kernel regeneration,
interrupt the boot process and go ®yStem Maintenance Menli. There select Command
Monitor ". At the ">>" prompt boot from the old kernel, e.g.:

>> poot unix.save
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8.4 Digital UNIX

Digital UNIX recommends that you be in single user mode when building the kernel. The steps to
follow are:

N o g > w N PR

9.

cp /vmunix /vmunix.save - save the old kernel

cp /genunix /vmunix - install the generic kernel to be the running kernel
usr/sbin/shutdown -r +5 - shutdown the system

Log on as root and take the system down to single user mode

lusr/sbin/shutdown +1

mount /usr - remount the /usr file system

/usr/sbin/doconfig - you will be prompted for system configuration

information. If you need to edit the resulting
configuration file answer "yes" at the prompt. The
new kernel will then be built and the path to it will
be displayed.

mv /sys/DECOSF/vmunix /vmunix- move the kernel from the path displayed in the step
above to the root directory

/usr/sbin/shutdown -r now - reboot the system

If the system fails to boot you can reboot to single user mode using the generic kernel (/genunix) ant

try again.

8.5 Ultrix

Ultrix is similar to SunOS 4.1.X when building a kernel. The steps to follow on a MIPS hardware
platform are:

© © N o 0o W D PE

cd /sys/conf

cp GENERIC HOSTNAME - copy the configuration file

vi HOSTNAME - edit and revise as needed

config HOSTNAME - build the system configuration files

cd /sys/MIPS/HOSTNAME - change to the new configuration directory
make - compile the new kernel

mv /vmunix /genvmunix - save the old kernel

cp vmunix / - install the new kernel

reboot - reboot using the new kernel
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CHAPTER 9 Adding Hardware

9.1 Sun0S 4.1.X

9.1.1 Procedures for adding new hardware to a system

When adding new hardware to a SunOS 4.1.X system may need to reconfigure the kernel before th
device will be supported. In general you should follow these steps.

1. Reconfigure the kernel to support the device.

2. Generate the special files that allow the kernel to communicate with the device. These can
generally be created witdev/MAKEDEV using thenknod command.

3. Halt the system and Connect the actual hardware; insert boards, disk, etc.

4. Reboot and Change any files that the system uses concerning the new hardware.
An excellent guide for all your modem and terminal concerns is available on the web, written by
Celeste Stokelyhttp://www.stokely.com/.

9.1.2 MAKEDEV

MAKEDEYV is a script located ifdev which puts its generated files in /dev. This is a device "make"
file for devices such as tapes, disks, terminal multiplexors, printers, graphics/windows, etc. using the
mknodcommand. If you're adding both 1/4" and 1/2" tape drives you nedé&iKiEDEV st0 (1/4")

first, thenMAKEDEYV xt0 (1/2"), as the first linkgt devices to the similast devices.

If you're adding a new disk that has not yet been formatted, you will need to format it. This will require
that there be an entry iatc/format.dat, e.g. for the Sun supplied 424MB disk the entry would be:
disk_type = “SUN0424" \
: ctlr = SCSI : fmt_time =4\
:trks_zone =9 : asect =2\
:neyl = 1151 :acyl = 2 : pcyl = 2500 : nhead = 9 : nsect = 80 \
: rpm = 4400 : bpt = 26000

9.1.3 Files that control terminal logins

Besides having the proper device filegdev you control terminal logins with the fildgtys, ttytab,
gettytab, andtermcap in /etc.
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9.1.3.1 ttytab
The entries idetc/ttytab are used to turn ports on/off and denotes them as beaue or unsecure
for root login. The entry also specifies the program to run, usgettywith the corresponding entry
in /etc/gettytab to control the login, and expected terminal type, which must match an entry in
letc/termcap e.g.

# name getty type status comments

console "lusr/etc/getty std.9600" sun on local secure

ttya "lusr/etc/getty std.9600" unknown off local unsecure

ttyb "lusr/etc/getty std.9600" unknown off remote unsecure
The filettys is derived fronttytab by init, and should not be edited.

12console

O2ttya

02ttyb

For Ultrix ttys is more likettytab in SunOS 4.1.X, and there is no ttytab.

Should you modifyttytab you will need to interrupit to get it to reread this file. This can be done
with thekill command:

# kill -HUP 1
where theHUP (or-1) option (hangup) interrupts, but doesn't kilit.

9.1.3.2 termcap
letc/termcapis a data base of descriptions of terminal capabilities (BSD, SunOS 4.1.X). Itis one large
file with entries for all terminal types, e.g. the vt100 description would be similar to:

dO|vt100|vt100-am|vt100am]|dec vt100:\
:do="J:co#80:li#24:cl=50\E[;H\E[2J:sf=5\ED:\
:le="H:bs:am:cm=5\E[%i%d;%dH:nd=2\E[C:up=2\E[A:\
:ce=3\E[K:cd=50\E[J:s0=2\E[7m:se=2\E[m:us=2\E[4m:ue=2\E[m:\
:md=2\E[1m:mr=2\E[7m:mb=2\E[5m:me=2\E[m:is=\E[1;24N\E[24;1H:\
:rf=/usr/share/lib/tabset/vt100:\
rs=\E>\E[?3NE[?4NE[?5N\E[?7h\E[?8h:ks=\E[?1h\E=:ke=\E[?1N\E>:\
:ku=\EOA:kd=\EOB:kr=\EOC:kI=\EOD:kb="H:\
:ho=\E[H:k1=\EOP:k2=\EOQ:k3=\EOR:k4=\EOS:pt:sr=5\EM:vt#3:xn:\
:sCc=\E7:rc=\E8:cs=\E[%i%d;%dT:

9.1.3.3 terminfo
/usr/share/lib/terminfo/[1-9,A-Z,a-z]/* are a collection of files that describe terminal capabilities
(SysV, SunOS 4.1.X, SunOS 5.X). These files are functionally equivalent to the entries in
letc/termcap.

9.1.3.4 gettytab
The gettytab file is a database used to describe terminal lines. The std.9600 entry referred to in
/etclttytab above might look something like:

2|std.9600|9600-baud:\
:sp#9600:

104 © 1998 University Technology Services, The Ohio State UniversityUNIX System Administration



SunOS 4.1.X

You could modify thedefault entry to write white on black and personalize your login message with
an entry like:

default:\
:ap:Im=\E[q\r\n%h login\72 :sp#9600:\
im=\\nUTS Workstation Lab\n:

9.1.3.5 getty
letc/gettyis the terminal login program. It is startedibiy, readgettytab, monitors the terminal line,
and invokes théogin program when a connection is made.

9.1.4 Adding a Modem

Under SunOS 4.1.X it is not necessary to modifykiimel when adding a standard modem, as it
was under earlier versions of SunOS. However, if you add modem boards you may still need tc
modify the kernel. The new feature in SunOS4.1.x isttysoftcar command. You will need to

make sure the device file exists for the modem and that the configuration files have been properly
changed. The steps to take are:

1. cd/dev - go to the devices directory

2. mknod device_name ¢ major# minor# create the special device file

3. vi/etc/ttytab - edit and change, as needed

4. kill -HUP 1 - sendinit a hangup signal

5. ttysoftcar -a - reset the ttys to their appropriate values, based
on the /etc/ttytab "status" entry

6. Vil/etc/remote - edit as needed

9.1.4.1 Make the device node
The mknod command builds the special file that you want the kernel to recognize as the modem,
cuaQ It should be a character type file with major and minor numbetg ahd128 respectively.
This corresponds to the same physical lindtges, with major and minor numbers a2 andO0,
respectively. The commands to create the device and set the proper permissions and ownerships al

# mknod cuaO ¢ 12 128
# chmod 600 cuaO
# chown uucp cua0

9.1.4.2 Edit /etc/ttytab

ttya "lusr/etc/getty std.19200" sun on local unsecure
cua0 "lusr/etc/getty std.19200" unknown off remote unsecure

9.1.4.3 Reinitialize init
Sendinit a hangup signal so that it will reread its initialization files.

# kill -HUP 1
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9.1.4.4 Execute ttysoftcar
Kill off the gettyprocess for this line, should one exist, then exeitygeftcarto set the software
carrier detect, i.e.:

# Jusr/etc/ttysoftcar -a
Should you forget to kill thgettyprocesstysoftcarmay hang. In the filéetc/rc uncomment the line:

lusr/etc/ttysoftcar -a > /dev/null 2>&1

9.1.4.5 Edit /etc/remote
Edit /etc/remoteadd the line:

cua0:dv=/dev/cua0:br#19200
You can then uskdin/tip or/bin/cu to access the line, e.g.:

# tip cual
You exit tip and cu with~.".

9.1.5 SCSI Device Designation and Description

SCSI, Small Computer System Interface, has become the standard for connecting peripheral devices:
disks, tapes, cdroms, optical drives, etc. It was intended to provide device independence for a wide
range or peripherals to the host computer. Devices conforming to the SCSI standard should be able to
plug directly to the host’'s SCSI bus without requiring changes to the system hardware or software.
There are several different versions of the standard (and as many implementations as there are
manufacturers). The original standard, now called SCSI-1 or classical SCSI, will allow synchronous
data transfers up to 5 MBytes/sec of 8 bit data. The current standard, SCSI-2, also known as Fast
SCSI, and includes Wide SCSI. Fast SCSI allows asynchronous data transfers up to 10 MBytes/sec.
SCSI-1 and SCSI-2 devices can co-exist on the same bus using a 50-conductor cable. Wide SCSI uses
additional lines to transfer 16 or 32 data bits at a time, effectively doubling or quadrupling the
maximum Bus transfer speed, up to 40 MBytes/sec, while using a 68-conductor cable. Narrow and
wide SCSI devices can be mixed if the cable connections are made consistent.

SCSI-1 and SCSI-2 allow cable lengths totalling up to 6 meters, including internal cabling.
Differential SCSI allows longer cable lengths, up to 25 meters. You can’t directly mix differential
and single-ended (classical) SCSI devices on the same SCSI bus without special translation devices.

SCSI devices are daisy-chained, and should be terminated on both ends of the chain. Classical SCSI
uses passive terminators. Fast SCSI requires active terminators. These use voltage regulation to
provide a more consistent termination resistance. Differential SCSI uses passive termination, but a
different kind from classical SCSI.

The classical SCSI bus can accommodate 8 target devices, numbered 0 through 7. The last number,
7, is reserved for the connection between the bus and the system itself. Of the remaining seven the Sun
kernel configuration file (SunOS 4.1.X) assumes that the first four will be used by disk devices, the
next two by tape devices, and the last for a CDROM device, i.e.:
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« Disk O targets 0,1,2,3

+ Tapesl] targets 4 & 5

« CDROM [ target 6
You can change these defaults and regen the kernel.
Wide SCSI allows 16 target devices, 0 through 15, with 15 the target ID of the host adaptor.
The larger the device number, the higher the priority of the device.

Only two SCSI devices can communicate at a time. So when a slow device is communicating with the
host, i.e. a tape drive, the bus is effectively slowed down to the speed of the tape drive. When the tar
drive is not in use the bus can resume a higher transfer rate of another device.

Earlier we mentioned that to boot a Sun4c machine from CDROM you would specify sd(0,6,2), or for
a Sun4 machine you would specify sd(0,30,1) to the boot PROM. We will now look at where these
numbers come from. As an example we look at sd(0,30,1).

FIGURE 9.1 SCSI Device Designation
sd(0,30,1)

Y

Target ID number (number of the controller) multiplied
by 8 (for 8 possible SCSI devices for each target) pjus
thelogical unit number of the device (in hex)

SCSI host interfaceresident on the system Hus

File or partition numbel

SCSI devices may have their own controller to control a series of devices within the cabinet. For
example you may have a cabinet with a controller and two disks that it controls. These external
controllers can have 2 disks/target device; embedded controllers are limited to 1 disk/target device
Most SCSI devices today have embedded controllers, so you have one device for each SCSI ID on tf
Bus. Non-embedded devices are still available and may become more popular as the faster SCSI:
protocol takes hold.

Sun’s SCSI numbering scheme originated when non-embedded, external controller, devices wer
popular. One of their first products was called the "Shoebox" which had one controller to manage twa
disks, or a disk and tape drive. So when they mentioned disk drives as sd0 and sd1 they were talkir
about disks with the same SCSI host interface, but with different logical unit numbers, both with SCSI
ID O, but drive numbers 0 and 1. As embedded controllers became the norm, people generally referre
to sdO as the disk at SCSI ID 0 and sd1 as the disk at SCSI ID 1. But this is wrong, as they were bot
attached to the same SCSI controller. By using the drive number to specify both the SCSI ID and the
disk number Sun was confusing people. Later Sun began using 3 octal numbers to represent the SC
devices in the kernel configuration file, e.qg.:

disk sd3 at sc0 drive 011 flags O
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Here, in 011, the first number, 0, represents the SCSI interface number, the second number, 1,
indicates the SCSI controller (target ID), and the last number, 1, indicates the drive number. A flag of
0 indicates a disk device, and 1 a tape device.

With embedded controllers the drive number is always 0, so people tend to refer to the device by it's
SCSiI target ID only, further confusing the issue.

The following tables map out the relationship between SCSI target ID and Unix disk number. In
these tableEUN stands fotogical unit number.

TABLE 9.1 SCSI Target IDs, part 1
External Controller Target ID 0 1 2 3
LUN 0 1 0 1 0 1 0
UNIX sd# 0 1 2 3 4 5 6
Embedded Controller Target ID 0 1 2 3
LUN 0
UNIX sd# 0 2 4 6
TABLE 9.2 SCSI Target IDs, part 2
Target ID 0 1 2 3 4 5 6
LUN 0 1 0 1 0 1 0 1 0 NA 0 NA 0 NA
SCSI Drive # 0 1 8 9 16 | 17 | 24 | 25 | 32 40 48
SCSI Hex# 0 1 8 9 10 | 11 | 18 | 19 | 20 28 30
UNIX sd# 0 1 2 3 4 5 6 7 st0 stl sr0

To go back to our example then, we see from the second table that the CDROM device at SCSI target
ID 6, sr0, has the number 3§ so to boot from the second file on this device we wouldsag6;30,1)

9.1.6 Kernel Configuration File

The Sun3 and Sun4 GENERIC kernel configuration files have entries to describe the attached devices
of the form:

# Support for the SCSI-2 host adapter with 2 disks and 1 1/4” tape

# on the first SCSI controller, 2 disks and 1 1/4” tape on the second

# SCSI controller, 2 embedded SCSI disks, and a CD-ROM drive.

controller sc0 at vme24d16 ? csr 0x200000 priority 2 vector scintr 0x40

tape st0 at scO drive 040 flags 1
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tape stl at scO drive 050 flags 1
disk sr0 at scO drive 060 flags 2
disk sd0 at sc0 drive 000 flags O
disk sd1 at scO drive 001 flags O
disk sd2 at scO drive 010 flags O
disk sd3 at sc0 drive 011 flags O
disk sd4 at sc0 drive 020 flags 0
disk sd6 at scO drive 030 flags 0

where the our example CDROM drive, sr0, has a target ID of 6 and an LUN of 0, or 060. This device
would then be referenced by the SCSI Hex # of 30, i.e.:

target ID (6) * 8 + LUN (0) = 48, = 30;¢
So you would boot from second file on this device as:

sd(0,30,1)
SPARCSstation (Sun4c) devices are treated slightly differently. The internal (supplied) disk is target 3.
So to avoid confusion (?) they remapped the target device numbers, as follows.

Sun3/Sun3x/Sun4 Sun4c
Target 3 sdg]sd(0,18,0) sd( sd(0,0,0)
Target 1 sd21 sd(0,8,0) sd1] sd(0,1,0)
Target 2 sd41 sd(0,10,0) sd21 sd(0,2,0)
Target O sd(d] sd(0,0,0) sd31 sd(0,3,0)

TheNVRAM on the CPU board is used to re-map the target SCSI ID numbers. The ordering of the
targets is set with the paramesertargets i.e.:

sd-targets 31204567
The Sun4c GENERIC kernel configuration file then has different entries to describe the attached
peripherals, i.e.:
# The following section describes SCSI device unit assignments.
scsibusO at esp # declare first scsi bus
disk sdO at scsibusO target 3lun 0 # first hard SCSI disk
disk sdl at scsibusO target 1 lun 0 # second hard SCSI disk
disk sd2 at scsibusO target 2 lun 0 # third hard SCSI disk
disk sd3 at scsibus0 target 0 lun 0 # fourth hard SCSI disk
tape st0 at scsibusO target 4 lun 0 # first SCSI tape
tape stl at scsibusO target 5lun 0 # second SCSI tape

disk sr0 at scsibusO target 6 lun 0 # CD-ROM device
Sun doesn’t support mixing embedded and non-embedded SCSI devices on the same host. Sometin
it works, and sometimes it doesn’t. If it doesn’t work, don’t expect to get any help from Sun.

The SCSI bus must be terminated and this termination should be at the end of the bus line. Th
maximum length of all the SCSI cables, including internal cabling at the devices, is 6 meters.
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9.2 SunOS 5.X

For most peripherals you will not need to add a device driver, as they are already included in the
operating system. For those devices that do require a new driver, the driver and instructions should
accompany the system. New device drivers should come in System V package format, so that you
can install them with thpkgaddcommand or the Software Manager tool. We will discuss these
commands in a latter chapter.

The next step is to get the system to recognize the device driver. If you touch thexildigure,
e.g.:
# touch /reconfigure

then when the system is rebooted it will reconfigure the kernel, as discussed in the chapter on Kernel
Configuration.

Now you can shutdown the system, power it off, add the new hardware, and then boot new system.
You will want to be sure to power on the peripheral devices before the CPU to insure that the system
will recognize the peripherals.

If you did not create th&econfigure file you can still reconfigure the kernel during the boot process
by booting with ther (reconfigure) option to the PROM boot command, i.e.:
ok boot -r

The kernel will then recognize the new drivers during the boot process and create the necessary
device entries idevicesfor the attached hardware using tlreconfigcommand.

You can examine the currently loaded device driver list withitbption to thesysdefcommand.This
will output several pages of information including the list of tunable parameters for the kernel shown
in the last section.

9.3 IRIX5.X

As mentioned in the chapter &ernel Configuration, when new hardware is discovered during the
boot process the kernel is automatically regenerated to recognize the new devices with the
/etc/init.d/autoconfig script at run-level 2.
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10.1 Special Files

UNIX devicesare treated ddes, in that I/O to devices is done in the same way as I/O to files. A file
referring to a device is a special file in that it doesn’t contain data (as a regular file) or information
about other files (as a directory does). A special file informs the operating system about the locatior
of the device it's associated with and the means by which it can communicate with the device. Specia
files are created with theknodcommand and are storeddev (also/devicesfor SunOS 5.X). Once

a special file exists 1/O is performed with the device simply by reading or writing to the associated file.

10.1.1 Block and character devices

All I/O devices are classified as eith#ock or character (raw) devices. The block special device
causes the 1/O to be buffered in large pieces. The character (raw) device causes I/O to occur or
character (byte) at atime. Some devices, such as disks and tapes, can be both block and charac
devices, and must have entries for each mode. Terminals operate in character mode. The first ent
in the permission field indicates either block, orc - character.

10.1.2 Major and minor devices

Themajor number identifies the kernel driver that communicates with the devicenifibe number
identifies the location of the device, i.e. it divides a physical device into logical devices.

The major number directs you to the proper controller and mode. Minor device numbérsdder
to portions of drive 0; minor devices-85 refer to drive 1, etc.

For SunOS 5.X the system is responsible for assigning unused major numbers when you add a devic
so these should not be hard-coded in the drivers. Minor numbers are assigned by the driver.

10.1.3 The mknod command
Themknodcommand is used to build special files, e.g. under SunOS 4.1.X:

# mknod cuaO c 12 128
generates a special file nammeh0; it is a character-type devicE? specifies the terminal controller,
andl128indicates that it will be a dial-out device. This uses the same physical tiye abe dial-in
device with major and minor numbel® andO, respectively.
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10.2 SunOS 4.X

Under SunOS 4.X th&dev directory contains the special files. The standard devices are installed
with /dev/MAKEDEV , which uses themknod command to create them. For a SCSI disk,
represented bygd andrsd for the block and character devices, respectively, we have:

0 brw-r----- lroot operator 7, 0 Apr30 1995 /dev/sdOa

0 brw-r----- lroot operator 7, 1 Apr30 1995 /dev/sdOb
0 brw-r----- lroot operator 7, 2 Apr30 1995 /dev/sdOc
0 brw-r----- lroot operator 7, 3 Apr30 1995 /dev/sd0Od
0 brw-r----- lroot operator 7, 4 Apr 30 1995 /dev/sdOe
0 brw-r----- lroot operator 7, 5 Apr30 1995 /dev/sdOf
0 brw-r----- lroot operator 7, 6 Apr30 1995 /dev/sdOg

0 brw-r----- lroot operator 7, 7 Apr30 1995 /dev/sdOh

0 crw-r----- lroot operator 17, 0 Apr 30 1995 /dev/rsdOa
0 crw-r----- lroot operator 17, 1 Apr 30 1995 /dev/rsdOb
0 crw-r----- lroot operator 17, 2 Apr 30 1995 /dev/rsdOc
0 crw-r----- lroot operator 17, 3 Apr 30 1995 /dev/rsd0d
0 crw-r----- lroot operator 17, 4 Apr 30 1995 /dev/rsdOe
0 crw-r----- lroot operator 17, 5 Apr30 1995 /dev/rsdOf
0 crw-r----- lroot operator 17, 6 Apr 30 1995 /dev/rsdOg
0 crw-r----- 1root operator 17, 7 Apr 30 1995 /dev/rsdOh

10.3 SunOS 5.X

For SunOS 5.X if you install the binary compatibility package the SunOS 4.X compatible names are
created irldev, but these are just links to the SysV type logical names in sub-directories, which are in
turn links to the actual device namegdavices The logical names are what you would generally use.

Under SunOS 5.Xdevis no longer a flat space, but has sub-directories for the types of devices:

dsk block disk devices

rdsk raw or character disk devices
rmt tape devices

term serial line devices

cua dial-out modems

pts pseudo terminals

fbs frame buffers

sad STREAMS administrative driver

The SunOS 4.X compatible names link you to the SysV type names, e.g.:

2 Irwxrwxrwx 1 root  root 13 Mar 1 09:54 /dev/sdOa -> dsk/c0t3d0s0

2 Irwxrwxrwx 1 root root 12 Mar 1 09:54 /dev/rsd0Oa -> rdsk/c0t3d0s0

2 Irwxrwxrwx 1 root  root 51 Dec 22 10:01 /dev/dsk/c0t3d0s0 ->
./../devices/sbus@1,f8000000/esp@0,800000/sd@3,0:a

2 Irwxrwxrwx 1 root root 55 Dec 22 10:01 /dev/rdsk/c0t3d0s0 ->

.J../devices/sbus@1,f8000000/esp@0,800000/sd@3,0:a,raw
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For thelogical names the raw devices are in /dev/rdsk and the block devices are in /dev/dsk. The
controller, target number, disk number, and slice number (partition) are described by the:

cH t# d# SH

entries, respectively, in the name, e.g.:
/dev/dsk/c0t3d0s0

which corresponds to the SunOS 4.X compatible entry for a SPARCstation of:
/dev/sdOa

and the physical name:
/devices/sbus@1,f8000000/esp@0,800000/sd@3,0:a

For thephysicalnames:

shus@ lindicates the slot number
esp@0ndicates the SCSI Host Adaptor
sd@3ndicates the SCSI Target Number
0 is the SCSI Logical Unit Number

ais the partition

10.3.1 Reconfiguring the /devices directory (SunOS 5.X)

Should you need to reconfigure the /devices directory you can do this widhvtteanfig command.

This should create the /devices directory tree from the attached hardware. It dsgsitife tree of

the kernel. The devices should be powered on when you run this command. Normally this is done fo
you whenever a new driver is installed with &dal_drvutility and you reboot the system with tire

option. drvconfig uses the filetc/minor_perm to determine the permissions to apply to the devices
and the fileletc/name_to_majorto assign major device numbers.

10.4 IRIX 5.X

In IRIX the physical devices are idev in a format that's sort of a merge of the BSD and SysV.4
styles. There are numerous files in /dev and a few sub-directories to separate the different types c
devices, including:

abi Application Binary Interface

dsk block disk devices (ips, dks, xyl)
hi files used by GTX hardware

pts pseudo terminals

rdsk raw or character disk devices

rmt tape devices

sad STREAMS administrative devices
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SCSI disk devices have entrieddaev/dsk and/dev/rdsk of the form:

dks<controller-#>d<drive-#.>{s<partition-#>|vh|vol}

wherevh represents the volume header (partition 8)\adpartition 10) is the entire drive, e.g.:

dsk/
0 brw------- 2root sys 128, 16 Mar 24 09:37 dks0d1s0
0 brw-r----- 2root sys 128, 17 Mar 24 09:37 dks0d1s1
0 brw------- 2root sys 128, 22 Mar 24 09:37 dks0d1s6
0 brw------- lroot sys 128, 23 Mar 24 09:37 dks0d1s7
rdsk/
0 crw------- 2root sys 128,16 Apr 9 03:10 dks0d1s0
0 crw------- 2root sys 128, 17 Mar 24 09:37 dks0d1sl
0 crw------- 2root sys 128, 22 Mar 24 09:37 dks0d1s6
0 crw------- lroot sys 128, 23 Mar 24 09:37 dks0d1s7
0 crw------- 2root sys 128, 24 Mar 24 09:37 dksOd1vh
0 crw------- lroot sys 128,26 Mar 24 09:37 dksOdZlvol

10.5 Ultrix and Digital UNIX

The physical devices are located/dev, in a BSD style, and thRIAKEDEV program is used to
install the special files. For Digital UNIX there are also a few SysV.4 style sub-directorsedfor
and streams SCSI disks are designated f&s and rrz for the block and character devices,
respectively, with, for Digital UNIX:

0 brw------- lroot system 8, O0May 7 1995 rz0a
0 brw------- lroot system 8, 1May 7 1995 rz0b
0 brw------- lroot system 8, 2May 7 1995 rz0c

0 brw------- lroot system 8, 3May 7 1995 rzOd
0 brw------- lroot system 8, 4May 7 1995 rz0Oe
0 brw------- lroot system 8, 5May 7 1995 rzOf

0 brw------- lroot system 8, 6May 7 1995 rzOg
0 brw------- lroot system 8, 7May 7 1995 rzOh
0 crw------- lroot system 8, 0May 7 1995 rrzOa
0 crw------- lroot system 8, 1May 7 1995 rrz0Ob
0 crw------- lroot system 8, 2May 7 1995 rrzOc
0 crw------- lroot system 8, 3May 7 1995 rrz0Od
0 crw------- lroot system 8, 4May 7 1995 rrz0e
0 crw------- lroot system 8, 5May 7 1995 rrzOf
0 crw------- lroot system 8, 6May 7 1995 rrzOg

For Ultrix the major and minor numbers are different for block and character devices.
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11.1 System Directories

The UNIX file system is laid out in a tree type structure, with the top level directory being the root.
This contains th&ernel, or the/kernel (SunOS 5.X) andplatform (SunOS 5.5+) directories, and
the directories required by the operating system.

11.2 / -root

11.2.1 SunOS 4.1.X
SunOS 4.1.X standalone machine might have:

1 Irwxrwxrwx 1 root wheel 7 Jan 25 1995 bin ->
usr/bin
120 -r--r--r-- 1root bin 110352 Jan 25 1995 boot
11 drwxr-sr-x 2 root  staff 11264 Apr 17 14:57 dev/
3 drwxr-sr-x 11 root  staff 2560 May 23 13:59 etc/
1 drwxr-sr-x 4 root  wheel 512 Jan 25 1995 export/
1 drwxr-sr-x 10 root  ats 512 Oct 4 1995 home/
256 -rwxr-xr-x 1root wheel 252913 Jan 25 1995 kadb*
1 Irwxrwxrwx 1 root wheel 7 Jan 25 1995 lib ->
ustr/lib
8 drwxr-xr-x 2root wheel 8192 Jan 25 1995 lost+found/
1 drwxr-sr-x 2 root staff 512 Oct 14 1994 mnt/
1 drwxr-sr-x 2 root  wheel 512 Jan 25 1995 pcfs/
1 drwxr-sr-x 2 root staff 512 Jan 25 1995 shin/
1 Irwxrwxrwx 1 root wheel 13 Jan 25 1995 sys ->
Jusr/kvm/sys
4 drwxrwsrwt 4 root  wheel 80 Jul 12 04:15 tmp/

1 drwxr-xr-x 26 root  wheel 1024 Feb 8 1995 usr/

1 drwxr-sr-x 9 root staff 512 Jan 25 1995 var/
1424 -rwxr-xr-x 1root daemon 1449841 Jan 25 1995 vmunix*
1712 -rwxr-xr-x 1root wheel 1740330 Jan 25 1995 vmunix.gen*
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11.2.2 SunOS 5.X

A SunOS 5.X standalone machine would not have the kernels, but rather kernel directories, and would
have a different boot file and a few additional directories, e.g.:

2 drwxr-xr-x 2 root  root 512 Dec 7 1995 TT_DB/
2 drwxr-xr-x 4 root  staff 512 Dec 7 1995 acs/

2 Irwxrwxrwx 1 root root 9 Dec 7 1995 bin ->
Jusr/bin/

2 drwxr-xr-x 2 root  staff 512 Jun 27 15:35 cdrom/

8 drwxr-xr-x 16 root  sys 4096 May 23 09:11 dev/

2 drwxr-xr-x 5root sys 512 Dec 7 1995 devices/

8 drwxr-xr-x 28 root  sys 4096 Jul 11 10:14 etc/

2 drwxr-xr-x 4 root  sys 512 Dec 7 1995 export/

2 drwxr-xr-x 6 root  sys 512 Jun 26 15:25 home/

2 drwxr-xr-x 6 root  root 1024 Jun 25 08:46 jumpstart/

2 drwxr-xr-x 9 root  sys 512 Dec 7 1995 kernel/

2 Irwxrwxrwx 1root  root 9 Dec 7 1995 lib ->
Jusr/lib/

16 drwx------ 2root root 8192 Dec 7 1995 lost+found/

2 drwxr-xr-x 2 root  sys 512 Dec 7 1995 mnt/

2 dr-xr-xr-x 2 root  root 512 Dec 7 1995 net/

2 drwxrwxr-x 19 root sys 512 Jun 25 08:43 opt/

2 drwxr-xr-x 5root  root 512 Nov 9 1995 pcnfs/

2 drwxr-xr-x 3 root  sys 512 Dec 7 1995 platform/

32 dr-xr-xr-x 2 root root 16064 Jul 12 10:50 proc/

2 drwxr-xr-x 2 root  sys 512 Dec 7 1995 shin/

8 drwxrwsrwt 6 sys  sys 755 Jul 12 10:40 tmp/

2 drwxrwxr-x 31 root sys 1024 Jun 27 13:19 usr/

2 drwxr-xr-x 21 root  sys 512 Dec 7 1995 var/

O dr-xr-xr-x 6 root root 512 May 23 09:12 vol/
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11.2.3 IRIX5.X

IRIX is similar to SunOS 5.X, but its kernel is a file in the root directamgix, rather than under
/kernel.

1 drwxr-xr-x 2 root sys 512 Mar 4 1994 CDROM/
1 Irwxr-xr-x 1root sys 7 Apr 11 1994 bin -> usr/bin/
1 lrwxr-xr-x 1root sys 4 Mar 4 1994 debug -> proc/
6 drwxr-xr-x 15root sys 3072 Jul 9 09:56 dev/
5 drwxr-xr-x 15root  sys 2560 Jul 9 09:56 etc/
1 drwxr-xr-x 2 root  sys 512 Mar 24 1995 lib/
21 drwx------ 2root sys 10752 Sep 23 1994 lost+found/
1 drwxr-xr-x 6 root sys 512 Mar 24 1995 opt/
10 dr-xr-xr-x 2 root  sys 4848 Jul 12 11:05 proc/
3 drwxr-xr-x 3 root sys 1536 Mar 24 1995 shin/
1 drwxr-xr-x  2root sys 512 Mar 24 1995 stand/
1 drwxrwxrwt 3 sys  sys 512 Jul 12 11:00 tmp/
6007 -rwxr-xr-x 1root sys 3075152 Jul 3 07:51 unix*
6007 -rwxr-xr-x 1root sys 3075156 Jul 3 07:55 unix.save*
1 drwxr-xr-x 25root  sys 512 Jul 9 09:56 usr/
1 drwxr-xr-x 24 root  sys 512 Jun 8 1995 var/

11.2.4 Digital UNIX

O lrwxr-xr-x 1root system 7 May 23 1995 bin@ -> usr/bin/

8 drwxr-xr-x 7 root system 8192 Jul 12 07:41 dev/

8 drwxr-xr-x 13 root system 8192 Jul 12 10:41 etc/
7360 -rwxr-xr-x 1root system 7535240 Jul 25 1995 genvmunix*

8 drwxr-xr-x 10 root system 8192 Jul 11 15:34 home/

O lrwxr-xr-x 1root system 7 May 23 1995 lib@ -> ustr/lib/

8 drwxr-xr-x 2 root system 8192 May 23 1995 mdec/

8 drwxr-xr-x 2root system 8192 Jul25 1995 mnt/

8 drwxr-xr-x 2 root system 8192 May 23 1995 opt/

27 -rwxr-xr-x 1root system 27440 Jul 24 1995 osf boot*

8 dr-xr-xr-x 2 root system 8224 Jul 12 11:08 proc/

8 drwxr-xr-x 10 root system 8192 May 24 13:17 shin/

8 drwxr-xr-x 2 root system 8192 May 23 1995 subsys/

O Irwxr-xr-x 1root system 7 May 23 1995 sys@ -> usr/sys/

8 drwxr-xr-x 5root system 8192 May 23 1995 tcb/

8 drwxrwxrwt 4 root system 8192 Jul 12 10:10 tmp/

8 drwxr-xr-x 20 root system 8192 May 22 14:45 usr/

O Irwxrwxrwx 1root system 7 May 23 1995 var@ -> usr/var/
8608 -rwxr-xr-x 1root system 8812896 Jun 20 11:15 vmunix*
8928 -rwx--x--- 1root system 9134136 Jun 20 11:19 vmunix.save*

Where/tcb contains files and databases used vetthanced securityfor checking authorizations.
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11.2.5 Ultrix

Ultrix is similar to SunOS 4.X with a few differences: the boot prograattisxboot; the kernel is
still vmunix, but the generic backup kernegsnvmunix

11.3 /etc - system and network configuration

/etc contains configuration files and networking programs that are used during the boot process and to
control network access.

11.3.1 SunOS 4.1.X, configuration files

aliases aliases.dir aliases.pag bootparams defaultdomain
defaultrouter ethers exports fbtab format.dat
fstab gettytab group hostname.le0 hosts
hosts.equv hosts.lpd inetd.conf magic motd

mtab netgroup netmasks networks passwd
printcap rc rc.boot rc.ip rc.local
rc.single remote resolvconf rpc sendmail.cf
services shells syslog.conf ttys ttytab

11.3.2 SunOS 5.X, configuration files and directories

aliases-> ./mail/aliases
auto_master
default/

dfs/

ethers

group
hosts.allow
inetd.conf -> ./inet/inetd.conf
issue

Ip/

mnttab

netconfig
nodename
nsswitch.files
ntp.conf
path_to_inst
publickey*

rcl -> ../shin/rc1*
rc2.d/

rc5 -> ../shin/rc5*
rcS.d/
rmmount.conf

asppp.cf*
bootparams
defaultdomain
dt/

format.dat
hostname.le0
hosts.deny
init.d/

lib/

magic

motd

netmasks -> ./inet/netmasks
nscd.conf
nsswitch.nis

opt/

profile

rcO -> ../sbin/rcO*
rcl.d/

rc3 -> ../shin/rc3*
rcé -> ../shin/rc6*
remote

rmtab

auto_home

cron.d/
defaultrouter
dumpdates

fs/

hosts-> ./inet/hosts
inet/

inittab
logindevperm

mail/

net/

networks -> ./inet/networks
nsswitch.conf
nsswitch.nisplus
passwd

protocols -> ./inet/protocols
rc0.d/

rc2 -> ../shin/rc2*
rc3.d/

rcS -> ../shin/rcS*
resolvconf

rpc
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saf/ security/ sendmail.cf -> mail/sendmail.cf
serwvices-> ./inet/services shadowv shells

skel/ ssh_config ssh_host_key
ssh_host_key.pub ssh_known_hosts ssh_random_seed
sshd_config syslogconf system

termcap -> ../usr/share/lib/termcapydefs utmp -> ../var/adm/utmp

utmpx -> ../var/adm/utmpx vistab vold.conf

wtmp -> ../var/adm/wtmp wtmpx -> ../var/adm/wtmpx

11.3.3 IRIX 5.X, configuration files and directories

TIMEZONE aliases
brutab config/
device.tab ethers
fsd.tab fstab
group hosts
inittab lastbackup
motd mtab

netid networks
protocols rco

rc2.d/ rc3

rmtab rpc
shadow syslog.conf

11.3.4 Digital UNIX

TIMEZONE acucap
exports fstab

hosts hosts.equiv
Iprsetup.dat magic
ntp.conf passwd
rc.config remote

rpc sec/
setup.conf sia/
svcorder sysconfigtab
zoneinfo/

bootparams
cron.d/
exports
fstyp.d/
inetd.conf
magic
netconfig
passwd
rc0.d/
rc3.d/
sendmail.cf

ttytype

auth/
gettydefs
inetd.conf
motd
printcap
resolv.conf
securettys
strsetup.conf
syslog.conf

bootptab
default/
fscklogs/
gettydefs
init.d/
mailcap
netgroup
printcap
rc2
resolv.conf
services

disktab
group
inittab
networks
protocols
routes
services
svc.conf
termcap@
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11.3.5 Ultrix
acucap aliases auth crontab
disktab dms doconfig dumpdates
elcsd.conf exports fstab gettytab
group hosts hosts.equiv inetd.conf
install_upgrade krb.conf motd networks
ntp.conf passwd printcap protocols
rc rc.local remote resolv.conf
ris rmtab rpc sec/
sendmail.cf services setld setldlog
svc.conf syslog.conf termcap ttys
utmp zoneinfo/

11.4 /usr - system programs, libraries, etc.

You don’t normally need to change these unless you want to change the functionality of a program,
patch system programs, or plug security holes. Generally, you would install programs you write or
port to the system in eithéssr/local or /opt/local.

11.4.1 SunOS 4.1.X

5bin/ 5include/ 5lib/ adm -> ../var/adm/
bin/ boot -> ./kvm/boot/ demo/ diag/

dict/ etc/ export/ games/

hosts/ include/ kvm/ lang/

lddrv/ lib/ local/ man -> share/man/
mdec -> ./kvm/mdec/ net -> /var/net/ nserve -> ../etc/nservedpenwin/

pub -> share/lib/pub/ sccs/ share/ spool -> ../var/spool/
src -> share/src/ stand -> ./kvm/stand/ sys -> kvm/sys/ tmp -> ../var/tmp/
ucb/ ucbinclude -> ./include/ ucblib -> lib/ Xpg2bin/
Xpg2include/ xpg2lib/
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11.4.2 SunOS 5.X

4lib/ 5bin -> ./bin/ TT DB/ adm -> ../var/fadm/
aset/ bin/ ccs/ demo/
dict -> ./share/lib/dict/ dv/ include/ kernel/
lib/ local -> /opt/local/ mail -> ../var/mail/ man -> ./share/man/
net/ news -> ../var/news/ openwin/ platform/
preserve -> ../var/preserveiroc/ pub -> ./share/lib/pub/sadm/
shin/ share/ snadm/ spool -> ../var/spool/
src -> ./share/src/ tmp -> ../var/tmp/ ucb/ ucbinclude/
ucblib/ vmsys/
11.4.3 IRIX 5.X
Cadmin/ ToolTalk/ adm -> ../varfadm/  bin/
bsd/ catman/ cpu/ demos/
dist/ etc/ explorer/ gfx/
include/ lib/ local/ mail -> ../var/mail/
people/ preserve -> ../var/preserveklnotes/ shin/
share/ spool -> ../var/spool/ src/ sysgen/

tmp -> ../var/tmp/

11.4.4 Digital UNIX

adm -> ../var/adm/ bin/ ccs/ dict/
doc/ examples/ field/ include/
Ibin/ lib/ local -> /home/local/ man -> share/man/
news -> ../var/news/ opt/ preserve -> ../var/preserve/ sbin/
share/ shlib/ skel/ spool -> ../var/spool/
sys/ tcb/ tmp -> ../var/tmp/ ucb -> ./bin/
var/
11.4.5 Ultrix
adm@ -> var/adm bin/ dict/ diskless/
etc/ examples/ field/ hosts/
include/ lib/ local/ man/
mdec/ preserve@ -> var/preservekel/ spool@ -> var/spool
src/ sys/ tmp@ -> var/tmp ucb/
users/ var/
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CHAPTER 12 User accounts

12.1 User accounts

12.1.1 Registration

The user information is registered in fesswd group, and, for SunOS 5.X, in trehadow files in
letc.

12.1.1.1 Password file - /etc/passwd
/etclpasswd contains 7 fields, each separated :Byit the form:

login-id:password:user-id#:group-id#:User Info:home-dir:shell
where these fields represent:

« login-id 2 - 8 characters containing lower case alphabetic characters and numbers.

e password encrypted password, 13 characters, of which the first 2 are the salt. If this
field is empty login does NOT prompt for a password. If this field contains
1- 12 characters NO password will ever match.

e user-id# uid, numerical ID for the user, should be between 0 and 60000 (SunOS
4.1.X, Solaris 2.0-2.5). Solaris 2.5.1 uses a signed long for this value,
MAXUID in /usr/include/sys/param.h, raising the limit t5'2

e group-id#  gid, numerical ID for the group that the user belongs to, should be between
0 and 60000.

e User Info User’s real name, etc.
e home-dir Path to the directory the user is logged in to.

« shell The user’s initial shell program. The default shell if this is empty is
lusr/bin/sh.
Valid entries withinpasswdwould be:

sysdiag:*:0:1:System Diagnostic:/usr/diag/sysdiag:/usr/diag/sysdiag/sysdiag
frank:yPf3M5gMgglUc:101:10:Frank G Fiamingo:/home/tardis/frank:/usr/bin/csh
The home directory, field 6 of /etc/passwd specifies the location of the user's home within the

operating system. The user is placed here bipthe program. For a normal login user this directory
should be owned by the user.
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Theshell, field 7 of/etc/passwd is the program run when the user logs in. Generally this is a shell
that acts as a command interpreter, reading from a terminal and translating the commands into system
actions, e.gsh (Bourne shell)¢sh(C shell), otcsh(extended C shell). Occasionally this is not a shell,

but a stand-alone program, as in the sysdiag passwd entry given above. Here when you login as
"sysdiag"” you go directly into the systems diagnostics program.

For SunOS 4.1.X you would generally edit freesswdfile using thevipw command. This saves a
copy ofpasswdasptmp, uses thei editor by default (or the editor set by your VISUAL or EDITOR
environment variable), and verifies the consistency of the root entry before writing the file back to
passwd. The shell for the root account must be listéetarshells if the file exists. Thetmp file

also serves as a lock against a simultaneous vgpvef

12.1.1.2 Group file - fetc/group
/etc/group contains 4 fields, each separated by'aifi the form:

group-name:password:gid:comma-separated,list,of,names
where these fields represent:

e group-name Name of the group

e password If the password field is empty you are not prompted for a password
when changing groups.

- gid Numerical ID for the group; should match the gid field for the passwd
file.

o list comma-separated list of users who belong to this group.

Valid entries withingroup would be:

operator:*:5:frank,bobd
staff:*:10:

12.1.1.3 Shadow file - fetc/shadow (SunOS 5.X, IRIX 5.X)
SunOS 5.X uses additional security measures over the older OS. One of thesshiadtiae
password scheme, which is used by default. The encrypted password is notédegpasswd but
rather in/etc/shadow /etc/passwdhas a placeholder, in this field. passwdis readable by
everyone, whereashadow is readable only by root. The shadow file also contains password aging
controls.

/etc/shadav contains 9 fields, each separated by'aifi the form:

login-id:password:lastchg:min:max:warn:inactive:expire:flag

where these fields represents:

« login-id login name

e password 13 character encrypted password

e lastchg number of days from Jan 1, 1970 to the last password change
e min minimum number of days required between password changes
e max maximum number of days the password is valid
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e warn number of days before expiring the password that the user is warned
« inactive number of days of inactivity allowed for the user

e expire absolute date after which the login may no longer be used

- flag currently not used

The encrypted password field might also contain the entries:

NP for no password is valid
*LK* meaning the account is locked until the superuser sets a password

A typical/etc/shadav file might be:

root:st44wfkgx33gX:::::::
daemon:NP:6445::::::
bin:NP:6445::::::
Sys:NP:6445::::::
adm:NP:6445::::::
Ip:NP:6445::::::
smtp:NP:6445::::::
uucp:NP:6445::::::
nuucp:NP:6445::::::
listen:*LK*:::::::
nobody:NP:6445::::::
noaccess:NP:6445::::::

Theshadown password file is updated using the commands:

e passwd change the password and password attributes
e useradd add a new user

e usermod modify a user’s login information

e userdel delete a uses’login entry

If you presently have afetc/passwdfile under SunOS 4.X that you want to use with SunOS 5.X, you
can use th@wcorv command to convert the passwd file to the new style and cred&tdfshadav
file.

The/etc/shadav file has specific fields to keep track of the last password change, the minimum and

maximum time in days that the password is valid, the number of inactive days allowed between use:
before the login ID is declared invalid, and an expiration date for the account. You can edit

/etc/shadav and set these values, or useubBeraddcommand to set limits on the account.

Sun recommends that you use #aenintool or solsticeutilities or theuseraddcommand to add new
users, rather than editing thasswdfile. If you do edit thgpasswdfile you'll want to usepwcorv to
update thgpasswdchanges to thehadow file. The use oWipw is no longer recommended. It's
included with the compatibility package, @asr/ucb/vipw and you can still use it, but it does not
update the shadow file, though it does remind you to do so.
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12.2 Admittance - login procedure

Under SunOS 4.1.Xit creates a process for each terminal port defined wighivttytab. For each
hardwired line it starts getty process. For network ports init starts thetd daemon process to
monitor for telnet, ftp, etc. logins. When the user logs out init detects this event and restarts the getty
process. Similarly, thgettyprocess is used by IRIX, Digital UNIX, and Ultrix.

For SunOS 5.X4nit uses theservice Access Ecility to control system access. We will look at this
service in a latter chapter.

12.3 Password Aging, SunOS 4.1.X

With password aging you can set minimum and maximum lengths of time for which the password is
valid. Only the superuser can change these values. Maximum time lengths force your users to
change passwords regularly. Minimum lengths prevent them from quickly changing them back.

For SunOS 4.1.X password aging for a user is started withas®@vdcommand, using either the
(maximum) or-n (minimum) options and specifying a time limit in days and a user name. This will
alter the encrypted password field by adding a comma and 2 digits to the end of it. The first digit is
for the maximum time and the second for the minimum. For 14 days or less the digits are zero. For
longer than 14 days add 1 for each 7 day period, after rounding up to the nearest whole week value.
This means that you have a granularity of a week, with a minimum time of 2 weeks. To set a
maximum time of 40 days, and a minimum time of 30 days, for the user frank, execute:

# passwd -x 40 frank
# passwd -n 30 frank

These numbers will be rounded to the next greatest whole week value, converted to weeks, and then
have 2 subtracted. So the digit for maximum time will be 4, and that for the minimum time will be 3.
You can set a maximum time without a minimum, but not the reverse. The next time the password is
changed a 2 character time field will be appended to the encrypted password string, encoding the time
into it. So the corresponding entry/etc/passwdcould be:

frank:yPf3M5gMgglU¢4371:101:10:Frank G Fiamingo:/home/tardis/frank:/usr/bin/csh
If there was no minimum then the 3 would be missing.

You can display the values the password aging fields witkdtbption topasswde.g.:

# passwd -d
frank 9/19/94 35 42

which displays the date the current password was chosen and the minimum and maximum ages
allowed.

Unfortunately, password aging in SunOS 4.1.X works only leittYpasswd and not with NIS.
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CHAPTER 13 Daily System
Administration

13.1 User and Group Administration

For NIS (YP) networked machines this should be done on the NIS master. If you are using NIS+ ther
you will probably want to usadmintool to make these changes, and this can be done from any
networked machine as long as you are a member glga@mingroup (gid=14).

13.1.1 SunOS 4.1.X

13.1.1.1 Adding Users

1. Edit the/etc/passwdfile to add the user - us@pw, as this program creates a lock file
that prevents two people from trying to edit the password file at the same time. vipw also
makes a copy of the original file in /etc/opasswd, and checks the consistency of the root
password entry before saving the new version of the file.

2. Edit the/etc/group file to add the user to additional groups.
3. If you're usingNIS update the databases on the server:
# (cd /varlyp; make) -or- (cd /varlyp; make passwd)
4. Give the new userpassword with thepasswdcommand:
# passwd username
This will prompt you twice for the user’'s password, without echoing.
5. Change to what will be the new user’s proposed parent directory:
# cd /home/server
6. Create a directory for the new user:
# mkdir username
7. Copy any startup files, e.g. ".login”, ".cshrc" into this directory:
# cp /usr/local/adm/users/.[a-zA-Z]* username

8. Set the proper user and group ownership of the directory and startup files:
# chown -R username.groupnname userAr&naOsS 4.1.X
# chown -R username:groupnname usernéneOS 5.X

9. Set the proper permissions on the directory and startup files:
# chmod -R 700 username
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13.1.1.2 Removing users
You can disable a user’s login by editifegc/passwdto change the encrypted password entry, or by
removing the user’s entire entry. If you're running with NIS you then need to remake the NIS
databases before the change will take effect. To temporarily disable a user'sefugoe the
encrypted password fieldwith something between 1 and 12 characters. The normal entry has 13
characters; anything shorter (other than NULL) can’t be matched by the login crypt program. To
completely lock the user out also change their shell, e/girtfalse, so that it won’t be valid. Also
make sure that they’re not running any background process®s,processes, oat processes.
Enhanced Security mode under Ultrix has a 24 character encrypted password field (2 salt plus 22
encrypted password characters) and allows passwords up to 16 characters.

13.1.1.3 Changing passwords
For root to change a user’s password it's the same as creating one, as above. For a user to change their
own password all they need to typgasswd The program will then prompt for their old password
and twice for their new one. The new password is required to be at least 5 characters long if combined
upper/lower case letters are used, and 6 characters long otherwise.

13.1.2 SunOS 5.X

The most convenient way to add or remove users and groups is to use the User Account Manager of
admintool This OpenWindows GUI tool takes you through the necessary steps. We will look at
admintool in a later chapter. These changes can also be made on the command line, as shown below.

13.1.2.1 Adding users
To add new users from the command line useradd This updates the file&tc/passwdand
letc/shadav, and if necessaryetc/group, and creates th@ome directory. You would execute this
command in the formuseradd[options] login-id", e.g.:

# useradd -u 1001 -g staff -d /export/home/frank -s /usr/bin/csh -d "Frank G Fiamingo" -m \
-k /etc/skel frank
where the options used above refer to:

uid number

group name

home directory name

path to the shell

make the home directory
path to the skeleton dot files

~3waaQc

The last step is to provide the user with a password, usirmgagssvdcommand.

13.1.2.2 Adding groups
There is a command to add new grogweupadd To add a group with gid 14 callsgsadmin you
would execute:

# groupadd -g 14 sysadmin
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13.1.2.3 Removing Users
You can use thpasswdcommand tdock the password entry for a user to temporarily suspend their
activities. This placed.K* in the password field détc/shadav. To remove a user completely use
the commandiserdel

13.1.2.4 Modifying user and group entries
To change user and group entries use the commesedsiodandgroupmod respectively.

13.1.2.5 User Initialization Files

The /etc/skel directory contains default user initialization files usedubgradd You can modify
these as desired.

The /etc/profile is the system-wide Bourne and Korn shell profile script. It's executed before the
user's$HOME/.pr ofile. There is no similar system-wide script for the C shell under SunOS 4.1.X,
though one can be set for the T-C shiebh For SunOS 5.X if the user doesn’t have their own
Jogin, thencshwill read/etc/.login

13.2 Communicating with system users

13.2.1 The message of the day

The file/etc/motd this is printed byogin on the terminal of each user that logs in. You can use this
text file to let users know about significant changes on the system.

13.2.2 Broadcast messages

The programs wall and rwall allow you to write to all users terminals. This allows you to alert all users
about immediate problems or impending shutdowns. You type in the message after invoking the
program and end the message with Control-D ("D).

13.3 Running programs automatically, cron & at

cron executes periodic commands at specified times and dates. cron is a clock daemon that run
continuously on the system and schedules jobs to be run accordingctorttabfiles. You should
use thecrontabcommand to update entries in the crontab database.

at executes a command once at a specified time.

Users are allowed to run theron and at programs if their names are listed in the file
Ivar/spool/cron/[cron,at].allow (SunOS 4.1.X) ofetc/cron.d/[cron,at].allow (SunOS 5.X). If this

file doesn't exist then the file /lvar/spool/cron/[cron,at].deny (SunOS 4.1.X) or
/etc/cron.d/[cron,at].deny (SunOS 5.X) is checked to see if permission should be denied. If neither
file exists permission is refused for all but the superuser. If you wish to allow everyone permission
create an empty [cron,at].deny file. Ultrix only allows the root user access to crontab.
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The crontab files are kept in the directévgr/spool/cron/crontabs for both SunOS 4.1.X and 5.X.
Each crontab file is named after the owner. Some typical entries imotitecrontab file,
Ivar/spool/cron/crontabsdot, might be:

50 * * * calendar -

15 0 * * * Jusr/etc/sa -s >/dev/null

# save only last weeks worth of sendmail logs

5 4 * * 6 /usr/lib/newsyslog >/dev/null 2>&1

# backup file systems

10 0 * * 2-6 /usr/local/backup/cron-backup

There are 5 time fields and a command field to control and what program is executed by cron and
when,

field values
e minute 0->59
« hour 0->23
« date of month 1->31
« month 1->12
« day of week 0 ->6 (0=Sunday)
e command command or Bourne shell script

Time fields can contain single values, commaéparated values (match any listed values), hyphen
(-) separated values (match any value in the range), or the wild¢dedways match).

To edit a crontab file use the commamdohtab -€. This will allow you to change the crontab file
and will cause cron to re-read it when you're done. By default in Solarisr@abassumes thed
editor. What you set with yol#DIT OR environmental variable will override this.

To just list the contents of your crontab file use the commaeraahtab -I'.
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CHAPTER 14 Administration Tool &
Solstice Adminsuite

14.1 Admintool

The Administration Tooladmintool uses a graphical user interface under OpenWindows, to allow
you to administer a number of administrative databases on the network. It users a distributec
administrative framework to allow you to perform system administrative functions over the network.
You can add new systems, setup printers, and add new user accounts.

Members of thesysadmingroup (gid 14) are allowed to modify the databases, both locally and
remotely (pre SunOS 5.5), if they are also a member of the sysadmin group on the remote systen
Members can create, delete, and modify the databases, while non-members have read-onl
permission on the databases. So, in general, if you are a membesygatimingroup, you can run
admintoolunder your own user id, and are not required to run it as root. NIS+ has its own method of
security, so in addition to being a member of the sysadmin group one needs to have the approprial
permissions on the NIS+ tables to be changed. The sysadmin group, by default, does not exist on tt
system. You will need to create this group first if you want to use it.

With SunOS 5.5 the remote database functions have been relegated to Solstice Adminsuite, an
Admintool only functions on local databases.

14.2 Solstice Adminsuite

With SunOS 5.5 Sun removed the network partadmintool and replaced it with Solstice
Adminsuite,solstice This software comes on a separate CDROM and should be installed after the
OS. It also requires a license, which you can readily get by returning the form supplied on the
CDROM with your license information. You can also run the produBtEMO mode without the
license. Withsolsticeyou can manage local and remote system databases, using NIS+, NIS, or the
local files in /etc.
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14.3 Services Managed

The SunOS 5.5+ version atimintoolandsolsticeprovide access to the following service functions:

TABLE 14.1 Services
Function Administration Tool Solstice AdminSuite

Database Manager No Yes

User Manager Yes Yes

Group Manager Yes Yes

Host Manager Yes Yes

Printer Manager Yes Yes

Serial Port Manager Yes Yes

Software Manager Yes No

When invokingsolsticeyou should see a display similar to the following, from which you can select
your choice of management tool.

7| Solstice Launcher

Launcher Help

Database Manager

User Manager Group Manager Printer Manager
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14.3.1 Database Manager

The Database Managemaintains the databases:

aliases auto_home bootparams ethers
group hosts locale netgroup
netmasks networks passwd protocols
rpc services timezone

using the naming services:

NIS+ Network Information Services Plus (replaces NIS)
NIS Network Information Services (formerly known as YP)
None text files in /etc

When selectindpatabase Manageryou are presented with the display:
r i
Database Manager: Load

Maming Service

i = ; -
NIS+ i Domain: E nis.domain.name |

1
Auto_kome
Bootparams
Ethers
Group
Hozt=
Locale
Hetgroup
Hetmaszks
Hetworks
Fazzwd
Frotocols r

Cancel i Help

el

Reset

=
-~

|

|
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14.3.2 Host Manager

The Host Manager lets you add, delete, or modify the following information in the various host
related databases:

Host

Type

IP Address

Ethernet Address

Timezone

File Server

14.3.3 Print Manager

UsePrint Manager to install and setup printers, using the functions

add access to a printer

install a new printer

modify the configuration for a printer
deletethe information for a printer

When selectindgPrint Manager you are presented with the display:

[ 7] Printer Manager
File Edit View Help
Printer Hame Print Server Description
SPARCErinter nYy==3 Mysz=za SPARCprinter
lp sUardian MagConz SPARCErinter
~ Default Printer: SPARCprinter Maming Service: None, Host: nyssa |
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You modify a printer by selecting tiModify option undeEdit and get this display:

Printer Manager: Modify

Printer Name: SPARCprinter

Print Server: nyssa

Description: | Myssa SPARCprinter

Printer Port:  fdevApvi0 s |

Printer Type: SPARCprinier

File Contents: any =

Fault Motification: | Write to superuser ;

Options: [ Default Printer

-l Always Print Banner
I~ Accept Print Requests

I~ Process Print Requests

User Access List:

|al1
Add | Delete |
i DI"J.E .ﬁpplyg Hesetg Cancelg Help E
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14.3.4 User Manager

TheUser Manageris used to administer user accounts on a network, which can:

createnew accounts
modify accounts
deleteaccounts

where user account information can be managed by any of the three naming J€I8ieeN|S, or
None The User Manager sets up the home directories with the appropriate file and account
information and manages the databases:

aliases
auto_home
cred
group
passwd
shadow

After selectingUser Manageryou asked to choose the naming service, and are then presented with
the display:

[ =] User Manager
File Edit View Help |
User Hame User ID Comment
trank 101 Frank G, Fiamingo A
lizten a7 Metwork Admin
1l 71 Lirne Printer Admin
NOSCCESs OO0 Mo Access Uszer
riokbody EO001 Molyody
FLILICE = s Admin
oot i Super—Uzer
=mtp )] Mail Daemon Uzer
=tatd =0 Stat Daemon User
IR A
LiLIC 5 LucE HAdmin -
wksshpsh S01 Uni= Horkshop Fi
Naming Service: None, Host: nyssa

136 © 1998 University Technology Services, The Ohio State UniversityUNIX System Administration



Services Managed

Choosingedit/Add presents this window:
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14.3.5 Serial Port Manager

The Serial Port Manager lets you configure SAF for terminals and modems. It usegrttem
command to configure the serial ports, providing templates for quick installation. You can setup,
delete, or check the status of one or many ports. You can configure both local and remote system
ports. You camdd, modify, disable ordeletea service. The templates are provided for:

terminal hardwired
modem dial-in only
modem dial-out only
modem bidirectional
initialize only no connection

When selectingerial Port Manager you are presented with the display:

|- Serial Port Manager
Ale  Edit View Help |
Port Port Monitor service Tag Comment
tiya dial infout on serial
a] ZEMON ttyb Modem — Bidirectional

Host: nyssa
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After choosing tdedit serial port a, and specifyirigxpert mode, we’re given the following display:

Serial Port Manager: Modify
Template:  Terminal - Hardwired | Detail: ., Basic .- More |~ Expert
Port: a Baud Rate: conttyH _i
[~ Service Enable I
Terminal Type: |:
Options: _| Initialize Only Login Prompt; | Port a lgin.
Comment: | dial infout on serial part
I~ Bidirectional
Service Tag: ttya
| Software Carrier _
Port Monitor Tag:  zsmon i |
Expert Options: |~ Create utmp Entry Service: | Just/indogin
Streams Modules: | 1dterm ttcompat
_! Connect on Carrier
Timeout {secs): Hever
ok | Apply Reset | Cancel Help
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14.4 The Distributed System Administration
Daemon

The distributed system administration daenammind (SunOS 5.4 and below), sadmind(SunOS

5.5 and above), accepts requests for the services prefornaginytool or solstice respectively, on

the network. Thadmindor sadminddaemon is started automaticallyibgtd whenever a request is
received, or it can be started on the command line. Before the request is acted upon the daemon must
authenticate the client to the server. Once the client identity is verified the daemon uses this identity
to allow authorization. The default security level for admin8YS. You can use the more secure

DES level by specifying the optiorS 2 when invoking the daemon, after first making sure that all
servers in the domain are properly set up to use DES security.

User and group identities are useddathorization as:

root ID allows root privileges only on the local system. Root requests from a
remote client are changed to usebody. Root on the server is allowed
to function as root.

user ID ordinary users caretrieve information, but cannot modify it.

sysadmingroup member admintool orsolsticepermission is granted to users who are members of
this group on the system where the task is to be performed.

14.5 Program Locations

The programsadmintool and solstice are located inusr/bin. The distributed administrative
daemonsadmindandsadmind are in/usr/sbin.

The executable programs feolsticeare located in thept/SUNWadm directory, with some further
programs and setup files under ther/snadmdirectory. With thel and-c options tosadmindyou
specify that a log of requests be kept. By default this log is pudiifadm/admin.log.
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15.1 Packages

SVR4 compliant software must be distributed in package format. SunOS 5.X and all unbundled
Solaris 2 products are released in this format. Third party software should also be distributed a:
packages. There are a number of utilities to install, remove, and keep track of the various package
on your system. They keep extensive logs of what’s actually installed on your system. There is alsc
an OpenWindows GUI tookwmtoo] that you can use to perform the functions of the following
package commands.

Packages can be on tapes or CDROM. On CDROM the package has a directory hierarchy witt
subdirectories and files, along with possible scripts to control the installation.

15.1.1 pkginfo

The pkginfo command displays information about the software package specified. It could be a
package to be installed, or resident on the system. You can check on individual packages or for th
entire distribution media. e.g.

# pkginfo -d /cdrom/solaris_2 5 sparc/sO/Solaris_2.5 SUNWaccr
system SUNWaccr System Accounting, (Root)

15.1.2 pkgadd
Thepkgaddcommand is used to install packages on your system. e.g.:

# pkgadd -d /cdrom/solaris_2 5 sparc/sO/Solaris_2.5 SUNWaccr

Processing package instance <SUNWaccr> from </cdrom>
System Accounting

Using </usr> as the package base directory

Installation of <SUNWaccr> was successful
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15.1.3 pkgrm

To remove packages currently installed on the system use the compkgamd It's designed to only
remove those files belonging exclusively to the package in question. You can execute this command
interactively and it will prompt you for the actions to be taken. e.g.:

# pkgrm SUNWaccr

The following package is currently installed:

SUNWaccr System Accounting
Do you want to remove this package [y,n,%,q]
## Removing installed package instance <SUNWaccr>
## Verifying package dependencies

## Updating system information
Removal of <SUNWaccr> was successful

15.1.4 pkgchk

To check on the attributes and integrity of packages usgktithk command. This command veri-

fies the contents of the package against the system log files and reports any discrepancies along with
an explanation of the problem. In this example opterequests a check on the file attributes and
option-p specifies the path.

# pkgchk -a -p /etc/passwd

ERROR: /etc/passwd
permissions <0644> expected <0777> actual

15.1.5 Package Log Files

The system log file for packages installed is keptvar/sadm/install/contents This file has a
record for every file installed on the system withpkgaddcommand. These records have the form:

filename filetype permissions owner group size(in bytes) checksum(of contents) time(of last modification) PackageList

where PackagelList is the list of the packages associated with the file, e.g.:

/etc d none 0775 root sys SUNWcsr SUNWesu SUNWadmr SUNWbnur SUNWIpr SUNWnisr SUNWscpr
letc/.login f none 0644 root sys 445 32698 720806491 SUNWcsr
letc/TIMEZONE v none 0444 root sys 131 9791 720806487 SUNWcsr
/etc/aliases=./mail/aliases s none SUNWcsr

/etc/auto_home v none 0555 root bin 50 4502 720800466 SUNWcsr
/etc/auto_master v none 0555 root bin 83 7133 720800463 SUNWcsr
/etc/autopush=../sbin/autopush s none SUNWcsr
letc/chroot=../usr/sbin/chroot s none SUNWscpr
letc/clri=../usr/sbin/clri s none SUNWcsr

letc/crash=../usr/kvm/crash s none SUNWcsr
letc/cron=../usr/shin/cron s none SUNWcsr

/etc/cron.d d none 0755 root sys SUNWcsr

letc/cron.d/.proto f none 0744 root sys 82 5173 28800 SUNWcsr
/etc/cron.d/at.deny v none 0644 root sys 45 4171 28800 SUNWcsr
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/etc/cron.d/cron.deny v none 0644 root sys 45 4171 28800 SUNWcsr
fetc/cron.d/logchecker f none 0555 bin bin 1178 27089 720797586 SUNWcsr
letc/cron.d/queuedefs f none 0644 root sys 17 1164 28800 SUNWcsr
letc/dcopy=../usr/sbin/dcopy s none SUNWcsr

/etc/default d none 0775 root sys SUNWcsr

/etc/default/cron f none 0555 bin bin 12 844 720797589 SUNWcsr
/etc/default/fs f none 0444 bin bin 10 768 720801815 SUNWcsr
/etc/default/login f none 0444 root sys 146 9532 720803469 SUNWcsr
letc/default/passwd f none 0444 root sys 74 4934 720807242 SUNWcsr
letc/default/su f none 0444 root sys 97 6692 720809999 SUNWocsr

The contents file is taken from thepkgmap file supplied with each package and logged in
/var/sadm/pkg in a subdirectory known by the package name, in a file ngkgahap Also in this
subdirectory there is pkginfo file describing the package. The system does not supply any tools to
list the files contained in a package, but you can examingkir@apfiles or use grep to search the
contentsfile for this information.

15.2 Packages Distributed with Solaris 2.5

The 262 packages distuted with Solaris 2.5 segy edition, as obtained from tp&ginfo command,
are listed in the table belofor the 7 CDROMSs in the set.

TABLE 15.1 Solaris 2.5 Software
CDROM Type Name Description

adminsuite_2_1 application SUNWSsadmd Solstice AdminSuite AnswerBook
adminsuite_2_1 application SUNWIlicja FlexLM License System Japanese Localization
adminsuite_2_1 application SUNWIlicsw FlexLM License System
adminsuite_2_1 application SUNWIit STE License Installation Tool
adminsuite_2_1 application SUNWIitja STE License Installation Tool Japanese Localization
adminsuite_2_1 system SUNWpcr SunSoft Print - Client, (root), Early Access
adminsuite_2_1 system SUNWpcu SunSoft Print - Client, (usr), Early Access
adminsuite_2_1 system SUNWDpsf PostScript filters - Early Access, (Usr)
adminsuite_2_1 system SUNWpsr SunSoft Print - LP Server, (root), Early Access
adminsuite_2_1 system SUNWpsu SunSoft Print - LP Server, (usr), Early Access
adminsuite_2_1 system SUNWSsadma Solstice AdminSuite system & network administration applications
adminsuite_2_1 system SUNWSsadmc Solstice AdminSuite system & network administration methods.
adminsuite_2_1 system SUNWSsadmo Solstice AdminSuite object libraries.
adminsuite_2_1 system SUNWSscplp SunSoft Print - Source Compatibility, (Usr)
adminsuite_2_1 system SUNWSspapp Solstice AdminSuite print application
adminsuite_2_1 system SUNWSspman On-Line Manual Pages

disksuite_4_0 application SUNWabmd DiskSuite 4.0 AnswerBook

disksuite_4_0 system SUNWmd Solstice DiskSuite

disksuite_4_0 system SUNWmdg Solstice DiskSuite Tool
networker_4 1 2 application SUNWSsbuc Solstice Backup (Backup/Recover) Client Package
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TABLE 15.1 Solaris 2.5 Software
CDROM Type Name Description

networker_4_1_2 application SUNWSsbum Solstice Backup (Backup/Recover) Man Pages

networker_4 1 2 application SUNWSsbus1 Solstice Backup (Backup/Recover) Server Package

networker_4 1 2 system SUNWSsbus2 Solstice Backup (Backup/Recover) Device Drivers
solaris_2_5_desktop_1_0 system SUNWdtab CDE DTBUILDER
solaris_2_5 desktop_1_0 system SUNWdtdem CDE DEMOS
solaris_2_5_desktop_1 0 system SUNW(dthed CDE HELP DEVELOPER ENVIRONMENT
solaris_2_5_desktop_1_0 system SUNWAdtinc CDE Includes
solaris_2_5 desktop_1_0 system SUNWdtma CDE man pages
solaris_2_5_desktop_1 0 system SUNWdtmad CDE developer man pages
solaris_2_5_desktop_1_0 system SUNWmfdev Motif Development Kit
solaris_2_5_desktop_1_0 system SUNWmMfdm Motif Demos
solaris_2_5_desktop_1 0 system SUNWmfman CDE Motif Development Kit Manuals
solaris_2_5_desktop_1_0 system SUNWIltkd ToolTalk CDE developer support
solaris_2_5_desktop_1_0 system SUNWIItkm ToolTalk CDE manual pages
solaris_2_5_desktop_1 0 system SUNW(dtdst CDE DESKTOP APPS
solaris_2_5_desktop_1_0 system SUNWdthe CDE HELP RUNTIME
solaris_2_5 desktop_1_0 system SUNW(dthev CDE HELP VOLUMES
solaris_2_5_desktop_1 0 system SUNWAdtim CDE DESKTOP APPS
solaris_2_5_desktop_1_0 system SUNWdtrme CDE README FILES
solaris_2_5 desktop_1_0 system SUNWdtwm CDE DESKTOP WINDOW MANAGER
solaris_2_5_desktop_1_0 | application SUNW(dta Solaris Common Desktop Env. AnswerBook 1.0.1
solaris_2_5_desktop_1_0 system SUNW(dtbas CDE base
solaris_2_5 desktop_1_0 system SUNW(dtcor CORE (CDE)
solaris_2_5_desktop_1 0 system SUNWdtdmn CDE daemons
solaris_2_5_desktop_1_0 system SUNWdtdte CDE DESKTOP LOGIN ENVIRONMENT
solaris_2_5 desktop_1_0 system SUNW(dtft CDE fonts
solaris_2_5_desktop_1 0 system SUNWdticn CDE icons
solaris_2_5_desktop_1_0 system SUNWmMmfrun Motif RunTime Kit
solaris_2_5 desktop_1_0 system SUNWIItk ToolTalk CDE runtime
solaris_2_5_desktop_1_0 | application ISLIodbc ODBC (Open DataBase Connectivity) Driver Manager
solaris_2_5_desktop_1_0 | application ISLlodbcD Demo ODBC (Open DataBase Connectivity) Mutli-Dialect dBASE Dri
solaris_2_5 desktop_1 0| application SUNWaws Wabi 2.1 AnswerBook
solaris_2_5_desktop_1_0 | application SUNWwabi Wabi Application
solaris_2_5_server_1 0 application SUNWNnhskta NSKit 1.2 AnswerBook
solaris_2_5_server_1_0 system SUNWnsktr NIS Server for Solaris (root)
solaris_2_5 server_1 0 system SUNWNnRsktu NIS Server for Solaris (usr)
solaris_2_5_server_1 0 application SUNWaadm Solaris 2.5 System Administrator AnswerBook
solaris_2_5 server_1 0 application SUNWaman Solaris 2.5 Reference Manual AnswerBook
solaris_2_5 server_1 0 system SUNWipx PC Protocol Services 1.1

solaris_2_5_sparc system AXILvplr.c Axil platform links

solaris_2_5_sparc system AXILvplr.m Axil platform links

er
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TABLE 15.1 Solaris 2.5 Software
CDROM Type Name Description

solaris_2_5_sparc system AXILvplu.c Axil usr/platform links
solaris_2_5_sparc system AXILvplu.m Axil usr/platform links
solaris_2_5 sparc system PFUcar.m PFU/Fuijitsu kernel/unix for Power Control Software
solaris_2_5_sparc system PFUdfb.m S-4/Leia LCD Dumb Frame Buffer Driver
solaris_2_5_sparc system PFUvplr.m PFU/Fujitsu platform links
solaris_2_5 sparc system PFUvplu.m PFU/Fuijitsu usr/platform links
solaris_2_5_sparc application SUNWabe Solaris 2.5 User AnswerBook
solaris_2_5_sparc system SUNWaccr System Accounting, (Root)
solaris_2_5 sparc system SUNWaccu System Accounting, (Usr)
solaris_2_5_sparc system SUNWadmap System administration applications
solaris_2_5_sparc system SUNWadmc System administration core libraries
solaris_2_5 sparc system SUNWadmfw System & Network Administration Framework
solaris_2_5_sparc system SUNWadmr System & Network Administration Root
solaris_2_5_sparc system SUNWapppr PPP/IP Asynchronous PPP daemon config files
solaris_2_5 sparc system SUNWapppu PPP/IP Asynchronous PPP daemon and PPP login service
solaris_2_5_sparc system SUNWarc Archive Libraries
solaris_2_5_sparc system SUNWast Automated Security Enhancement Tools
solaris_2_5 sparc system SUNWaudio Audio applications
solaris_2_5_sparc system SUNWaudmo Audio demo programs
solaris_2_5_sparc system SUNWbcp SunOS 4.x Binary Compatibility
solaris_2_5 sparc system SUNWbnur Networking UUCP Utilities, (Root)
solaris_2_5_sparc system SUNWbnuu Networking UUCP Utilities, (Usr)
solaris_2_5_sparc system SUNWhbtool CCS tools bundled with SunOS
solaris_2_5 sparc system SUNWcar.c Core Architecture, (Root)
solaris_2_5_sparc system SUNWCcar.d Core Architecture, (Root)
solaris_2_5_sparc system SUNWecar.m Core Architecture, (Root)
solaris_2_5 sparc system SUNWecar.ma Core Architecture, (Root)
solaris_2_5_sparc system SUNWCcar.u Core Architecture, (Root)
solaris_2_5_sparc system SUNWCcg6.c GX (cg6) Device Driver
solaris_2_5 sparc system SUNWcg6.d GX (cg6) Device Driver
solaris_2_5_sparc system SUNWCcg6.m GX (cg6) Device Driver
solaris_2_5_sparc system SUNWcg6.ma GX (cg6) Device Driver
solaris_2_5 sparc system SUNWcg6.u GX (cg6) Device Driver
solaris_2_5_sparc system SUNWCcg6h GX (cg6) Header Files
solaris_2_5_sparc system SUNWcsd Core Solaris Devices
solaris_2_5 sparc system SUNWecsr Core Solaris, (Root)
solaris_2_5_sparc system SUNWCcsu Core Solaris, (Usr)
solaris_2_5_sparc system SUNW(dfb.c Dumb Frame Buffer Device Drivers
solaris_2_5 sparc system SUNW(dfb.d Dumb Frame Buffer Device Drivers
solaris_2_5_sparc system SUNWdfb.m Dumb Frame Buffer Device Drivers
solaris_2_5_sparc system SUNW(dfb.ma Dumb Frame Buffer Device Drivers
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TABLE 15.1 Solaris 2.5 Software
CDROM Type Name Description

solaris_2_5_sparc system SUNW(dfb.u Dumb Frame Buffer Device Drivers
solaris_2_5_sparc system SUNW(dfbh Dumb Frame Buffer Header Files
solaris_2_5 sparc system SUNW(dial Buttons/Dials (bd) Streams Module
solaris_2_5_sparc application SUNWdialh Buttons/Dials (bd) Header Files
solaris_2_5_sparc system SUNWdoc Documentation Tools
solaris_2_5 sparc system SUNWdtcor CORE (CDE)
solaris_2_5_sparc system SUNW(dXxlib Direct Xlib
solaris_2_5_sparc system SUNWesu Extended System Utilities
solaris_2_5 sparc system SUNWfac Framed Access Command Environment
solaris_2_5_sparc system SUNWffb.u FFB System Software (Device Driver)
solaris_2_5_sparc application SUNWffbcf FFB Configuration Software
solaris_2_5 sparc application SUNWffbmn On-Line FFB Manual Pages
solaris_2_5_sparc application SUNWffbw FFB Window System Support
solaris_2_5_sparc application SUNWffbxg FFB XGL support
solaris_2_5 sparc system SUNWfns Federated Naming System
solaris_2_5_sparc system SUNWfnspr FNS Support For Printer Context
solaris_2_5_sparc system SUNWfnsx5 FNS Support For X.500 Directory Context
solaris_2_5 sparc system SUNWhea SunOS Header Files
solaris_2_5_sparc system SUNWhinst 4.1* Heterogeneous Install Software
solaris_2_5_sparc system SUNWhmd SunSwift SBus Adapter Drivers
solaris_2_5 sparc system SUNWhmdu SunSwift SBus Adapter Headers
solaris_2_5_sparc system SUNWinst Install Software
solaris_2_5_sparc system SUNWipc Interprocess Communications
solaris_2_5 sparc system SUNWisolc XSH4 conversion for ISO Latin character sets
solaris_2_5_sparc application SUNWKcspf KCMS Optional Profiles
solaris_2_5_sparc application SUNWKcspg KCMS Programmers Environment
solaris_2_5 sparc application SUNWKkKcsrt KCMS Runtime Environment
solaris_2_5_sparc system SUNWKkey Keyboard configuration tables
solaris_2_5_sparc system SUNWkvm.c Core Architecture, (Kvm)
solaris_2_5 sparc system SUNWkvm.d Core Architecture, (Kvm)
solaris_2_5_sparc system SUNWkKvm.m Core Architecture, (Kvm)
solaris_2_5_sparc system SUNWkvm.ma Core Architecture, (Kvm)
solaris_2_5 sparc system SUNWkvm.u Core Architecture, (Kvm)
solaris_2_5_sparc system SUNWIeo.d ZX System Software (Device Driver)
solaris_2_5_sparc system SUNWIeo.m ZX System Software (Device Driver)
solaris_2_5 sparc application SUNWIeoo ZX XGL support
solaris_2_5_sparc system SUNWIeor ZX System Software (Root)
solaris_2_5_sparc application SUNWIleow ZX Window System Support
solaris_2_5 sparc system SUNWIibC SPARCompilers Bundled libC
solaris_2_5_sparc system SUNWIibCf SPARCompilers Bundled libC (cfront version)
solaris_2_5_sparc system SUNWIibm SPARCompilers Bundled libm
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TABLE 15.1 Solaris 2.5 Software
CDROM Type Name Description

solaris_2_5_sparc system SUNWIibms SPARCompilers Bundled shared libm
solaris_2_5_sparc system SUNWIoc System Localization
solaris_2_5 sparc system SUNWIpmsg LP Alerts
solaris_2_5_sparc system SUNWIpr LP Print Service, (Root)
solaris_2_5_sparc system SUNWIps LP Print Service - Server, (Usr)
solaris_2_5 sparc system SUNWIpu LP Print Service - Client, (Usr)
solaris_2_5_sparc system SUNWman On-Line Manual Pages
solaris_2_5_sparc system SUNWmMmfrun Motif RunTime Kit
solaris_2_5 sparc system SUNWnhisr Network Information System, (Root)
solaris_2_5_sparc system SUNWNhisu Network Information System, (Usr)
solaris_2_5_sparc system SUNWoladd OPEN LOOK Alternate Desktop Demos
solaris_2_5 sparc system SUNWolaud OPEN LOOK Audio applications
solaris_2_5_sparc system SUNWolbk OpenWindows online handbooks
solaris_2_5_sparc system SUNWoldcv OPEN LOOK document and help viewer applications
solaris_2_5 sparc system SUNWoldem OPEN LOOK demo programs
solaris_2_5_sparc system SUNWoldim OPEN LOOK demo images
solaris_2_5_sparc system SUNWoldst OPEN LOOK deskset tools
solaris_2_5 sparc system SUNWoldte OPEN LOOK Desktop Environment
solaris_2_5_sparc system SUNWolimt OPEN LOOK imagetool
solaris_2_5_sparc system SUNWolinc OPEN LOOK include files
solaris_2_5 sparc system SUNWolman OPEN LOOK toolkit/desktop users man pages
solaris_2_5_sparc system SUNWolrte OPEN LOOK toolkits runtime environment
solaris_2_5_sparc system SUNWolslb OPEN LOOK toolkit/desktop static/lint libraries
solaris_2_5 sparc system SUNWolsrc OPEN LOOK sample source
solaris_2_5_sparc system SUNWowbcp OpenWindows binary compatibility
solaris_2_5_sparc system SUNWowrqd OpenWindows required core package
solaris_2_5 sparc system SUNWpcmci PCMCIA Card Services, (Root)
solaris_2_5_sparc system SUNWpcmcu PCMCIA Card Services, (Usr)
solaris_2_5_sparc system SUNWpcmem PCMCIA memory card driver
solaris_2_5 sparc system SUNWpcser PCMCIA serial card driver
solaris_2_5_sparc application SUNWpexcl PEX Runtime Client Library
solaris_2_5_sparc application SUNWpexh PEX Client Developer Files
solaris_2_5 sparc application SUNWpexsv PEX Runtime Server Extension
solaris_2_5_sparc system SUNWploc Partial Locales
solaris_2_5_sparc system SUNWplocl Supplementary Partial Locales
solaris_2_5 sparc system SUNWplow OpenWindows enabling for Partial Locales
solaris_2_5_sparc system SUNWplow1l OpenWindows enabling for Suppl. Partial Locales
solaris_2_5_sparc system SUNWDpppk PPP/IP and IPdialup Device Drivers
solaris_2_5 sparc system SUNWrdm On-Line Open Issues ReadMe
solaris_2_5_sparc system SUNWTrtve SunVideo Device Driver
solaris_2_5_sparc application SUNWTrtvcu SunVideo Runtime Support Software
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TABLE 15.1 Solaris 2.5 Software
CDROM Type Name Description

solaris_2_5_sparc system SUNWSsadml Solstice Admintool Launcher.
solaris_2_5_sparc system SUNWSscbcp SPARCompilers Binary Compatibility Libraries
solaris_2_5 sparc system SUNWSscpr Source Compatibility, (Root)
solaris_2_5_sparc system SUNWSscpu Source Compatibility, (Usr)
solaris_2_5_sparc system SUNWSsprot SPARCompilers Bundled tools
solaris_2_5 sparc system SUNWsra Source Compatibility Archive Libraries
solaris_2_5_sparc system SUNWSsrh Source Compatibility Header Files
solaris_2_5_sparc system SUNWSssadv SPARCstorage Array Drivers
solaris_2_5 sparc system SUNWSssaop SPARCstorage Array Utility
solaris_2_5_sparc system SUNWSsutl Static Utilities
solaris_2_5_sparc application SUNWSsx SX Shareable Library
solaris_2_5 sparc application SUNWSsxow SX Window System Support
solaris_2_5_sparc system SUNWSsxr.m SX Video Subsystem Drivers
solaris_2_5_sparc application SUNWSsxxgl SX XGL Support
solaris_2_5 sparc application SUNWSsxxil SX XIL Support
solaris_2_5_sparc system SUNWItcx.m TCX System Software (Device Driver)
solaris_2_5_sparc application SUNW!tcxow TCX Window System Support
solaris_2_5 sparc application SUNWtcxu TCX XGL Support
solaris_2_5_sparc system SUNWter Terminal Information
solaris_2_5_sparc system SUNWIItk ToolTalk runtime
solaris_2_5 sparc system SUNWtltkd ToolTalk developer support
solaris_2_5_sparc system SUNWItItkm ToolTalk manual pages
solaris_2_5_sparc system SUNW:tnfc TNF Core Components
solaris_2_5 sparc system SUNWtnfd TNF Developer Components
solaris_2_5_sparc system SUNW!too Programming Tools
solaris_2_5_sparc application SUNWuIxil VIS/XIL Support
solaris_2_5 sparc system SUNWvolg Volume Management Graphical User Interface
solaris_2_5_sparc system SUNWvolr Volume Management, (Root)
solaris_2_5_sparc system SUNWvolu Volume Management, (Usr)
solaris_2_5 sparc system SUNWHxcu4 XCU4 Utilities
solaris_2_5_sparc system SUNWNxcu4t XCU4 make and sccs utilities
solaris_2_5_sparc application SUNWHxgldg XGL Generic Loadable Libraries
solaris_2_5 sparc application SUNWxgler XGL English Localization
solaris_2_5_sparc application SUNWKxglft XGL Stroke Fonts
solaris_2_5_sparc application SUNWHxglh XGL Include Files
solaris_2_5 sparc application SUNWxglrt XGL Runtime Environment
solaris_2_5_sparc system SUNWXi18n X Windows 118N Common Package
solaris_2_5_sparc application SUNWxildg XIL Loadable Pipeline Libraries
solaris_2_5 sparc application SUNWXxiler XIL English Localization
solaris_2_5_sparc application SUNWXxilh XIL Header Files
solaris_2_5_sparc application SUNWHxilow XIL Deskset Loadable Pipeline Libraries
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TABLE 15.1 Solaris 2.5 Software
CDROM Type Name Description

solaris_2_5_sparc application SUNWXxilrt XIL Runtime Environment
solaris_2_5_sparc system SUNWxwacx AccessX client program
solaris_2_5 sparc system SUNWxwcft X Windows common (not required) fonts
solaris_2_5_sparc system SUNWxwdem X Windows demo programs
solaris_2_5_sparc system SUNWxwdim X Windows demo images
solaris_2_5 sparc system SUNWxwdv XWindows Window Drivers
solaris_2_5_sparc system SUNWxwdxm DPS motif library
solaris_2_5_sparc system SUNWxwfnt X Windows platform required fonts
solaris_2_5 sparc system SUNWxwfs Font server
solaris_2_5_sparc system SUNWNxwinc X Windows include files
solaris_2_5_sparc system SUNWxwman X Windows online user man pages
solaris_2_5 sparc system SUNWxwmod OpenWindows kernel modules
solaris_2_5_sparc system SUNWxwoft X Windows optional fonts
solaris_2_5_sparc system SUNWxwopt nonessential MIT core clients and server extensions
solaris_2_5 sparc system SUNWxwplt X Windows platform software
solaris_2_5_sparc system SUNWxwpmn X Windows online programmers man pages
solaris_2_5_sparc system SUNWxwpsr Sun4u-platform specific X server aux filter modules
solaris_2_5 sparc system SUNWHxwslb X Windows static/lint libraries
solaris_2_5_sparc system SUNWNxwsrc X Windows sample source
solaris_2_5_sparc system TSBWvplr.m Toshiba platform links
solaris_2_5 sparc system TSBWvplu.m Toshiba usr/platform links
upd_sol_2_5_smcc application SUNWabhdw Solaris 2.5 on Sun Hardware AnswerBook
upd_sol_2_5 smcc system SUNWbtryh Battery Module Header File
upd_sol_2_5 smcc system SUNWhbttry.m Battery Streams Module
upd_sol_2_5_smcc system SUNWCcpr.m Suspend, Resume package
upd_sol_2_5 smcc system SUNWCcpr.u Suspend, Resume package
upd_sol_2_5 smcc system SUNWird.m Infra Red Device Driver based on MIC
upd_sol_2_5_smcc system SUNWirdh Infra Red Device Driver Header File
upd_sol_2_5_smcc system SUNWpmc.m Power Management Chip Driver
upd_sol_2_5 smcc system SUNWpmch Power Management Chip Driver Header Files
upd_sol_2_5_smcc system SUNWpmman Power Management Man Pages
upd_sol_2_5_smcc system SUNWpmow Power Management OW Utilities
upd_sol_2_5 smcc system SUNWpmr Power Management config file and rc script
upd_sol_2_5_smcc system SUNWpmu Power Management binaries
upd_sol_2_5 smcc system SUNWVvts Online Validation Test Suite
upd_sol_2_5 smcc system SUNWVvtsmn Online Validation Test Suite Man Pages
upd_sol_2_5_smcc system SUNWvygmn SPARCstation Voyager Man Pages
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15.3 Swmtool

swmtoolis an X-windows GUI to the package commands. In later versions it's part of Admintool.
With it you can install, upgrade, or remove the software packages on a local or remote system.
Starting with Solaris 2.5 it's now part of the Admintool set of programs. It checks
Ivar/sadm/install/contentsfor the packages installed. To use it bring up the tool, and sAkdt "

under the Edit" menu to install new software.

=] Admintool; Software
File Edit Help |
All Software =i
Size (MB)
Entire Distribution plus DEM support 209 =%
d,1= Heterogeneous Install Software <1 =
Archive Libraries &
Audio 2
Audio applications <1
Audio demo programs 2
Automated Security Enhancement Tools <1
Bazic Metworking <1
Metworking UUCP Utilities. (Foot: <1
Metworking UUCP Utilities. tUsr3 <1
CORE <CDE? <1
Core Architecture. CKumd <1
Core Architecture. (Foot) 1 -
Sl i?e%ﬁ’é&mg Host: nyssa

In the pop-up menu specify the source to use, click on the desired action and let it go to work. e.g.,
for the SunSoft Workshop Developers Products CDROM specify the CDROM mount point as below.

Admintool: Set Source Media

Software Location: CD with Volume Management

CD Path: | /cdromddevpro_vd_nZ

oKk | cancel | Help |

Click on "OK" and the tool will automatically read the package information from the CDROM and
provide you with the choice of install options, as below.
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Click on the desired package and start the install.

E Admintool: Add Software !

Set Source Media...| Source Media: fcdromfdevpro_vd nZ

Software Description
! SPARCworks 3.1 2 Hame: SPARCworks 3.1
Abbreviation: SPROCsw

_I 3PARCworksTeamware 1.0.4 Vendor: sun3oft, a Sun Micrc
Description: SPARCworks 3.1

I SPARCompiler C 4.0 Estimated Size (MB):

f <1 fvar

| SPARCompiler C++ 4.1 usr <1 fexport

fopt 13 fusrfopeny

=

|

1 SPARCompiler FORTRAN 177 4.0
I SPARCompiler Fortran 90 1.1

I SPARCompiler Pascal 4.0

I SunTech License Software

I SunSoft Answerhooks

1 WorkShop for Ada 2.0

1 WorkShop for C 2.0

I visual WorkShop for C++ 2.1

| WorkShop for FORTRAN 77 2.0

I Performance WorkShop for Fortran 90 1
-1 SPARCworks Prof Ada 3.0

-1 SPARCworks Prof C 4.0

_I SPARCworks Prof C++ 4.1

1 SPARCworks Prof FORTRAM 77 4.0

I~ | P
Total (MB): 0

Cuntorndia,., | | i |
Fughit l Cancel | Help |

=l
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Clicking onSPARCompiler C 4.0 and then choosingCustomize..! brings the next pop-up menu so
that you can customize the installation process and start the install.

Admintonl: Customize Installation

SPHRCDmpiler cC4.0 Descﬁptjun

- = f i
B Incremental Linker | Name: SPARCompiler C 4.0 1=
| | - = { |
- - Ahbreviation: SPROcc B
SPAR Compiler C 4.0 | ||
: P | Vendor: SunSoft, a Sun Microsys | |

B SPARCompiler C 4.0 i Description: SPARCompiler C 4.0 for = i

£

£

£

£

| Estimated Size (MB):
!

s,

B SPARCompiler Common Components 4.0

A

"
B SPARCompiler Common Components 4.0 =
= SPARCompilers Common Tools llrvlstallauun WIEEEIEE
| fopt
=4 i _I'_
= ' “ Unresolved Dependencies
: . Total (MB): 19 . =
Select All|  Deselect All| — =
[ F I i
| OK | Cancel | Help |
!

—

|

15.4 SunOS 4.X

SunOS 4.X usekusr/etc/install/add_service® install system software. It doesn’'t keep any records
of where the software is installed on the machine.
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15.5 IRIX 5.X

IRIX uses the software installation tooist. It can be invoked either from the command line, or in
standalone mode from the miniroot. In the latter case we saw some examples in the Chapter on O
Installation. At the command line you can invoke inst either with command line options, or in
interactive mode, e.g.:

inst
Default distribution to install from: .
For help on inst commands, type "help overview".

Inst Main Menu

1. from [source] Specify location of software to be installed

2. list [keywords] [names] Display information about software subsystems
3.g0 Perform software installation and removal now
4. install [keywords] [names] Select subsystems to be installed

5. remove [keywords] [names] Select subsystems to be removed

6. keep [keywords] [names] Do not install or remove these subsystems

7. step [keywords] [names] Interactive mode for install/remove/keep

8. conflicts [choice ...] List or resolve installation conflicts

9. help [topic] Get help in general or on a specific word

10. view ... Go to the View Commands Menu

11. admin ... Go to the Administrative Commands Menu

12. quit Terminate software installation

Inst>

inst keeps records of where software is installetvam/inst.
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15.6 Digital UNIX and Ultrix

Both Digital UNIX and Ultrix usesetldto install system software. Mount the CDROM, change to the
desired directory, e.gmnt/RISC/BASE, and run thesetldcommand, i.e.:

# setld -
You will then be prompted for the packages to load.
Software can be loaded from disk, CDROM, tape, or over the network from an install server.

A log is kept of the transactions irvar/adm/smlogs/setld.log(Digital UNIX) or /etc/setldlog
(Ultrix).

You can use thdverify command to verify that the specified files have the correct files size,
checksum, user id, group id, mode and file type as the installedugglbin/fverify (Digital UNIX)

or /etc/stl/fverify (Ultrix) will check the databases ifusr/.smdb./*.inv or /usr/etc/subsets/*
respectively, for the inventory files.
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16.1 Backup Procedures

One of your most important functions as a System Administrator is to maintain the integrity of the
data on your system. Since hardware does break and people make mistakes it is imperative that y
make frequent backups of the file systems. That way in the event of a disk crash or accidenta
deletion of files you can recover a recent version of the data or program. Generally you back ug
data from disk to tape (1/2" 9-track, 200 MB; 1/4" cartridge, 150 MB; 4mm DAT, 1-12 GB; 8mm, 2-
10 GB; or DLT 20 GB) or removable optical disks, for long term storage. If you have the disk
space you can consider making backup copies of critical data files on other disk partitions. If yout
system doesn’t have a backup medium, emphasize to the powers thatsoenddayour disk will

crash and you wilhot be able to recover their data.

16.2 Backup strategies

Take a full dump of all the file systems soon after installation and personalizing the system. After this
periodically take full backups of all file systems, e.g. weekly or monthly, and take incremental
backups of all file systems weekly or daily, if needed. If your system is heavily used for file storage,
or if the data stored there are hard to reproduce backup your file systems daily. Set up and stick to
regular schedule.

Backups should be done on quiescent file systems. This can be either single user mode, or with n
one on the system, e.g. late at night.

16.2.1 Full backups

A full backup is a complete copy of all your file systems. Should your file system be blown away you
can recreate it exactly as it was at the time of the full backup. These should be done monthly or weekl
on each file system.

16.2.2 Incremental backups

Incremental backups copy only files that were added or changed since the last lower level dump ar
backed up. Since most of your files, e.g. system files, are static they will not be included in the dump.
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This can save considerable space and time. A complete restoration of a damaged file system will them
require the last full dump followed by the incremental dump(s). Incremental dumps should be done
weekly or daily, depending on file system activity and importance.

16.3 Backup and Restore Commands

16.3.1 Dump

The prograndump (SunOS 4.1.X, IRIX 5.X, Ultrix, Digital UNIX) oufsdump(SunOS 5.X) can be

used to backup a complete file system. There are 10 levels of dumps, 0-9. 0is a full dump, while levels
1-9 are incremental dumps. The lower the number the more complete the dump. A level 1 dump will
include everything changed since the last level 0 dump. A level 9 dump will only include those files
changed since the last lower numbered dump. The manuals sometimes recommend some weird dump
sequence involving every possible level through different days of the week, with a monthly period, to
minimize tape usage. However, this makes it nearly impossible to figure out what you need to do to
restore a particular file. Pick a simple schedule that’'s easy to follow and stick to it.

To use the/usr/etc/dumpor /usr/sbin/ufsdumpprogram, e.g. to an 8mm tape drive, we’ll use a
command line similar to the following to dump the root device, /dev/rsd0a.

/usr/etc/dump Oufsdb /dev/nrst8 6000 54000 126 /dev/rsdOa

whereOufsdbcall for:

0 - full dump; dump level (0->9).

u - update the record for dumps, /etc/dumpdates.

f - dump file; e.g. /dev/nrst8, where nrst indicates "no rewind".
S - size of the tape volume you're dumping to, e.g. 6000 ft.

d - tape density; e.g. 54000 bpi for 8mm tape.

b - tape block size; e.g. 126

When you specify the size of the tape volume be conservative. Deliberately reduce it a few percent
from the actual length, as the SunOS 4 duxhpprogram doesn’t know how to determine end-of-tape

and will try to write to the full size specified, if needed. Also, any additional tapes needed for this
backup will be assumed to have the same size as that specified for the first tape. The SunOS 5.X dump
program,ufsdump can detect end-of-tape, and so the size parameter is not needed here.

The following is a sampldump output when backing up the /usr partition to a remote tape drive.

DUMP: Date of this level 0 dump: Sat Oct 1 04:56:03 1994
DUMP: Date of last level 0 dump: the epoch

DUMP: Dumping /dev/rsd0g (/usr) to /dev/nrst8 on host tardis
DUMP: mapping (Pass 1) [regular files]

DUMP: mapping (Pass Il) [directories]

DUMP: estimated 254102 blocks (124.07MB) on 0.07 tape(s).
DUMP: dumping (Pass Ill) [directories]

DUMP: dumping (Pass IV) [regular files]

DUMP: 41.11% done, finished in 0:07
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DUMP: 81.87% done, finished in 0:02

DUMP: DUMP: 254102 blocks (124.07MB) on 1 tape
DUMP: DUMP IS DONE

DUMP: level 0 dump on Sat Oct 1 04:56:03 1994
DUMP: Tape rewinding

dump andufsdumpkeep a record ifretc/dumpdatesof files they have backed up in the form:

#filesystem level date
/dev/rsdOa 0 Sat Oct 1 04:54:52 1994
/dev/rsdOg 0 Sat Oct 1 04:56:03 1994

-or, for SunOS 5.X-

/dev/rdsk/c0t3d0sO O Sat Oct 1 04:54:52 1994
/dev/rdks/c0t3d0s5 O Sat Oct 1 04:56:03 1994

16.3.2 Sample backup scripts
You can write a script to do the periodic backups, requiring operator intervention, e.g.:

# Script to do a complete backup of the system
# A dataless system to a tape drive on a server.

ec h 0 kkkkkhkkkkkhkhkhkhkkkkkkhkhkkkkkhkhkhkkkkhkhkhkkkkkkkhkhkkkrkkkhkkkkkkhkhkkrrxx!

echo "This program will allow you to backup GALLIFREY onto magtape"
echo" Follow the directions given below."

ec h 0 kkkkkkkkkkhkhkhkkkkkkhkhkkkkkhkhkkkkkhhkkkkkkhkkkkkkkkkkkkkkkkkkkkkx!

echo "Mount tape for partition a and g"

echo " then type RETURN "

read start

echo " ...working - Starting GALLIFREY backup "

/usr/etc/dump Oufsdb server:/dev/nrst8 6000 54000 126 /dev/sdOa && echo "Done with partition a ..."
/usr/etc/dump Oufsdb server:/dev/rst8 6000 54000 126 /dev/sd0g && echo "Done with partition g ..."

fusr/bin/mt -f /dev/rst8 rewoffl

Backup scripts similar to this can be run by you as root, or by an operator. You may wish to set up ¢
login in /etc/passwdsimilar to:

backup:ogHt5C0Z.bcD2:20:5:Remote Backup to Server:/etc/adm:/etc/adm/backup

where the backup script is the shidtc/adm/bakup. You or the operator would login badkup and
the program would run at login. When the program terminates you would be logged out.

You can also set up your backup script to be run by cron. If the tape is large enough to hold the entir
backup the following script could be set to run periodically. You will just need to make sure that the
proper tapes are in the drive at the appropriate times.
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#!/bin/sh

# Cron script to do a complete backup of the system
#/dev/sdOa 15663 6335 7762 45% /
#/dev/sdOg 138511 101061 23599 81% /usr
#/dev/sd2h 268319 4208 237280 2% /home
#ldev/sd2f 458671 36844 375960 9% /ust/local
#/dev/sd2a 47711 297 42643 1% Ivar

HOST='hostname’
admin=frank
Mt=/bin/mt
Dump=/usr/etc/dump
device=/dev/nrst0
size=6000
dens=54000
blksz=126
# Failure - exit
failure () {
/usr/ucb/mail -s "Backup Failure - $HOST" $admin << EOF
$HOST
Cron backup script failed. Apparently there was no tape in the device.
EOF
exit 1
}
# Dump Failure - exit
dumpfail () {
/usr/ucb/mail -s "Backup Failure - $HOST" $admin << EOF
$HOST
Cron backup script failed. Could not write to the tape.
EOF
exit 1
}
# Success
success () {
/usr/ucb/mail -s "Backup completed successfully - SHOST" $admin << EOF
$HOST
Cron backup script was apparently successful. The /etc/dumpdates file is:
‘/bin/cat /etc/dumpdates’
EOF

# Confirm that the tape is in the device

$Mt -f $device rewind || failure

$Dump Oufsdb $device $size $dens $blksz /dev/sd0a || dumpfail

$Dump Oufsdb $device $size $dens $blksz /dev/sd0g || dumpfail

$Dump Oufsdb $device $size $dens $blksz /dev/sd2h || dumpfail

$Dump Oufsdb $device $size $dens $blksz /dev/sd2f || dumpfail

($Dump Oufsdb $device $size $dens $blksz /dev/sd2a || dumpfail) && success
$Mt -f $device rewoffl
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16.3.3 Restore

You can restore entire file systems or you can interactively restore individual files with the restore
program,restore(SunOS 4.1.X) oufsrestore(SunOS 5.X). These programs restore files relative to
your current directory. On a full restore they place a fidstoresymtable in the current directory,

that's used to pass information to a further instance of restore, for restoring incremental dumps. Thi
file can be safely removed only after all of the incremental dumps have been restored.

To do a complete restore of a damaged file system, e.g. /dev/sdOh, you might try:

# newfs /dev/rsdOh - to clear and re-create the file system.
# mount /dev/sdOh /mntto mount the file system temporarily.

# cd /mnt - move to the new file system.

# restore -r - restore a level O dump of the file system.
Later, incremental dumps can then be restored.

# umount /mnt - unmount the file system.

# fsck /dev/rsdOh - check the file system for consistency.

# mount /dev/sdOh /homenount the file system
Restore can also be run interactively and you can specify the device, e.g.:

# restore -if /dev/rst9
restorethen first recreates the file system in memory so that you can use some UNIX type commands
i.e.ls, cd, andpwd, to move around the file system. You can theahd" entries to a table of files to
"extract' from the tape.

A special case is restoration of ttamt file system. For this you need to boot from tape or CDROM.
After restoring the file system you also need to re-install the boot block prdgpathlk This is done
with installboot, as in the following for a SCSI disk on SunOS 4.1.X:

# lusr/mdec/installboot /boot bootsd /dev/rsd0a
and for SunOS 5.X:

# lusr/sbin/installboot /usr/platform/‘uname -i‘/lib/fs/ufs/bootblk /dev/rdsk/c0t3d0s0
As you can see the syntax is dependent on both the hardware platform and software version, so re:
the man page before usingstallboot

16.3.4 Remote dumps and restores

Dumps and restores can be done locally or remotely, across a network. The major difference is the
when you specify location of the backup media for the remote device you need to include the systen
name, e.gtardis:/dev/nrst8 You can also specify a different user on the remote machine, e.g.:
frank@tardis:/dev/nrst8 The remote machine/stc/hosts.equivor user’srhostsfile would have to

allow access.

16.3.5 Tape Archive program, tar

The tape archive program, tar, can be used to copy files to and from tape or across a network. If you'r
working with individual files or directories you’ll probably want to uae for this service. Most
UNIX systems have tar, so it's convenient for moving files between different systems. UNIX source
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archives, e.g. those oarchive.cis.ohio-state.eduand many other places, are often stored as
compressed tar files. Compression generally saves 1/2 - 2/3 of the original file space. A compressed
tar file usually has a name similar fdename.tarZ, where the Z" stands for Lempel-Ziv
compression. The GNU compression program, gzip, uses a different compression scheme, signified
by ending the filename wittz™ or "gz'. A compressed file is a binary file.

To generate a tar file:

# tar -cvf filename.tar list-of-files
This puts the files into tar format and stores theffiilename.tar

You could just as easily put them onto tape, e.qg.:

# tar -cvf /dev/rmt8 list-of-files
Some of the options for tar are:

c - create a new tarfile.

v - verbose, print out the file names as they are archived.
f - use the next argument as the output file.

t - list the files

You can extract files from tape or a tarfile with:

# tar -xvf /dev/rmt8
So if you have a compressed tarfile you would firstursampresgo uncompress the tarfile, thear
with the "-x" option on the tarfile to extract the programs and directories, similar to:

# uncompress filename.tar.@hich produces "filename.tar" as output.

# tar -xvf filename.tar - which extracts the files, e.g.
filename/Makefile
README
main.c
header.h

16.3.6 cpio

cpio copies files in and out of a cpio archive. The Solaris 2.X packages on the install CDROM are
compressed cpio archives. To examine one of these packages:

# zcat file | cpio -idumB

where the cpio options indicate:

[ copy in

create directories as needed

copy unconditionally, even replacing newer files of the same name
retain modification times

block 1/0 5120 bytes/record
list the table of contents of the input file

W3 ca-

You can create your own cpio archives wipio. cpio reads and writes to stdin and stdout,
respectively.
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CHAPTER 17 Service Access Facility

17.1 Overview of Service Access

TheSewvice Access Ecility (SAF) is used by SunOS 5.X to control access to terminals, modems and
network services, such as remote print requests. It's designed to be flexible and to treat local an
network requests in a similar fashion. The init and login programs have been re-written for Solaris 2
and part of their previous functions now belong to SAF. SAF is not a program, but rather a package
of daemons and administrative commands.

The Sewice Access Contoller (saqg is the master SAF process. It's spawnedhityat run level 2

and controls the port monitors. It can add or remove and start or stop the port monitors. The por
monitors control either a serial or network port. They connect incoming requests to services, which
are arbitrary processes, such as login. The port monitor administrative commands can add or dele
and start or stop services for the ports.

The getty process is no longer used. It was considered too inflexible in that the only service it
provided wadogin. Also, it didn’t scale well to large numbers of ports, as you had to gettya
process for every port it monitored.

The SAC administers the port monitors with #smadmcommand. Each port monitor can control
one or many ports. The ports are administered througtmiaedmcommand. Themadmcommand
controls the services provided tiymonandlisten. Onettymondaemon serves multiple serial ports
and ondisten daemon provides multiple services to the network ports.

Serial ports can be configured using theerial Port Manager facility of the admintool GUI
described in a later chapter, or by using the commands specified below.
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17.2 Service Access Facility Overview

FIGURE 17.1 Service Access Facility Overview

Sewice Access Ecility

/etc/inittab init

/etc/saf/_sysconfig

/etc/saf/ _sactab sac
I I /usr/sbin/sacadm
ttymon listen
{usr/sbin/pmadm
letc/saf/[pmtag>/_pmtab P
/dev/term/a /dev/term/b listenS5 listenBSD

17.3 Service Access Controller

The Service Access Controller follows these steps:
1. The sac program is started iyt when entering run level 2 through an entry in
/etc/inittab,
sc:234:respawn:/usr/lib/saf/sac -t 300

2. Whensacis invoked it reads the configuration scrigtc/saf/ _sysconfigo customize it's
environment.

3. After interpreting the sysconfigfile sacreads it's administrative filéetc/saf/ _sactab
which specifies the port monitors to start.

4. For each port monitawacstarts it forks a child process.

5. Each child process then interprets its specific port monitor configuration script,
letc/saf/[qpmtag>/_config Lastly the child process execs the port monitor specified by
the_sactabentry.

An entry is made ivar/saf/_logwhenevesacstarts or stops a port monitor.
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17.4 Port Monitors

There are two types of port monitors, TTY monitors that listen for incoming connections on serial
devices, and network listeners, that listen for incoming requests on the network ports.

17.4.1 ttymon

Thettymon monitor manages the TTY ports. It monitors, sets terminal modes, baud rates, and start:
the specified service, e.g. login, for the port. The ttymon process sets the line disciplines according t
the values specified ifetc/ttydefs (which replacegettytal). ttymon replaces thgetty process. A
singlettymon command can monitor multiple ports. This command is configured usirsg¢hem
program and it's services are specified usingptn@dmandttyadmcommands.

17.4.2 listen

The network port manager listen. Requests received through the network, such as remote print
requests, are processed by listen, which invokes the appropriate servers to provide the service. Tl
listen daemon is configured lsacadmwhile specific service information is provided by ffreadm
andnlsadmincommands.

17.4.3 sacadm

The sacadmcommand administers bottymon andlisten. It can be used to add and remove, start
and stop, and enable and disable port monitors.

17.4.4 pmadm

Thepmadmcommand associates a service with an instance of a port monitor. It enttyadsreor
nlsadmincommand when invoked to provide specific information for a port monitor.

17.4.5 ttyadm

Thettyadmcommand provides information specificttpmonto thepmadmcommand. Information
such as whether the port is bi-directional, which STREAMS modules to push, the baud rate, and the
service to provide.

17.4.6 nlsadmin

The nlsadmin command provides information specificlisten to thepmadmcommand. Informa-
tion such as the full path name of the server process, or the FIFO, or the named STREAM that th
server uses to listen for services.
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17.5 Setting Up a Terminal

To configure an ASCII terminal for login service perform the following steps.

1. Connect the terminal to the system. Here we’ll assume that it is serial port A.

2. Issue thesacadmcommand to add a ttymon port monitor naraschon
# sacadm -a -p zsmon -t ttymon -c /usr/lib/saf/ttymon -v ‘ttyadm -V
where
-a isthe flag toadd the port
-p  specifies thggmtag zsmon as the port monitor tag
-t specifies theéype of port monitor as ttymon
-c defines theeommandstring to start the port monitor
-v  specifies theversion number of the port monitor (provided by ttyadm -V)
You can use the sacadm program to report the status for a port monitor:

# sacadm -|
PMTAG PMTYPE FLGS RCNT STATUS COMMAND
zsmon  ttymon - 0 ENABLED lusr/lib/saf/ttymon

3. Should you need to you can remove any existing service for ttya do the following:
# pmadm -r -p zsmon -s ttya
where
-r  indicates taemove a service from the port monitors administrative file
-p  specifies thggmtag zsmon associated with the port monitor
-s  specifies thesewice tag

4. Usepmadmto associate the port monitor with the new service:
# pmadm -a -p zsmon -s a -i root -fu -v ‘ttyadm -V* -m "ttyadm -1 9600 -d /dev/term/a -i
‘terminal disabled’ -s /usr/bin/login -T tvi925 -S y*"
where forpmadmwe have the options
-a indicates taadd a service to the port monitor administrative file
-l is theidentity assigned to the service tag when it's started (must be in
letc/passwd
-f  specifies one or both of the tlags
X do not enable the service through the port monitor
u create a utmp entry for the service
-v  specifies theversion number (using ttyadm for ttymon, nlsadmin for listen)
-m specifies the part of thgort monitor administrative file entry for this service,
and forttyadmwe have the options
-l specifies thdabel in the/etc/ttydefsfile to use as the starting point for the baud rate
-d  specifies the full path name of tbevice file for the TTY port
-i  specifies theénactive (disabled) message to sent to the port when it is disabled
-s  specifies theservice to be invoked when a connection request is received by the port
-T  sets the defauterminal type
-S sets thesoftware carrier value
y  turns software carrier on
n  turns software carrier off
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5. This puts an entry ifetc/saf/zsmon/_pmtalkand enables the terminal. You can read this

file with:
# pmadm -I
PMTAG PMTYPE SVCTAG FLGS ID <PMSPECIFIC>
zsmon ttymon ttya u root /dev/term/a | - /usr/bin/login - 9600

Idterm,ttcompat ttya login: - tvi925y #

The actual entry in thepmtab file is:

# VERSION=1
ttya:u:root:reserved:reserved:reserved:/dev/term/a:l::/usr/bin/login::9600:ldterm,ttcompat:ttya login\: ::tvi925:y:#

Rather than typing in theacadmand pmadmcommands on the command line as done above, with
all the possibilities for error, you can edit their control files and add your entries. To have these take
effect you execute the sacadm command with:th@ption, telling it to reread it's database files for
the-p pmtagspecified, e.qg.:
1. Creatéletc/saf/ _sactab
# cat <<EOF_SACTAB > /etc/saf/_sactab
# VERSION=1
zsmon:ttymon::0:/usr/lib/saf/ttymon:  # TTY Port Monitor
EOF _SACTAB
2. Make a directory for thesmonport monitor
# mkdir /etc/saf/zsmon

Change to the new directory and create ghmtab file
# cd /etc/saf/zsmon
# cat <<EOF_PMTAB > _pmtab

# VERSION=1
ttya:u:root:reserved:reserved:reserved:/dev/term/a:l::/usr/bin/login::9600:ldterm,ttcompat:ttya login\: ::tvi925:y:#
EOF_PMTAB

3. Create thdog directory and file
# mkdir /var/saf/zsmon
# touch /var/saf/zsmon/log

4. Re-initialize SAF
# sacadm -x -p zsmon

17.5.1 TTY Monitor Control Commands

You control the TTY port monitor witkacadm e.g.:

# sacadm -e -p zsmon- enable a port monitor to allow it to service new requests

# sacadm -d -p zsmon- disable a port monitothis prevents it from starting new servides
incoming connectionfut does not affect present services

# sacadm -s -p zsmon- restart the port monitor
# sacadm -k -p zsmon- kill the TTY port monitor
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17.5.2 Removing a TTY Monitor

Removing a port monitor deletes the information in the configuration file associated with the port
monitor. Port monitor information in the configuration files can not be updated or changed with
sacadm To reconfigure a port monitor delete it and add a new one,

# sacadm -r -p zsmon

17.5.3 Adding Services to a TTY Monitor

Thepmadmcommand is used to add services to a port monitor.s@iivéce tagandport monitor tag
uniquely identify the service. So when specifying the pmadm command to add a service you need to
specify both the serviced) and port monitor instancep) through which the service is made
available.

17.5.4 Disable/Enable a TTY Service

To disable a TTY service uggnadmwith the “d" option; to re-enable it use thee™ option to
pmadm

# pmadm -d -p zsmon -s a
# pmadm -e -p zsmon -s a

17.6 Network Port Monitors

The listen port monitor is the network listener daemon. Multiple services can be provided by each
instance ofisten. The administrative files fdisten are configured using thmadmandnisadmin
commands.

The network listener plays a role similar to thatiredtd and provides additional services, such as
network printing service between System V and BSD machines.

The listen monitor can be

« enabled monitoring requests for service and invoking the responsible servers
« disabled not monitoring new requests, but previous servers remain functional
e killed then all servers previously invoked by this instance of listen are disabled.

17.6.1 Adding a Listener
Thesacadmcommand is used to add the listener:

# sacadm -a -p tcp -t listen -c /usr/lib/saf/listen -v ‘nlsadmin -V

where: -a addsthe port monitor
-p specifies thggmtag associated with the port monitor
-t specifies the port monitdype
-C specifies theommandto execute when starting the port monitor
-v specifies thaversion number (frormisadmin)
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17.6.2 Listing a Listener
You can use theacadmcommand to list the status of the listener,

# sacadm -l -p tcp
PMTAG PMTYPE FLGS RCNT STATUS COMMAND
tcp listen - 0 ENABLED lusr/lib/safl/listen tcp #

17.6.3 Listener Control Commands
To control a listener use tlsacadmcommand for thécp port monitor, i.e.:
#sacadm-e-ptcp - enable a listener
#sacadm -s-ptcp - start a listener
#sacadm -d-ptcp - disable a listener
# sacadm -k -ptcp - Kill a listener
#sacadm -r-ptcp  -remove a listener

17.6.4 Adding Services to the Listener

The nlsadmin command is used to present listen-specific configuration information fonthem
command. It associates an instance of a listen process with the specific service called for by ths
listener.

To add a service usgmadm and nlsadmin, e.g. to add a listen process for the SunOS5.X print
request:

# pmadm -a -p tcp -s Ip -i root -v ‘nlsadmin -V* -m "‘nlsadmin -o /var/spool/lp/fifos/listenS5*"
where fomlsadminthe option
-0 specifies the full pathname to the FIFO or named STREAM used by the server process to
receive the connection

17.6.5 List a Listen Status
You can use thd option to thgpmadmcommand to check the listener status,

# pmadm -| -p tcp
PMTAG PMTYPE SVCTAG FLGS ID <PMSPECIFIC>
tcp listen Ip - root - -p - /var/spool/lp/fifos/listenS5 #

17.6.6 Enable a Listen Service
Enable a listen service with theoption topmadmand specify appropriate serviey.

# pmadm -e -ptcp-s lp
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17.7 Terminal Control

SunOS 5.X uses the Systentérminfo database for terminal control by default, not the termcap file
of BSD. Thetermcap file and its associated utilities are provided with the compatibility package, but
are not intended for general use.

The serial port naming convention has been changed for SunOS 5.X. It now allows for more ports.
The device names of SunOS 4.X are still there as symbolic links to the new nanidey#tya is a
symbolic link to /deviterm/a, which is a symbolic link to the physical device,
/devices/zs@1,f1000000:a

When logging instty and tput are used to configure the terminal 1/O values to match the
characteristics expected for the terminal.

17.7.1 The terminfo database

The terminfo database contains the descriptions of the terminal capabilities. It's used by programs
such awi and thecursespackage to control the screen.

The database is kept in thesr/share/lib/terminfo directory with subdirectories specified by the first
character of the names of ttegminfo files. Eachterminfo description is a separate, compiled file,
within the subdirectory matching the first character of its name [1-9,a-z,A-Z].

Theterminfo files are functionally equivalent to the individual entries intdrencap file, however,
the terminfo files are in a compiled format, not ASCII, as is teemcap file. The entries in a
terminfo file are described in the terminfo(4) man page.

You can display the contents ofterminfo file in a format similar to dermcap entry using the
infocmpcommand. With no options and no TERMINFO environment variablaf@smpassumes
the desired terminfo file is that of the TERM variable, e.g.:

# infocmp

# Reconstructed via infocmp from file: /usr/share/lib/terminfo/x/xterm

xterm|vs100|xterm terminal emulator,
am, km, mir, msgr, xenl,
cols#80, it#8, lines#65,
acsc="aaffggjjkkllmmnnooppqqgrrssttuuvvwwxxyyzz{{|[}}~~,
bel="G, blink=@, bold=\E[1m, clear=\E[H\E[2J, cr=\r,
csr=\E[%i%p1%d;%p2%dr, cub=\E[%p1%dD, cubl=\b,
cud=\E[%p1%dB, cud1l=\n, cuf=\E[%p1%dC, cufl=\E[C,

sgrO=\E[m, smacs="N, smkx=\E[?1h\E=, smso=\E[7m,
tbc=\E[3g,
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17.7.2 Terminal Definitions

The terminal definitions are contained in feé&c/ttydefsfile. ttymon uses this file to configure the
terminal and set the baud rates for the ports. tiijdefs file contains fields for the following:

« ttylabel string to match the TTY portiylabel field
 initial-flags the initialtermio settings

- final-flags the finaltermio settings for the connection
« autobaud A=enabledplank=disabled

e nextlabel next ttydefs entry to try

A few of the entries in thtydefs file are:

38400:38400 hupcl:38400 sane hupcl::19200
19200:19200 hupcl:19200 sane hupcl::9600
9600:9600 hupcl:9600 sane hupcl::4800
4800:4800 hupcl:4800 sane hupcl::2400
2400:2400 hupcl:2400 sane hupcl::1200
1200:1200 hupcl:1200 sane hupcl::300

300:300 hupcl:300 sane hupcl::38400
auto:hupcl:sane hupcl:A:9600

console:9600 hupcl opost onlcr:9600 sane::console
pty:9600 hupcl opost onlcr:9600 sane::pty

17.7.3 Changing Terminal Definitions

The sttydefscommand is used to maintain the terminal definitions file. This command can add and
remove line settings and use hunt sequences itytihefs file. The change options can only be used
by root, but anyone can use th@ption to display the entry for a particular label, e.g.:

% sttydefs -1 9600

9600:9600 hupcl:9600 sane hupcl::4800

ttylabel: 9600

initial flags: 9600 hupcl

final flags: 9600 sane hupcl
autobaud: no

nextlabel: 4800

The options available tsttydefsare:
-l display matching ttylabel

-a add a record using the ttylabel
-b enable autobauding

-n specify thenextlabel value

-i specify thenitial-flags value

-f specify thefinal-flags value

-r remove the record for ttylabel
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17.8 Summary

In summary we have the following tables for the SAF commands and control files.

TABLE 17.1 Command Summary
Command Name Description
sacadm sacadministrative command to add, remove, disable, enable, and monitor port
monitors
pmadm service administration command to associate a port monitor instance with the
service to be provided
ttyadm provides ttymon specific information, such as port device name, to the pmadm
command
nisadmin provides listen specific information, such as the server that will answer requests, to
the pmadm command
TABLE 17.2 File Summary
File Name Description
/etc/safl_sysconfig system configuration script
/etc/saf/_sactab sac administrative file to configure the port monitors controlled by sac
letc/safl<pmtag> directory for the pmtagport monitor
/etc/saf/l<pmtag>/_pmtab administrative file to control the port monitor configuration for the services
provided by pmtag
/var/saf/_log log file for sac
Ivar/saf/<pmtag> directory for the log files created for pmtag
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CHAPTER 18

The Network

18.1

The Network

Network types and accessLocal Area Network (LAN) and Wide Area Network (WAN). LAN
- high speed connection between machines within a site. WAJ¢ographically remote machines.
Ethernet uses Carrier Sense Multiple-Access Collision Detection (CSMA/CD) to share a single
transmission line. This means the system listens on the line prior to attempting to send a packet, ar
system can send at any time, and should a collision occur the system will sense this and retransmit aft
a random delay.

The International Standard Organization’s Open System Interconnection (ISO/OSI) model is used by
Sun and many other vendors as the network protocol. From the top down the layers are:

TABLE 18.1 Network Protocol Layers
Practical ISO/OSI Function
Application provides network services, e.g. mail, ftp, telnet, NFS, YP, DNS, WWW
Presentation | XDR (eXternal Data Representation); transformation services such as text compres-
Application sion, conversion between character codes (EBCDIGSCII), etc. so that it can be
recognized by other machines.
Session RPC (Remote Procedure Call); enables programs to establish connections with each
other via names rather than socket addresses; recovers from failed connections.
Transport Transport TCP (Transmission Control Protocol), UDP (User Datagram Protocol); TCP |:|>ro-
vides reliable communication between pairs of processes on the network, it gstab-
lishes connections through "sockets" which are determined from the IP address and
the port number; UDP provides a low overhead transmission service, but with less
error checking.
IP Network IP (Internet Protocol); connects subnets to the Internet; handles fragmenta-
tion/recombination, routing and buffering; initiates and terminates connections
between machines.
Data Link | defines data frames; controls data encapsulation; detects and possibly correctg errors;
Physical determines how the line is to be shared by the multiple machines.
Physical provides an electrical connection, e.g. through coaxial cable, between mach|nes;
defines procedures for starting and ending sessions; transfers packets.
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18.2 Hardware used in a network

« Controller - e.g. Intel (ie0 - Sun3, Sun4), Lance (le0 - Sun4m, Sun4c, Sun3/50, Sun3/60).
« Transceiwer Cable- connects the controller to the transceiver box.

« Transceier Bax - electrically isolates the system from the rest of the network.

« Coaxial Cable- the ethernet backbone.

« Switch- examines the data packet to determine the destination, then sends the packet only
over the segment hosting the recipient machine. If the packet is addressed to a machine on
the same segment, the packet never leaves that segment. This minimizes traffic on the
network segments that don’t need to see the packet.

« Bridge - operates at the Data Link layer. Designed for transparent connection of
networks. Bridges and Switches allow you to break the network into smaller segments that
increase the overall throughput of the total network.

« Router- joins 2 networks at the network layer; forwards packets of a particular protocol
from one subnet to another; translates messages between different protocols, e.g. DECnet
and TCP/IP.

« Gatewvay - joins different types of networks; translates one protocol into another, e.g.
between OSU’s SONNET backbone and the local subnets.

« Terminal Sener - attach systems on a local area network to serial devices, e.g. terminals
and printers; may support LAT and Telnet protocols.
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18.3 Ethernet Frame

Ethernet traffic is transported in units oframe, where each frame has a definite beginning and end.
The form of the frame is in the figure below.

FIGURE 18.1 Ethernet Frame
Preamble D addr S addrype D addr S addr Data C
8 bytes | 6 bytes 6 bytes 2 py 6 bytes 6 bytes maximum of 1500 bytes
A MAC A A
Media Access Contol Header Data Field (46-1500 bytes)
In this model we define:
« Preamble Field used for synchronization, 64-bits
« Destination Address  Ethernet address of the destination host, 48-bits
« Source Address Ethernet address of the source host, 48-bits
« Type Type of data encapsulated, e.g. IP, ARP, RARP, etc, 16-bits.
« Data Field Data area, 46-1500 bytes, which has
Destination Address  Internet address of destination host
Source Address Internet address of source host
e CRC Cyclical Redundancy Check, used for error detection

The data to be sent is encapsulated by each layer, from the Application down to the Physical, an
each adds it's own header information. When data is received each layer strips off it's header an
then passes the packet up to the next layer. The Transport Layer makes sure that the source a
destination, hosts and ports, can be identified, and includes a sequence number so that a file can

broken into multiple packets and recombined on the receiving end. The Internet Layer determines
how the frames will be delivered, including fragmenting them to send along a path with a smaller
maximum transmission unit (MTU) or recombining them for a larger MTU path. It determines the

routing used to get to the destination. The Network Layer provides the encapsulation of the datagran
into the frame to be transmitted over the network. It includes the ethernet addresses of the sourc
machine and of the next hop towards the destination. These addresses are rewritten with each hop.
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18.4 Trouble shooting the Ethernet

Some common error messages related to the network that you might come across are:

le0 no carrier - transceiver cable problem?

Check the transceiver cable to make sure that you are properly connected to the network.
Sun, especially on their older boxes, is notorious for having bad connections here; try a
different transceiver box. It could also be another hardware problem on the network, such
as a damaged cable, or a faulty bridge or router.

le0 ethernet jammed
Make sure that the ethernet cable is terminated at both ends.

unknown host
The remote hostname can’t be resolved into an IP address. Try using the IP address. If
this works you need to check your name resolution.

network unreachable
Your machine doesn’t have a route to the remote host. nésstdt -rri' to check the
routing tables and set a default route if necessary.

no answeror Connection timed outor cannot connect

Your machine has a route to the remote host, but is not receiving any response from it.
The network may be down, or the remote host may not have a route back to your machine,
or one or both machines may be misconfigured. Check your network configuration with
ifconfig andnetstat

18.4.1 etherfind

With SunOS 4.1.X you can ustherfind to examine network traffic. Fatherfind to work your
network interface must be ipromiscuous mode, i.e. have the appropriate streams NIT support
enabled in the kernel. This support is required for a diskless boot server, but is something you may
want to disable on other machines.

To examine all traffic originating or terminating at the workstation "nyssa":

# etherfind -p -i l1e0 -src nyssa -0 -dst nyssa

icmp type

Inth proto source destination  src port  dst port
60 tcp leela.acs.ohio nyssa login 1021
138 udp tardis nyssa 2049 1023
138 udp tardis nyssa 2049 1023
118 udp tardis nyssa 652 684

74 tcp leela.acs.ohio nyssa login 1021
60 tcp leela.acs.ohio nyssa login 1021

To examine traffic between machines "nyssa" and "leela" the command would be:
# etherfind -p -i le0 -between nyssa leela
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18.4.2 snoop

SunOS 5.X has thenoopcommand to allow you to inspect packets on the network. This command
has numerous options for determining which packets to examine. To examine all packets to or fromn
host "nyssa" you would execute:

# /usr/sbin/snoop host nyssa

Using device le0 (promiscuous mode)

nyssa.acs.ohio-state.edu -> ace.acs.ohio-state.edu RSTAT C Get Statistics
ace.acs.ohio-state.edu -> nyssa.acs.ohio-state.edu RSTAT R Get Statistics
tardis.acs.ohio-state.edu -> nyssa.acs.ohio-state.edu XWIN C port=1085
nyssa.acs.ohio-state.edu -> tardis.acs.ohio-state.edu XWIN R port=1085
nyssa.acs.ohio-state.edu -> gallifrey.acs.ohio-state.edu RSTAT C Get Statistics
gallifrey.acs.ohio-state.edu -> nyssa.acs.ohio-state.edu RSTAT R Get Statistics
tardis.acs.ohio-state.edu -> nyssa.acs.ohio-state.edu XWIN C port=1085
nyssa.acs.ohio-state.edu -> peri.acs.ohio-state.edu RSTAT C Get Statistics

which displays the originating and destination addresses, the protocol used, and the port used.

18.4.3 IRIX 5.X

IRIX’s NetVisualizer product containgetsnoopand other programs useful for analyzing network
problems. netsnoopwill allow you to check for bad ethernet packets, etc.

18.4.4 Digital UNIX

Digital UNIX has the PD prograngpdump available for network packet analysis. This will provide
information similar to Sun’snoopprogram.

18.5 Monitoring the network

18.5.1 arp

The address resolution protocol programp, is useful for determining other machines broadcasting
on your subnet. The option will display the current ARP entries from the kernel, e.qg.:

% arp -a

Net to Media Table

Device IP Address Mask Flags Phys Addr

le0 gallifrey.acs.ohio-state.ed255.255.255.255 08:00:20:0c:63:66
le0 tardis.acs.ohio-state.edu 255.255.255.255 08:00:20:06:85:¢9
le0 ace.acs.ohio-state.edu  255.255.255.255 08:00:20:0c:3f:ec
le0 nyssa.acs.ohio-state.edu 255.255.255.255 SP 08:00:20:0c:a2:93
le0 224.0.0.0 240.0.0.0 SM 01:00:5e:00:00:00
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18.5.2 ping
ping sends an echo packet to the network host and reports on whether or not it replies, e.g.:
% ping nisca
nisca.acs.ohio-state.edu is alive

18.5.3 traceroute

tracerouteis a PD program for tracing the route taken by a packet enroute to a host. To trace a packet
to SunSite (Sun’s anonymous ftp archive at UNC) execute:

% traceroute sunsite.unc.edu

traceroute to sunsite.unc.edu (152.2.22.81), 30 hops max, 40 byte packets
son-se7-eth2.acs.ohio-state.edu (128.146.6.1) 10 ms O ms 10 ms
son-se4-eth3.acs.ohio-state.edu (164.107.100.1) 10 ms 10 ms 0 ms
kcl.acs.ohio-state.edu (128.146.3.1) 20 ms 10 ms 10 ms
cicnet.ohio-dmz.net (192.68.143.1) 20 ms 30 ms 10 ms
um-osu.cic.net (131.103.11.46) 20 ms 30 ms 30 ms
fd-0.enss131.t3.ans.net (192.203.195.1) 20 ms 30 ms 20 ms
t3-2.Cleveland-cnss41.t3.ans.net (140.222.41.3) 30 ms 20 ms 40 ms
t3-3.Cleveland-cnss40.t3.ans.net (140.222.40.4) 30 ms 20 ms 20 ms
t3-1.New-York-cnss32.t3.ans.net (140.222.32.2) 50 ms 40 ms 50 ms
t3-1.Washington-DC-cnss56.t3.ans.net (140.222.56.2) 40 ms 50 ms 60 ms
t3-2.Greensboro-cnss72.t3.ans.net (140.222.72.3) 60 ms 60 ms 60 ms
t3-0.Greensboro-cnss73.t3.ans.net (140.222.73.1) 50 ms 60 ms 60 ms
t3-0.Greensboro-cnss75.t3.ans.net (140.222.75.1) 50 ms 60 ms 50 ms
t1-0.enss150.t3.ans.net (140.222.150.1) 120 ms 140 ms 190 ms
rtp3-gw.concert.net (192.101.21.253) 170 ms 180 ms 200 ms
uncch-gw.concert.net (128.109.3.2) 160 ms 130 ms 110 ms
SunSite.unc.edu (152.2.22.81) 130 ms 100 ms 110 ms

PR RRPRRRERRR
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18.5.4 netstat
netstat shows the status of a network and displays network tables, e.g. to display the statistics
concerning packets transferred, errors, etc.:
% netstat -i

Name Mtu  Net/Dest Address Ipkts lerrs  Opkts Oerrs Collis Queue
00 8232 loopback localhost 4866839 O 4866839 0 0 0
~ le0 1500 128.146.116.0nyssa 28898831 598 17568833 1123 3329100
To display the routing tables use tneption ¢n to prevent host name lookups), e.g.:

% netstat -rn

Routing Table:

Destination Gateway Flags Ref Use Interface
127.0.0.1 127.0.0.1 UH 0 4579185 100
128.146.116.0  128.146.116.4 U 3 7624 le0
224.0.0.0 128.146.116.4 U 3 0 le0
default 128.146.116.1 UG 0 41960
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18.5.5 traffic

traffic graphically displays the ethernet traffic, but must be run from a SunView window. This
program is available only under SunOS 4.1.X.

18.5.6 xtr

X-windows version of traffic istr. For both traffic and xtr you need to riusr/etc/rpc.etherdo
collect the ethernet statistics to be displayed by these programs.

18.6 Difference between Ethernet and Internet
Addresses

18.6.1 Ethernet address

Ethernet addresses are assigned by the manufacturer and are arbitrary. This number is burned ir
the machine’s ID PROM on the CPU board of all Sun workstations. Itis composed of 6 1-byte fields
for a total of 48 bits. This number is unique and is associated with a particular ethernet device
The values of the ethernet addresses for a subnet are kefsttciethers e.g.:

08:00:20:06:50:C2 vy

08:00:20:06:AD:E4  nyssa

08:00:20:06:A3:4E  gallifrey

00:00:A7:00:1D:4E  bongo

08:00:20:07:9D:64 leela
A server requires this information in order to boot a diskless client.

18.6.2 Internet (IP) address

The Internet address is a 32-bit number (4 8-bit fields), that represent the individual machine anc
subnet of the network. Each 8-bit field is designated by a decimal number between 0 and 255, in th
form: a.b.c.d. These addresses are divided into two parts: a network address and a host address. If

first bit of the address is 0, then this is a Class A address, allowing af,‘)-td hosts on a network.
Class B networks have the first 2 bits as 10, and allow ujp?to22hosts on a network. Class C address

have the first 3 bits as 110, and allow up&e 2 hosts on a network. There are also Class D addresses.
These are reserved for multicasting, and have their first four bits as 1110. The following Table
illustrates the characteristics of tieClasses

TABLE 18.2 IP Classes
Class First 4 bits # Network Bits # Host Bits Network Number
A (01004 7 24 1to 127
B 10xx 14 16 128t0 191
C 110x 21 8 192 to 223
D 1110 28 Multicast 224 to 239
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These correspond to the following IP addresses characteristics.

TABLE 18.3 IP Addresses
Maximum # of Maximum # Network Host
Class Networks of Hosts Address Range Address Address
A 128 16,777,214 1.*** 10 127 %% % a b.c.d
B 16,384 65,534 128.* * * to 191.*.* * a.b c.d
C 2,097,152 254 192 * * * to 223.*.*.* a.hc d

The Network and Broadcastaddresses are reserved and not used for actual hosts. A Network
addresses has a host valueDpés in 128.146.116.0. A Broadcast address hamalin the host

address, e.g. 128.146.116.255. Earlier versions of SunOS (4.X) use the old séepeslto

indicated the broadcast address, e.g. 128.146.116.0. All Sun systems accepts broadcasts from both the
0 and 255 addresses. If you are running SunOS 4.X you should reset the broddtmst.lacal to

use the 255 address.

An address starting with27in the first field designateslaopback address, 127.0.0.1. This refers to
the internal interface used by the machine to send a packet to itself. This is usually designated as
interfaceloO.

On a national basis IP addresses are assigned by the Network Information Center (NIC). Locally, these
are assigned by the OSU/UTS NIC. A valid IP address and name would look like:

128.146.116.4 nyssa.acs.ohio-state.edu
where 128 - .edu NIC
Jd46 - .ohio-state
and 116.4 - nyssa.acs UTS
where A16 - a subnet of .acs.ohio-state.edu
and 4 . nyssa

IP and hostname pairs are keptatc/hosts which might have the contents:

127.0.0.1 localhost

128.146.116.4 nyssa nyssa.acs.ohio-state.edu loghost
There are 3 class B networks assigned to the Ohio State University:

128.146

140.254

164.107

Which should leave OSU with ample room for expansion for the near future.
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CHAPTER 19

19.1 Network Initialization

On startup thékC scripts are run to configure the system and the network interface. Through these
scripts the system mounts it's local file systems and those it will use over the network. SunOS 5.X
uses most of the scripts latc/init.d when the system enters ruwéé?2. Scripts such a®otusr,

inetinit, inetsvg sendmail rpc, nfs.client, andnfs.sewer start and stop the netwk services.

19.1.1 Configuration Files
The configuration files are in thetc directory. Some of these are shown in the following table.

TABLE 19.1 Configuration Files
Sun0S 4.1.X SunOS 5.X Description
aliases aliases -> ./mail/aliases sendmail aliases file
defaultrouter defaultrouter IP address of the default router
defaultdomain defaultdomain NIS(+) domain name
hostname.xxx hostname.xxx host name for thgxx interface
hosts hosts-> ./inet/hosts hosts file
hosts.equiv hosts.equiv file of equivalent hosts
inetd.conf inetd.conf-> ./inet/inetd.conf configuration file for /usr/shin/inetd
NA netconfig network configuration database
netmasks netmasks> ./inet/netmasks netmask value
NA nodename host name for the system
NA nsswitch.conf configuration file for the name service switch
remote remote remote host description file for tip
resolv.conf resolv.conf configuration file for domain name service
sendmail.cf Jmail/sendmail.cf sendmail configuration file
services services> ./inet/services Internet services file
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19.1.2 /etc/bootparams

Diskless clients depend on the server to inform them of their root and swap partitions. The server
keeps this information in thletcbootparamsfile, e.g.:

ivy root=tardis:/export/root/ivy \
swap=tardis:/export/swap/ivy

19.1.3 File System Mount Options

When mounting a file system you can specify a number of options to indicate the type of file system
and to control access to the file system. The following are valid mount options.

4.2 block special device (BSD 4.2 file system type) (SunOS 4.X only)

ufs block special device (SunOS 5.X)

nfs NFS file system type

tmp TMPFS file system type (SunOS 4.X only)

tmpfs tmpfs file system type (SunOS 5.X only)

swap swapfs file system type (SunOS 5.X only)

rwiro read/write (default), or read-only

bglfg if the first attempt fails retry the mount in the background, or foreground (default)
suid|nosuid allow (default), or disallow, setuid execution

guotajnoquota
soft

enable, or disable, quota checking on this file system (applies locally only)
the nfs mount is interruptible

hard the client will continue trying until the server responds (default)

intr|nointr allow, or disallow (default) the process to be interrupted on hard mounts

retry=n retry the mount operatiomtimes (defaults to 10000)

rsize=n set the read buffer to bytes (defaults to SunOS 4.X: 8192; SunOS 5.X: 32768)

wsize=n set the write buffer ta bytes (defaults to SunOS 4.X: 8192; SunOS 5.X: 32768)

timeo=n set the NFS timeout value totenths of a second (defaults to 7)

noac no attribute and name lookup caching.

retrans=n set the NFS retransmission triesit¢defaults to 3)

actimeo=n set the minimum and maximum cache times for files and directorresgoonds
(no default)

acregmin=n retain cached attributes at least n seconds after file is modified (defaults to 3)

acregmax=n retain cached attributes no more than n seconds after file is modified (defaults to
60).

acdirmin=n retain cached attributes at least n seconds after a directory is modified (defaults to
30)

acdirmax=n retain cached attributes no more than n seconds after a directory is modified
(defaults to 60).

secue set DES authentication for NFS transactions

port=n set the server IP port numbemddefaults to NFS_PORT).

These mount options are valid both on the command line fonthmt command and in the mount
table:/etc/fstab (most Unices) ofetc/vfstab (SunOS 5.X).
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19.1.4 File System Mounting, SunOS 4.1.X

SunOS 4.1.X specifies the file systems to be mounted in thetitlkstab. For example a filsewver
might have inetc/fstab

/dev/sdOa / 4.2 rw,nosuid 11
/dev/sdOf Ivar 4.2 rw 13
/dev/sdOg lusr 4.2 rw 12
/dev/sdOh /home 4.2 rw 14
/dev/sd1lb /export/swap 4.2 rw,nosuid 15
/dev/sdla /export/root 4.2 rw,nosuid 16
swap /tmp tmp rw 00

A disklessclient might have in itgetc/fstal

tardis:/export/root/blueagle / nfs rw 00
tardis:/export/exec/sun4.sunos.4.1.4 lusr nfs ro 00
tardis:/export/share/sunos.4.1.4 lusr/share nfs ro,soft,bg 00
tardis:/usr/local /usr/local nfs rw,hard,bg 0 0
tardis:/home/tardis /home/tardis nfs rw 00
tardis:/var/spool/mail /var/spool/mail nfsrw,noac 00
tardis:/export/exec/kvm/sun4c.sunos.4.1.4  Jusr/kvm nfs ro 00

where the indicated keywords and a few other valid ones have the following meanings:
The last two numbers are the dump interval, in days, and the order infadkicecks the disk.

19.1.5 File System Mounting, SunOS 5.X

19.1.5.1 The mount table, /etc/vfstab
SunOS 5.X specifies it's mount table/etc/vfstab, not/etc/fstab. The format has been changed a
bit also. The fields in this table are:

« device-to-mount the block special device for a local file system, orsteer:/dir
designation for a remote one

» device-to-fsck the raw special device to be used by fsck

¢ mount-point the mount point for the file system

e FS-type file system type, e.g. ufs, nfs, rfs, swapfs, tmpfs, proc

» fsck-pass specifies whether the file systems are checked sequentially or in
parallel

¢ mount-at-boot specify if the file system should be automatically mounted at boot

e mount-options the list of comma-separated options used by mount (no spaces)
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A vistab file might look something like the following. Each field must contain an entry, so where no
option is called for a hyphen)(s used.

#device device mount FS fsck mount  mount
#to mount to fsck point type pass at boot options
/proc - /proc proc - no -

fd - /dev/fd fd - no -

swap - /tmp tmpfs - yes -
/dev/dsk/c0t3d0sO  /dev/rdsk/cOt3d0sQ ufs 1 no -
/dev/dsk/c0t3d0s6  /dev/rdsk/cOt3d0sGusr ufs 2 no -
/dev/dsk/c0t3d0s5  /dev/rdsk/cOt3d0sSopt ufs 3 yes -
/dev/dsk/cOt3d0s1 - - swap - no -
/acs/nyssa/O/swapfile - - swap - no -
/dev/dsk/cOt6d0sO - /cdrom ufs - no ro
tardis:/lhomeftardis - /home/tardis nfs - yes hard,intr,bg

Thefsck passvalue specifies whether or not the file system is checked. If this field contains a value
of 1 or greater the file system is checked. Non ufs type file systems with a zero fsck pass value are
checked. Foufs file systems if this value is zer@)(or hyphen+) the file system is not checked. For
values greater than 1 the files systems are checked in parallel if the preen-oppiois (ised with

fsck (this is the default foufs file systems irsbin/rcS).

The list of mounted file systems is kept in tac/mnttab file.

19.1.5.2 Default File System Types
When using themount command on the command line the default file system typdota
operations is specified in the filetc/default/fs with theLOCAL parameter, and is setuds, i.e.:

LOCAL=ufs
Forremotefile systems the default is specified in the fadec/dfs/fstypes and is set tofs.
When using thenount command these defaults are assumed unless otherwise specified, e.g. by using
the-F option:

# mount -F file-type file-system mount-point
The actual mount command used and the available options are determined by the file-type
specification. The man pages for mount_ufs, mount_nfs, mount_hsfs, mount_rfs, and mount_tmpfs

describe the options available. The actual commands are locdtest/i/fs under subdirectories
named for the file-types.
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19.1.6 File System Mounting, IRIX 5.X
IRIX uses/etc/fstabto specify its file systems, e.g.:

/dev/root / efs rw,raw=/dev/rroot 0 0
mail_server:/var/spool/mail /var/mail nfs hard,bg,intr,noac 0 0
home_server:/lhome/frank /usr/people/frank nfs hard,bg,intr 0 0
file_server:/usr/local /usr/local nfs ro,hard,bg,intr 0 0

Here, for a local device thraw patrtition is specified as one of the mount options.

19.1.7 File System Mounting, Digital UNIX

Digital UNIX uses/etc/fstabwith a format very similar to SunOS 4.X, except for swap space. This
is referenced with asw mount option and for multiple swap areas you can specify the priority, e.g.:

/dev/rz0a / ufsrwll

/proc /proc procfs rw 0 0

/dev/rz0g fusr  ufsrw12

/dev/rz0b swapl ufs sw,pri=00 2

/devirz1lb swap2 ufs sw,pri=10 2

/dev/rz0h /home ufsrw 13

file_server:/usr/local /usr/local nfs rw,hard,bg,intr 0 O

19.1.8 File System Mounting, Ultrix

Ultrix uses/etc/fstabwith a format similar to SunOS 4.X, except that fields are separated by a colon
(:) instead of whitespace, e.g.:

/devirz2a:/:rw:1:1:ufs::
/devirz2g:/usrirw:1:2:ufs::
/dev/rz6e:/usr/local:rw:1:2:ufs::1:2:ufs::

19.2 Host Names and addresses

19.2.1 Static Tables
The table of host names and IP addresses is kégitihosts in the form:

# IP-address hostname alias

127.0.0.1 localhost loghost

128.146.116.4 nyssa nyssa.acs.ohio-state.edu loghost
128.146.116.1 tardis tardis.acs.ohio-state.edu

Generally you will keep the local host name here, its server, or for a server, its diskless clients, anc
maybe a few other frequently used machines.

Diskless machines require that the server know their ethernet address, kefetic/eéktieers e.g:

# ethernet-address  hostname
00:00:A7:00:11:3D  bongo
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19.2.2 Dynamic name resolution

Network names and addresses change and new hosts are constantly being added to the network, so it's
impossible to keep the static host table up-to-date. To serve this need we have Domain Name Servers
(DNS) on the network. These are authoritative, or query the authoritative servers to determine IP
address, when given host names. The DNS server will be runamegd the Internet domain name

server daemoriysr/[etc,sbin]/in.namedl

For SunOS 4.1.X you can get this automatically through the Network Information SeNI&}s (
when you set the optiorB=-b” in /var/lyp/Mak efile and re-initialize the NIS maps. Then NIS will
automatically query the name server specifief@tic/resolvconf for hosts not found in the NIS maps.

For SunOS 5.X you turn on this service by specifyiigs" for the host entry in the network switch
configuration file,/etc/nsswitch.conf You can also have the system query NIS and or the local
letc/hostsfile by specifying those, in the desired order, on this entry, e.qg.:

hosts: dns nis files
Queries to DNS will then be resolved using the information suppligddfresolvconf.
The ktc/resolv.conffile contains the IP domain name of the system and a list of name servers to use.
For SunOS 5.X you can also specify a search path to use, e.g.:

domain acs.ohio-state.edu.

nameserver 128.146.1.7 <---- nsl.net.ohio-state.edu, authoritative for OSU

nameserver 128.146.48.7 <---- ns2.net.ohio-state.edu

search acs.ohio-state.edu magnus.acs.ohio-state.edu eng.ohio-state.edu ohio-state.edu
Thedomain will automatically be appended to any host name not having a) dotliie name. The
first nameserverlisted will be considered primary and queried first. Additional ones will be queried,
in order (up to a maximum of 3), if the primary one does not respond to the request.

Many resolvers will accept tleearchfield, whereby names to be resolved have these strings appended
and then checked for resolution, in the order specified, until one is resolved.

19.2.3 IRIX 5.X

IRIX has a similaretc/resolv.conffile, but it is also used to specify the host resolution order with a
line similar to:

hostresorder local nis bind
in addition to those above.

19.2.4 Ultrix and Digital UNIX
Ultrix and Digital UNIX specify the order to search/@ic/svc.conf with a line similar to:
hosts=local,bind
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19.3 Services

19.3.1 /etc/services

The services available on your system through the network are described in th&/Slevices
This database matches services available with their port numbers and protocol, e.g. a few of the mar
network service entries are:

ftp 21/tcp # File Transfer Protocol

telnet 23/tcp # Telnet

smtp 25/tcp # Simple Mail Transfer Protocol
tftp 69/udp # Trivial File Transfer Protocol
WWwW 80/tcp # World Wide Web

ntp 123/tcp # Network Time Protocol

ntp 123/udp # Network Time Protocol

19.3.2 /etcl/inetd

The internet services daemanetd, is started in th&RC scripts. Inetd responds to requests for
services on your machine. It monitors the services specifieftainetd.conf and uses the
corresponding ports and protocol specifiedeiic/sevices For each service specified in the services
database there is a corresponding entry in the inetd.conf file. So for the above exampleseiitatthe
service there will be a corresponding entryniatd.conf to start the telnet service when a request is
received on the network pd8. This entry will be:

telnet stream tcp nowait root /usr/etc/in.telnetd in.telnetd
Inetd starts up the required daemon to respond to the request for the specified port. After the
connection is made (e.g. at port 23 for telnetd) the transaction is moved to some higher port numbe
Port numbers 0->1023 are considered "trusted ports" and can only be monitored by root. Eact
connection is identified by a set of 2-32-bit numbers and 2-16-bit numbers:

Host number of connection’s origination

Port number of connection’s origination

Host number of connection’s target

Port number of connection’s target

19.3.3 Remote Procedure Calls

The NFS and NIS protocols, among others, use Remote Procedurdk@&l)s¢ request and respond
to queries for information over the network. The services and the RPC program number they use ar
listed in theletc/rpc database, in the form:

# rpc-program-server rpc-program-number aliases

portmapper 100000 portmap sunrpe&--- SunOS 4.1.X
rpcbind 100000 portmap sunrpc rpchird-- SunOS 5.X
nfs 100003 nfsprog
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19.4 Network Programs

19.4.1 ifconfig - Configure the Network Interface

Configure the network interfaces with ttieonfig command. For each interface you can report or
assign the IP, ethernet and broadcast addresses, enable or disable the interface, set the netmask, anc
protocols for the interface.

Syntax

ifconfig [interface] [address] [options]
Common Options

-a apply the action tall interfaces (SunOS 4.X and 5.X only)

-au apply the action to allup" interfaces (SunOS 4.X and 5.X only)

-ad apply the action to alldown" interfaces (SunOS 4.X and 5.X only)

up bring the interfaceip. This happens automatically when you set the first
address on the interface.

down bring the interfacelown. The system will no longer send messages through
this interface.

trailers|-trailers set the flag to use, or disablérdller " link level encapsulation. "trailers" is
no longer used, and it set, is ignored.

arp|-arp enable, or disable, the use of Address Resolution Protocol (arp) to map
between network level and link level address (defaults to arp)

plumbjunplumb setup and open, or destroy and close, the streams necessary to for TCP/IP to

use the interface. After using unplumb the device will not be reported by
"ifconfig -a". (SunOS 5.X only).

broadcastaddress  set the address for broadcasting to the local subnet. The default broadcast
address is the machine address with the host part of the address setto all 1's,
except for SUnOS 4.X which defaults to all O's in the host part of the address.

netmaskmask set the mask for how much of the address to use for the network part of the
address and how much to use for the subnet (host part) of the address.
ether address set the ethernet address
Examples

ifconfig is usually executed at several point&Ri@ scripts, first to bring up each interface, and then
again later to reset the netmask and broadcast for each. To report on the network interface do the
following, whereleOis the primary interface name on most Sun workstations:

# ifconfig le0

le0: flags=63<UP,BROADCAST,NOTRAILERS,RUNNING>

inet 128.146.116.4 netmask ffffff00 broadcast 128.146.116.255

ether 8:0:20:fa:1b:2c
where the netmask value of ffffffO0 is equivalent to 255.255.255.0 and the ethernet address is reported
only if you are the superuser.
The file/etc/netmaskscontains information for non-default netmasks. For SunOS 5.X entries should
have the network address use zeroes to fill out the octets, while in SunOS 4.1.X it should not, e.g:
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# Network netmask
128.146.0.0 255.255.255.0 <-- used by SunOS 5.X
128.146 255.255.255.0 <-- used by SunOS 4.1.X

ifconfig uses this file for its default settings, i.e. when doing the following:
# ifconfig le0 netmask +

19.4.2 Logical Interfaces (SunOS 5.X)

SunOS 5.X allows the use of multiple logical interfaces for each physical network interface. So a
single physical connection can have more than one IP address. The physical interface must first b
"plumbed”, to make it visible tibconfig e.g.:

# ifconfig le0 plumb
Then the logical interfaces can be configured using the device_name:logical_unit_number format,
while retaining the logical unit number O for the default physical interface. Valid logical unit numbers
are 1 through 255. So to set the first logical interface do:

# ifconfig le0:1 IP_address up
Each logical interface can have its own network address, netmask, etc. Then create the file
/etc/hostname.leO:1containing the desired hostname for that logical interface. It should then
automatically be configured after each reboot.

19.4.3 route - Network Routing

Normally you would just use the default route to get to one of the network routers (or the server for
your subnet) and not have to worry about managing the network routing tables on your system. Yol
can have the system set the default route on startup by placing the IP address of the default router
the file/etc/defaultrouter. If you do need to manage the network routing tables then you can run the
network routing daemorm.routed. This will be started for you through tRe& scripts if no default

route exists (i.eetc/defaultrouter is empty or non-existent).

Syntax

route [ options ] [ add|delete ] [ host|net] destination [ gateway [ metric | ]
Common Options

-f flush the routing tables

-n don’t map the IP addresses to host names

add|delete add, or delete, a route to the destination

host|net interpret thedestination as a host or network, respectively

destination network destination address

gateway the network gateway address through which packets are sent

metric number of hops tdestination, required with thedd option. A metric of

0 indicates an inteate on the local machine; specify this if all
destinations are local. A metric of 1 indicates @h the local subnet.
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Examples

To add the server as the default router for a workstation, first kill the route daemon on the workstation,
if it's running, thenflush the existing route with:

# route -f
Lastly, add thelefault route for the interface:

# route add default 128.146.116.1 1
wheredefault is the designation used to indicate tiestination addressfor all non-local packets,
128.146.116.1s the address of the@uter for the sub-net, and it ishop away.

19.4.4 netstat - Show Network Status
Report the status of the network, with its interfaces and sockets, with netstat.
Syntax

netstat[ options ] [ system ] [ core ]
Common Options

-a show status of all sockets, including server processes
-f address_family report only statistics related to the address_family, one of:
inet AF_INET address family
unix AF_UNIX family
-i show status of auto-configured interfaces only
-m show management statistics (or STREAMS statistics, SunOS 5.X only)
-n don’'t map the IP addresses to host names
-r show the routing tables, or statistics (with -s)
-S show the per-protocol statistics, or routing statistics (with -r)
-g show multicast groups (SunOS 5.X only)
-M show multicast groups (IRIX only)
-p show the address resolution protocol (ARP) statistics (SunOS 5.X only)
-v verbose (SunOS 5.X only)
system defaults to the kernel, e.g. /vmunix
core specify the kernel core file when examingeecoreoutput, e.g. for SunOS

4.1X: system=vmunix.Q core=vmcore.Q
Examples

You can check the routes that the machine is actually usinghetskat e.g.:

# netstat -rn
Routing tables

Destination Gateway Flags Refcnt Use Interface
127.0.0.1 127.0.0.1 UH 1 10007 o0
default 128.146.116.1UG 27 55222481 le0
128.146.116.0 128.146.116.4U 29 138605429 le0
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The -i option will show the status of the network interfaces, e.g.:
# netstat -i
Name Mtu  Net/Dest Address  Ipkts lerrs  Opkts Oerrs Collis Queue
le0 1500 128.146.116.0server 33168177 864 34382907 19 49045 0
lel 1500 128.146.6.0 server-gw 25310460 1193 20675896 0O 62690 0

o0 1536 loopback localhost 458882 0 458882 0 0 0
where

mtu maximum transmission unit

Ipkts Input packets

lerrs Input errors

Opkts Output Packets

Oerrs Output errors

Collis Collisions

Queue number in the Queue

Often a shortage of buffers can lead to input errors. If the input error rate, lerrs/IpKi8025
(0.025%), you may want to experiment with increasing the receive buffers. Here lerrs/lpkts is
0.000026 for lIe0 and 0.000047 for lel.

Network saturation can be investigated by looking at the collisionCatks, for a few days. If any
of the following are true than one should be concerned.

(Collis + lerrs + Oerrs)/(Ipkts + Opkts)0.02 (2%) (0.0007, .07%)
Collis/Opkts> 0.02 (2%) (0.0014, .14%)
Oerrs> 0%
This may indicate that the network is saturafBeffic or xtr can give you an indication of the ethernet

usage. If it consistently reports 35% utilization then the ethernet segment is saturated and you shoul
look at ways to distribute the load.

The netstatcommand has a few new options for SunOS 5.X to report on the new TCP/IP features,
including IP multicastingIP multicasting allows the sender to transmit one packet to be received by
one or more, but not necessarily all, hosts on a network. This is useful in multi-party communications
when sending the same data to multiple destinations. With logical addressing you can send to
service, rather than a host. The default multicast address is 244.0.0.0. The address 244.0.0.1
permanently assigned to the group of all hosts and gateways patrticipating in IP multicasting. Host
groups are identified by this address and interested hosts listen on this address.

19.5 SunOS 5.X

19.5.1 Host Name

The SunOS 5.X system host name is stored in several files. These filéstcAredename
letchostname.xxx /etc/inethosts and in the hosts files in the directories,
letc/net/fticlts ticots ticotsord]. These three refer to the loopback transport providers of the same
names. Should you ever change the host name you’ll need to change it in all these files. Another wa
to change the hostname is to touett/. UNCONFIGURED and then reboot the machine. On the
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way back up you will be prompted for the system identification information, including hostname, IP
address, NIS/NIS+ type and server, etc.

19.5.2 The rpchind Server

The serverrpcbind, replacegportmapas the service providing addresses of server programs to client
programs. Thepcbind server is started by the scriptc/init.d/r pc.

19.5.3 Selections

19.5.3.1 Network Services
The network services to use are specified in theédtl&#nsswitch.conf Here you can specify the var-
ious name and service databases and the order in which to search the databases.

Thedatabasesassociated with this switch are:

aliases for sendmail

automount for the automounter
bootparams for bootparamd

ethers for mapping ethernet address to hostnames
group for getting group names

hosts for checking host names
netmasks for ifconfig

networks for Internet network addresses
passwd for checking login entries
protocols for protocol names

publickey for the rpc public key

rpc for the rpc service addresses
services for the network services list

These databases can use the folloveiogrces

files e.g. letc/hosts, /etc/passwd, etc.

nis NIS

nisplus NIS+

dns Domain Name Service

compat allows use oft/- entries in passwd and group files (for NIS)

A typical nsswitch.conffile is:

passwd: compat files nis

group: files nis

# consult /etc “files” only if nis is down.

hosts: dns nis [NOTFOUND-=return] files
networks: nis [NOTFOUND-=return] files
protocols: nis [NOTFOUND-=return] files
rpc: nis [NOTFOUND=return] files
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ethers: nis [NOTFOUND=return] files
netmasks: nis [NOTFOUND=return] files
bootparams: nis [NOTFOUND-=return] files
publickey: nis [NOTFOUND=return] files
netgroup: nis

automount files nis

aliases: files nis

# for efficient getservbyname() avoid nis
services: files nis

sendmailvars: files

19.6 Ultrix and Digital UNIX

The/etc/svc.conffile specifies the databases and services, e.g.:

# Note: White space allowed only after commas or newlines.
# File Format
# database=service,service
#
# The database can be:
# aliases

group

hosts

netgroup

networks

passwd

protocols

rpc

services
The service can be:

local

yp

bind (hosts ONLY)
aliases=local
group=local
hosts=local,bind
netgroup=local
networks=local
passwd=local
protocols=local
rpc=local
services=local
SECLEVEL=BSD # for backward compatibility ONLY

#
#
#
#
#
#
#
#
#
#
#
#
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19.7 Miscellaneous Configuration Files

19.7.1 /etc/syslog.conf

The system log daemosyslogd records it’s information in log files on the system as determined by
its configuration file, /etc/syslogconf. These log files, usuallyvar/adm/messagesand/or
Ivar/log/syslog or /var/adm/SYSLOG (IRIX) or /var/adm/syserr/syserthostname(Ultrix) will,
among others, contain messages related to problems with the network. The Solaysl@yd
requires that then4 macro process program be installed/{sr/ccs/bin) to interpret thesyslog.conf

file. syslogdcan be run with thed option to debug problems wilyslog.conf entries.

19.7.2 /etc/hosts.equiv

We sometimes want to allow other users, on systems we trust, to login over the network without
supplying a password. In other words, we presume that authentication on their system is equivalent to
our own. We can accomplish this by putting their system hostname in tletdifeosts.equi. When

an rlogin or rsh request comes in from one of these hosts there is no prompt for a password. This
applies for all users except the root user. SunOS 4.X is delivered+With this file, meaningALL

hosts are trusted. If you are not going to use this file remove it. On a per user basis-thbdges

is equivalent to the above file; this also includes the root user.

19.7.3 Terminals

The terminal configuration files are covered in the chaptesdaling Hard ware, and theService
Access Rcility .

19.7.4 Mail

We will look at the mail related configuration filesendmail.cfandaliasesin theMail chapter.

194 © 1998 University Technology services, The Ohio State University UNIX System Administration



CHAPTER 20 Distributed File System
Administration

20.1 Distributed File Systems

There are two distributed file systems used by SunOS, the Network File Sy¢Shand the
Remote File SharingRFS) system. These both operate over the network and allow you to share
files. The latter also allows you to share devices. These are both available in SunOS 4.1.X and 5.
though RFS did not survive beyond 5.2. The commands for using these programs are different in th
two releases. A machine can simultaneously run both NFS and RFS.

20.1.1 The Network File System

The Netvork File Systenwas developed by Sun Microsystems and is licensed to many vendors. It
allows the sharing of file systems and directories, and provides a common login environment
regardless of the network machine on which you login. It's a service that is designed to be machine
independent and transparent to the user.

NFS uses remote procedure calls (RPC) through the external data representation protocol (XDR
to communicate between machines. The user doesn’t have to know any of the details. When thing
are working properly local and remote file systems will appear as one big local file system to the user

The major functions of NFS are mount/export directories from/to other computers, on/off your local
network, so that they can be accessed as if they were local. An NFS client can mount files system
from more than one NFS server. These mounts are done through the ethernet. The NFS server dc
not maintain state information about its clients open files; this must be done by the client. The servel
program is small and efficient, while the client program has to do most of the work.

NFS supports diskless workstation booting and automounting, and allows you to mount NFS
directories on top of other NFS directories.

20.1.2 The Remote File Sharing System

The Remote File Sharing system, was developed by AT&T to allow UNIX workstations to share files
over a network. It allows workstations to act as clients of servers.

RFS provides access to files and directories without the user having to know where the resource is
located. A nameserver is used to register resource hames, so the client machine doesn’t need to kne
where the resources are. Resources are moved simply by changing entries in the nameserver regist
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RFS allows users to mount special directories so that they can share devices (e.g. tape drives) residing
on other machines.

RFS is a stateful protocol; the server maintains state information of local resources. The server
knows what each client is doing to it’s files at all times. The server can detect client crashes, so cache
consistency is guaranteed.

RFS can NOT be used to boot diskless clients.
RFS does NOT support symbolic linking or automounting.
RFS does NOT support mounting of a directory on top of an existing RFS directory.

20.2 NFS Protocol

The NFS protocol uses RPCs to communicate between client and server. The client issues an RPC
request for information from the server which replies with the result. If requests go to a machine with
different byte ordering XDR can translate between them. There are 16 different RPCs used by NFS
version 2 to request and regulate file access.

The RPCs run on top of the UDP protocol. UDP is faster than TCP, but doesn’t provide any error
checking. NFS relies on the built-in retry logic of the RPCs to make sure that requests and replies
arrive at their destinations. The client can specify block sizes, number of retry attempts, and time to
wait values when it mounts the servers files, with defaults of 8k blocks (seza&]:write: wsize), 5

retries (etrans), and a 1 second timeouinfeo). If the client doesn’t receive an acknowledgment
within the timeout period it sends the request again. To prevent overloading the server it then doubles
the time-to-wait period. The client continues the cycle until the server responds or the retry limit is
reached. If the latter occurs you get the familids ‘server not respondih@rror message. Since the

NFS protocol is stateless the client receiving this error has no information to decide if the problem is
with the network or with the server. Processes trying to access server files, e.g. df, will happily wait
until the server responds, as it is blocked until it receives a reply. If the server crashed the client
program will pick up where it left off after the server comes back on line. You casafariounts

to give you the ability to break out from stalled RPC send/receive requests. If you really want to
ensure that write requests are completed, though, you shoultharsé mounts, and also specify

"intr " if you want to be able to abort the command.

Before a client issues an RPC request to the server it checks to see if the desired data is already
cached from an earlier request. If the data is newer than the cache attribute timeouaictiate®, (

with a default of 30 seconds) than the data is used, otherwise it sends a request to the server to
compare the modification time of it's cached file with that of the server’s file. If the server’s file is
newer a request to resend the data is issued.

NFS wersion 3 used by IRIX 5.3+ and SunOS 5.5+ has some significant enhancements over earlier
versions. NFS can now run on top of the TCP protocol. Additionally it now supports safe
asynchronous writes, finer access control, and larger file transfer sizes, with less overhead. Since
NFS is stateless you want to make sure that the server has really performed the write request to a
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stable storage area before acknowledging it to the client. Version 3 allows unsafe, asynchronous
writes to be committed to stable storage reliably.

The maximum transfer size has been increased from 8 kB to 4 GB, where the machines negotiate tt
transfer size, up to 64 KB, the maximum allowed for both UDP and TCP. The protocol, either TCP
or UDP, is also negotiated between the machines, defaulting to TCP if both ends support it. The nev
protocol now allows 64-bit file offsets, up from the former 32-bit limit, supporting arbitrarily large
file sizes. The new version is more efficient, e.g. it returns the file attributes after each call,
eliminating the need to issue a separate request for this information.

Solaris 2.5 and IRIX 5.3+ NFS implementations support both version 3 and version 2 of the
protocols, so that they can reliably communicate with clients and servers supporting either, with full
backwards compatibility. Both NFS versions use port 2049 and should have such and entry for bott
udp and tcp in /etc/services. The 22 RPC requests used be NFS version 3 are listed below.

TABLE 20.1 NFS RPC calls
NFS version 3 | NFS version 2 Description
void null Does nothing, except make sure the connection is up
GETATTR getattr get file, or directory, attributes, e.qg. file type, access times & permissigns
SETATTR setattr set file, or directory, attributes
LOOKUP lookup lookup file name in a directory
ACCESS check access permissions for a user
READLINK readlink read the data from a symbolic link
READ read read from a file
WRITE write write to a file
CREATE create create a file or symbolic link
MKDIR mkdir create a directory
SYMLINK symlink create a symbolic link
MKNOD create a special device node
REMOVE remove remove a file (delete the directory entry)
RMDIR rmdir remove a directory (delete the subdirectory entry from a directory)
RENAME rename rename a file or directory
LINK link create a link to an object
READDIR readdir read from a directory
READDIRPLUS extended read from a directory
FSSTAT statfs get dynamic file system state information
FSINFO get static file system state information
PATHCONF retrieve POSIX information for the filesystem
COMMIT commit the cached data on the server to stable storage (force a flush of data
previously written to the server)
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20.3 Sun0S 4.1.X

20.3.1 NFS

20.3.1.1 Server
For an NFS server the important commanfdiss/etc/exportfs. This command must be run to enable
clients to mount the file systems. You can specify file systems to be exported on the command line,
or you can use tha (all) option to the default export filégtc/exports

/etc/exportscontains the list of system directories to export, who has access to them, and the nature of
the access (e.g. rw or ro, root, etc.). A file server might have the following exports file to service
diskless and dataless clients of multiple hardware architectures.

/home -access=nyssa:blueagle:leela
/usr -root=blueagle,access=blueagle
/usr/local -root=nyssa,access=nyssa:blueagle
/usr/sun3/local -access=leela
/var/spool/mail -access=nyssa:blueagle:leela
lexport/share -access=blueagle:leela:nyssa
/export/exec/sun3x.sunos.4.1.1 -access=leela
/export/exec/kvm/sun4c.sunos.4.1.4 -access=blueagle
/export/exec/kvm/sun3x -access=leela
/export/root/leela -root=leela,access=leela
/export/root/swap/leela -root=leela,access=leela
lexport/root/blueagle -root=blueagle,access=blueagle
/export/swap/blueagle -root=blueable,access=blueagle
If you don’t specify restrictions it defaults to allow read/write access to all, expairts contains:

/
yourroot directory is accessible to everyone on the net.

After you edit/etc/exportsto make the directories mountable by other systems you need to run:

# Jusr/etc/exportfs -a
The server needs to run the NFS mount daenparmountd and several NFS service daemarisd
(typically 8 for a low use server). These two daemons handle NFS mount requests and client requests,
respectively. NFS also requires that the block 10 daentaood;, be running (normally 4 are started)
to buffer read-ahead and write-behind requests. These are used for all client requests, both local and
through NFS. The block IO daemons are always started.lmcal, the other NFS daemons started
for the server during boot brg.local only if /etclexports exists. The relevant lines ic.local are:

if [ -f lusr/etc/biod ]; then

biod 4; (echo -n ' biod") >/dev/console
fi
if [ -f letc/exports ]; then

> /etc/xtab

exportfs -a >/dev/console
nfsd 8 & (echo-n’nfsd’)  >/dev/console
rpc.mountd -n >/dev/console

fi
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If you create amxportsfile later you will need to start these by hand before your system can become
a server.

The file /etc/xtab contains the list of files actually exported @gportfs If you execute exportfs
without any options it will display this list.

You can use thehovmountcommand to see who is mounting your file systems, though it's not a very
accurate representation of the current state.

20.3.1.2 Client
The client normally mounts all file systems listedatc/fstabduring the boot process. Those of type
nfs are mounted when thenbunt -at nf$ command is issued ifetc/rc.single e.g. an nfs entry in
fstab might be:

tardis:’nome /home nfs rw 0 O
You can also mount file systems from the command line, e.g.:

# mount -t nfs tardis:/home /home
This will issue an NFS request to the server, tardis, to mount the file system, /home, on the loca
directory, /home.

The client needs to be running the block 10 daerborg, to buffer NFS requests (normally 4 are
started).

Another way to mount file systems is to use the automounter. The automount daetoomunt

will automatically mount the desired file system whenever a file/directory in that file system is
accessed. Itintercepts any requests for access to the file system and then uses the information in a N
map or local file to decide how and where to mount the file system. If no access is made after a few
minutes the file system is unmounted again.

20.3.2 RFS

20.3.2.1 Security
Security for RFS is provided through:

¢ machine passwords

read-only access to resources

can restrict machines allowed to access resources
- can force users off at any time

file access based on user and group id mapping

20.3.2.2 Components of RFS
The RFS Domain consists of:

e primary name server

e secondary name servers
« RFS resource servers
 RFSclients
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The RFS name sexer maintains information about the RFS domain, available resources, and
passwords for use in the domain.

TheRFSfile server can advertise resources from itself or those that iNfF&mounted.
TheRFS client mounts resources advertised fromRES file sewer.

20.3.2.3 Installation and Initialization
TheRFS software must be loaded from the Installation tape or CDROM, either at installation or later
with theadd_servicesitility.

The followingkernel options are required in the configuration file in order to use RFS:

options RFS
options VFSSTATS
pseudo device timé4
pseudo device tirw64
pseudo device tcptli32
pseudo device sp

pseudo device clone
pseudo device shit

pseudo device pf

pseudo device nbuf

You need to choose a unigdemain name having a maximum of 14 characters (SysV restriction).
Then create the fildusr/nsewve/rfmaster, on the primary name server. This file should contain the
names and IP addresses of the primary and secondary RFS name servers in the format:

RFS_domain server_type RFS_domain.hosthame

RFS_domain.hostnam& hex_ IP_address
wheresener_typeshould be replaced by either(primary) orS (secondary), and separate each field
of a line by a space or tab.

To convert an IP address to hex use the following command for hosts listed in /etc/hosts:

% hostrfs tardis

\x00021450809274010000000000000000
The database fildusr/nsewve/rfmaster, should be readable by everyone, but writable only by root
(mode 644).

Initialize RFS on the nanmsewver with:

# dorfs init RFS_domain tcp [port num]
whereinit initializes the services for the domain aop specifies the network protocol type.

The RFS daemons are started with:

# dorfs start
This will start the daemon8stener, rfudaemon rfs:sener, rfs:recovery, rfs:rfdaemon

RFS startup can be done at boot time by uncommenting the associated/ét@sin

Initialize RFS on thelient by first copying théusr/nserve/rfmaster file from the server, again setting
the permissions to 644. After the primary name server is started initialize RFS with:

# dorfs init RFS_domain tcp [port num]
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and start the RFS daemons with:
# dorfs start

20.3.2.4 Advertising and Monitoring the Resources
Thesener now needs to advertise resources it wishes to export widdtheommand.

An example whereby you want to allow the tape devices of the server to be available to the clients, yot
could create the directorgdev/rdev on the server. The files in /dev/rdev would be links to the tape
devices, e.g.:

# In /dev/rst8 /dev/rdev/rst8

# In /dev/rmt8 /dev/rdev/rmt8
Then you advertise the resources in /dev/rdev to the client:

# adv -r -d "tardis devices" tardisdevs /dev/rdev nyssa
Here | have advertised th&rdis devices directory,/dev/rdev, read-only, which will be known only
to the client nyssa, with the nar@disdevs. If you want to advertise resources automatically create
a file /etc/rstab on the RFS server. It should be a shell scrippd commands and should be
executable by all, mode 755.

To display the advertised properties on the server usadikeommand without options, e.g.:

# adv
tardisdevs  /dev/rdev "tardis devices" read-only nyssa
To unadwertisea resource on the server usedhadvcommand, e.g.:

# unadv resource
To find out what resources are available on the client usestieerycommand, e.qg.:

# nsquery
RESOURCE ACCESS SERVER DESCRIPTION
tardisdevs read-only rfs_acs.tardis tardis devices

Mount the resource on the client with tiheunt command, specifying the RFS device, e.g.:

# mount -r -d tardisdev /mnt
where "“r" specifies read-only, andd" is followed by the name of the RFS resource.

To unmount the directory use tbenountcommand, e.g.:

# umount -d tardisdev
To mount an RFS resource automatically at boot time add an ergtg/tstab similar to:

tardisdev /mnt rfsro00
To unadvertise and forcibly unmount a resource from all clients type seler usefumount, e.g.:

# fumount [-w seconds] resource
The superuser can monitor client use of server resources wittmnitgtat command:

# rmntstat
RESOURCE PATH HOSTNAMES
tardisdevs /dev/rdev rfs_acs.nyssa

Thefuser command can be used on the client to see who is using the resource, e.g.:
# fuser tardisdevs
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20.4 SunOS 5.X

SunOS 5.X uses a common set of commands and files to administer both the Network File System
(NFS) and the Remote File SharingKS) system. This combination is known as the Distributed File
System DFS). These common set of commands for DFS replace the individual commands for NFS
and RFS of SunOS 4.X. Through DFS you can share files, directories, and devices over the network.

The operative word witDFS is sharing. With DFS weshare file systems, rather thaxport them.
letc/lexports and exportfs are gone. In place of these files we have the control filegeio/ttie
directory and thehareandshareallcommands. The files iletc/dfsare:

e dfstab containing commands for sharing resources across the network
« fstypes which registers the DFS packages on the system, i.e. nfs and rfs
e sharetab containing a table of local resources being shared

20.4.1 /etc/dfs/dfstab

This server file contains a series of share commands for sharing the resources. Each line consists of a
share command specifying the resource to be shared, the file system type, a description of the
resource and options specifying client access to the resource. The commands in this file are
automatically executed when entering run level 3. An examplelistab would be:

place share(1M) commands here for automatic execution
on entering init state 3.

share [-F fstype] [ -0 options] [-d “<text>"] <pathname> [resource]
.e.g,

share -F nfs -0 rw=engineering -d “home dirs” /export/home2
share -F nfs -0 ro=ace:tardis:gallifrey -d “nyssa cdrom” /cdrom

HHHHHH

20.4.2 /etc/dfs/fstypes

For each distributed file system type installed on the system there is afsbgasthat begins with
the file system type name followed by a description of the package, e.g. for nfs:

nfs nfs utilities: version 11.4.2

20.4.3 /etc/dfs/sharetab

This contains a table of shared local resources and is createddhatbeommand. There is a line

for each resource shared containing the pathname of the resource, the resource being shared, the file
system type, specific options specifying how the resource is being shared, and a description of the
resource, e.g.:

/cdrom nfs ro=ace:tardis:gallifrey nyssa cdrom
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20.4.4 Daemons

The block I1/0 daemon&iod, have been replaced by kernel threads. NFS write requests are queued
and assigned to a kernel thread on a per-mount basis. The kernel thread performs the asynchrona
write request. The kernel threads are created on demand, with up to 8 per mount point allowed
When there are no outstanding write requests no threads exists for that mount point.

8 nfs daemongifsd, and the mount daemomountd, are started when you initiate run level 3 by the
letc/rc3.d/S15nfs.serer script These daemons are physically located/usr/lib/nfs. If the
letc/dfs/dfstabfile is empty when entering run level 3 ttni@untd andnfsd daemons are not started.
To start these daemons later you can place an entry dfdtad file and executéinit 1", and then
return to run level 3, or you can executenfgesewner script mentioned above.

NFS clients require th&tatdandlockd daemons, also located in /usr/lib/nfs.

20.4.5 The Automount File System, autofs

Autofs mounts file systems when they are accessed and unmounts them after a specified period c
inactivity. It uses thautomount daemonjsr/lib/autofs/automountdto control the mounting of file
systems. This daemon is started at run-level 2 byetibénit.d/autofs script which also mounts the

file systems with théusr/sbin/automountcommand.

The automount system doesn’t use /etc/vistab to specify file systems. It uses the maps specified in tt
/etc/auto_masterfile and in the NIS(+) system. (This file is knownaago.masterfor NIS.) The
auto_masterfile has entries of the form:

#mount-point map-name [ mount-options ]
+auto_master

/net -hosts -nosuid

/home auto_home

In this file +auto_masterrefers to an NIS(+) master map. If one exists insert those entries as if they
were part of this file. The remaining entries specify the directory to automount the file and the
automount map associated with it. Fhestsmap entry specifies all the NFS exported file systems

in the NIS(+)hostsdatabase. These will be mounted/ioet, e.g. the file systems for a hostydis,

will be mounted on /net/tardis. For the last entry in auto_master there is a corresponding
/etc/auto _homefile with contents:

+auto_home
indicating that thauto_homeNIS(+) map should be used. (This file is knowaa®.homefor NIS.)
When the location of this file is not specified by the complete path name it is follows the convention
determined by thautomountentry in /etc/nsswitch.conf, e.g.:

automount: files nis
which specifies that the files ifetc should be checked first, followed by thNdS maps. The
auto_hometable maps login names with directories, and is managed through the NIS(+) system.

The automount maps can be direct or indirect. The direct maps specifies a mount point on the clier
for a specific directory on the server. An indirect map refers to a table of automount points. The
indirect map is the more common way of using the automounter.
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In a direct map you can specify more than one server from which to access read-only file systems, e.g.:

/usr/man -ro serverl:/usr/man server2:/usr/man server3:/usr/man
The system will mount the nearest available server, with those on the same subnet being given
preference.

You can use certain variables in these maps by prefacing a dollar sign to the variable name. The
variable names recognized by the automounter are:

Variable Name Variable Meaning Example
ARCH hardware architecture sun4c
CPU processor type sparc
HOST hostname nyssa
OSNAME operating system name SunOS
OSREL operating system release number 5.5
OSVERS operating system version FCS1.0

When you make an addition or deletion to a direct map you need to run the automount command to
have the change take effect. Modifications to existing entries don’t require you to do this.

To modify the master NIS+ maps use thstbladmcommand then run the automount command to
have the changes take effect. We’ll look at the nistbladm command in the chapter on NIS+ later in the
course.

You can access non-NFS file systems through the automounter, including removable media and
cachefs file systems. For these you need to specify the file system type and the device file or cache to
use. To mount a cachefs file system put an entry similar to the following in master map:

/home auto_home  -fstype=cachefs, cache=/local/cache
You can not automount a file system on top of another automounted file system.

By default when you boot your system it will try to automount the home directories known to the
NIS(+) server. If you don’t want to run the automounter move the/étejrc2.d/S74autofsto a
name not beginning withs", e.g. old.S74autofs.

20.4.6 Utilities

20.4.6.1 Mounting and Unmounting Resources
To mount and unmount resources we havertbant, mountall, umount, andumountall commands.
With themountcommand you can specify the file system tyb9 &nd options to be usea] for the
mount. With thenountall command you can designate a file system tyipednd either local-() or
remote {r) file systems. Use@mountto unmount a file system. There are similar options for the
umountall command with the addition of a kilk) option to send a kill signal to all processes with
open files on the indicated systems.

Your local systems are mounted when going to run level 2tojrc2.d/SOLMOUNTFSYS NFS
clients resources are mounted at run level 2 also b$iBafs.clientscript.
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20.4.6.2 Sharing and Unsharing Resources
To share resources use steare andshareall commands and unshare them with timshare and
unshareallcommands. You can specify file system typ€&9 (a description of the resourceland
various options to control client access (vith ro/rw, or rw=client[:client2]). With thenshare(all)
commands you can only specify a file system type, so you can unshare all nfs file types with the
command:

# unshareall -F nfs
Theshareallcommand shares all resources specified inetoédfs/dfstabfile, or a named file.

When invoked with no arguments thlearecommand displays the resources currently shared, e.g.:

# share
- /cdrom ro=ace:tardis:gallifrey “nyssa cdrom”

20.4.6.3 Displaying Available Resources
To display mounted resources information usedimeounts command. This command shows the
local resources that are shared along with the clients that have the resource mounted.

# dfmounts
RESOURCE SERVER PATH CLIENTS
- nyssa /cdrom gallifrey

To display available resources from remote or local systems udéstfaescommand, e.g.:

# dfshares
RESOURCE SERVER ACCESS TRANSPORT
nyssa:/cdrom nyssa - -

20.5 DFS Command Summary

The following table summarizes the commands used to administer Distributed File Systems in
SunOS.

TABLE 20.2 DFS Command Summary
SunOS 4.X Sun0OS 5.X Description
mount -a mountall Mount all file systems
umount -a umountall Unmount all file systems
exportfs share Share file systems
exportfs -u unshare Unshare file systems
exportfs -a shareall Share all file systems
showmount -d dfmounts Show mounted file systems
showmount -e dfshares Show shared file systems
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20.6 IRIX 5.X, Ultrix and Digital UNIX

IRIX 5.X, Ultrix, and Digital UNIX all us€etc/exportsto specify the files available for sharing over
the network. IRIX, similar to SunOS 4.X, requires you to fusr/etc/exportfsto actually export
those files. Ultrix and Digital UNIX do not use thgportfscommand.

20.7 NFS statistics

20.7.1 netstat
netstatcan be used to show the per-protocol statistics witkstbptions, e.g. on SunOS 4.1.X:

# netstat -s
udp:
0 incomplete headers
0 bad data length fields
0 bad checksums
0 socket overflows
tcp:
21392 packets sent
13925 data packets (1565473 bytes)
23 data packets (901 bytes) retransmitted

If udp reports socket overflows then increase the numbefsd, as user processes aren’t draining
the sockets quickly enough. Typically a SunOS 4.X server starts, by default, 8 NFS daemons. On
some systems it may be more appropriate to have 2P nfsds.

20.7.2 nfsstat

The nfsstat command can be used to display statistics relatédF® activity. This command is
useful when trying to debuFS andRPC problems. nfsstatalso has options to show both client
and server information.

20.7.2.1 Server
On the server usafsstat -ns(-n 0 NFS information:s[] server) to examine the statistics, e.qg.:

% nfsstat -ns

Server nfs:

calls badcalls

69350 0

null getattr setattr root lookup readlink read

0 0% 54682 78% 266 0% 0 0% 7138 10% 748 1% 3352 4%
wrcache write create remove rename link symlink
0 0% 1465 2% 421 0% 247 0% 84 0% 5 0% 0 0%
mkdir rmdir readdir fsstat

3 0% 0 0% 902 1% 37 0%
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Of these RPC calls, root and wrcache are not currently used by NFS.

If readlink is high £10%) replace symbolic links with mount points wherever possible on the client
to improve NFS performance.

If getattr is>50% check for non-default attribute caching.

20.7.2.2 Client
To display client statistics, on the client exeqftestat -rc(-r 0 RPC information:c [0 client), e.g.:

% nfsstat -rc

Client rpc:
calls badcalls retrans badxid timeout  wait newcred timers
307703 54 31 24 82 0 0 2037
where

calls total number of RPC calls received

badcalls timeouts resulting from RPC error

retrans retransmission count

badxid duplicate responses from server

timeout # of RPC calls timed out

wait calls that had to wait on a busy CLIENT handle

newcred refreshes of authentication information

If retrans > 5% of total calls, then requests are not reaching the server.
If badxid ~ timeout, then most requests are reaching the server, and the server is the bottleneck.
If badcalls ~ timeout then soft-mounted filesystems are failing.
You can check the NFS mounted file system states farlithr@ with nfsstat -m(-m [0 NFS stats for
each mounted file system), e.g.:
% nfsstat -m
{usr/local from server:/usr/local
Flags: vers=2,proto=udp,auth=unix,hard,intr,dynamic,rsize=8192,wsize=8192,retrans=5
Lookups: srtt=7 (17ms), dev=4 (20ms), cur=2 (40ms)
Reads: srtt=7 (17ms), dev=4 (20ms), cur=2 (40ms)
Writes: srtt=31 (77ms), dev=3 (15ms), cur=5 (100ms)
All:  srtt=7 (17ms), dev=4 (20ms), cur=2 (40ms)

/opt/ftp from susan:/opt/ftp
Flags: vers=3,proto=tcp,auth=unix,hard,intr,link,symlink,acl,rsize=32768,wsize=32768,retrans=5
All:  srtt=0 (Oms), dev=0 (Oms), cur=0 (Oms)

where
srtt smoothed round-trip time
dev estimated deviation
cur current backed-off timeout value
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If srtt > 50 ms then the mount point is slow, either at the server or because of network problems.

If Lookups: cur > 80 ms or Reads: cur > 150 msor Writes: cur > 250 ms it’s taking tool long to
process the requests on the server side (either server or network).

If you frequently see theNFS sener not respondiny error message it maybe time to increase the
timeo setting on the mount itetc/fstab or /etc/vfstab (SunOS 5.X).

To correct for slow servers, (i.badxid ~ timeouf) increase the RPC timeouinfeo option of the

mount command). To correct fdrvadcalls ~ timeout increase etrans and possiblytimeo option

values. It is recommended that soft mounts not be used for writable filesystems or for executable files.
Soft is recommended for only non-executable file systems mounted read-only. For other filesystems
"hard,intr ,bg’ is recommended. If the network is the bottleneck laglxid ~ Q) it may be necessary

to decrease the NFS buffer sizessze andwsize on theclient from 8kB to 2kB. Network bottlenecks

can also have other causes, e.g. the interconnection device (gateway, router, bridge) may be limiting.
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CHAPTER 21 Network Information
Services (NIS and NIS+)

21.1 What is it and what does it do for you?

The Network Information ServiceN(S) allows networked machines to have a common interface
regardless of the workstation that you log into. This service was formerly known as the Yellow Pages,
or YP. With NIS you have the same passwd and group files (same uid and gid) and can be placed int
the same home directory on each of your machines.

These services are considerably expanded under SunOS 5.X as Network Information Services Pl
(NIS+). The Solaris 2 CDROM provides an NIS+ version that will run under SunOS 4.1.X in case
you want to mix and match servers.

21.2 NIS

21.2.1 Initialization
Install the NIS software during installation wghninstall, or later with /usr/etc/instaiid_services

Initialize the NIS domain by runninfusr/etc/ypseryon the server and on its clients running
lusr/etc/ypbind This is done iretc/rc.local The NIS servers can also be NIS clients. You can
have slave servers for redundancy.

You need to specifyd@mainname e.g. department, etc. fetc/rc.local This is completely separate

from the IP domain name. Normally the NIS domainname is put in thetidelefaultdomain for

use during startup. If this file does not exist or has the contents "noname", it is assumed that you ar
not using NIS. The domainname can be set or displayed wittothainnamecommand.

You originally set up the NIS databases on the server with the comrhamtetc/yp/ypinit -m/s
(master/slave). In the simple case the server is the master for all maps in the database. All databas
are built from scratch witgipinit. To update changed databases, e.g. after installing a new user:

# cd /varlyp; make
This will push the new databases to all the machines in the NIS domain.

If you have more than one NIS server you may wish to bind a particular machine with a specific server
This can be done with thgsetcommand in conjunction with using thgosetoption toypbind

To display your current NIS server use $pgvhich command.
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To display contents of the NIS tables you can usegplatandypmatd commands.ypcatlists the
specified table ypmatd matches a keyword with the specified table, e.g.:

% ypmatch frank passwd
frank:jkl/fdasjklKY:101:10:Frank G Fiamingo:/home/tardis/frank:/usr/bin/tcsh

21.2.2 Databases controlled by NIS

The information in the NIS maps is in a database format usingitina library. Each map has 2 files:
.pag, and .dir. These are contained in a subdirectdwadyp named after your NIS "domain”. The
databases are:

Name Service
aliases mail aliases and addresses
bootparams boot and NFS mount information for diskless clients
ethers hostname and ethernet addresses
group group names and gid’'s
hosts hostname and internet addresses
netgroup netgroup membership list
netid map of local userID/grouplD/group access-list and hosts for DES
netmasks network number and netmask
networks network number and internet name
passwd username and password information
protocols internet protocol names and numbers
publickey public and secret keys for secure NFS
rpc RPC program name and number
services internet service name, port number, and protocol
To tell the SunOS 4.1.X system to use the NIS database for passwd and group files put entries such as:
+::0:0:::

as the last entry in thietc/passwdfile of the NIS clients, i.e. all NIS password entries are valid on
this host. Other examples of limitations and exclusions arétiwpasswd
+frank: - frank is a valid user, use his entry from the NIS database.

+frank:::::/home/new/frank: - frank is a valid user, all entries are as in the NIS database, except his
login directory.

+@group:*:0:0:::/bin/true - the group "group" can’t login, but users in this group can refer to
their home directories.
-@group::0:0:: - exclude this group from entry.
and for/etc/group:
+: - all entries in the NIS group database are valid here.
+group: - the NIS group "group” is valid.
+project:::frank,bob - only the member frank and bob of group "project" are valid.
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SunOS 5.X clients will use the NIS databaseisfandcompat (for NIS +/- entry compatibility) are
specified for thgpasswdentry in/etc/nsswitch.confe.g.:

passwd: compat files nis

To use the default NIS passwd table there is no need to add additional er&giefpasswdon the
SunOS 5.X client.

21.3 NIS+

SunOS 5.X provides an enhanced version of NIS;+, that is upwardly compatible with NIS. The

new service provides for a hierarchical name space, similar to that used by the Internet. This allow:
for a distributed authority mechanism. User’'s can be given access to an entire database, or ju:
particular entries within a database. Administrators can be restricted to changing files only within
their domain.

NIS+ propagates only changes in the maps, not the entire map. This allows for much faster update:
Entries are changeable anywhere on the NIS+ network. You don’t have to be on the server to chanc
the maps.

The authorization model for NIS+ is similar to that for the UNIX file system. Each item in the
namespace has an access rights list associated with it. These rights grant access to owner of the ite
group owner of the item, and all others.

21.3.1 Domains

The NIS+ domain is composed of a directory object and all of its children. The NIS+ namespace is
made up of all the domains below the root directory. Each name is composed of a series of characte
separated by a)( These character sequences are knowabads. The label furthest to the right is
closest to the root of the namespace. Theame is reserved to indicate the global root namespace;
the root directory name always ends with)a NIS+ names are not case sensitive.

Theroot sewer is the server for the root (.) domain. There is only one root server for a domain.

A master sewver serves a domain. A master server is a client of the server directly above it in the
hierarchy.

A replica sewer is a copy of the master server, formerly known atage server. This provides
redundancy for the service.
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21.3.2 Objects

There are three types objects

- directory objects which form the framework of the namespace
- table objects which store the information
« group objects which are used for security

The directory objects are at the top of the namespace. Directory objects contain the names,
addresses, and authentication information for systems within the domain. Objects within the database
are stored as children of the directory object. The directory object at the top of the hierarchy is known
as theroot directory. You can add directory objects beneath the root directory and beneath other
directory objects.

Thetable objectsidentify table databases. The table object contains the scheme by which columns
within the table can be identified and searched. Each table contains information about users,
machines, or resources on the network. The normal set of 16 tables store information for:

hosts bootparams password cred

group netgroups mail aliases timezone
networks netmasks ethers services
protocols rpc auto.home auto.master

Thegroup objectscontain a list of members of the group. An NIS+ group is a collection of users and
workstations identified by a single name. They are assigned access rights as a group. Essentially,
this is used to set security.

All objectshave a common set of properties. These are:

principal owner
group owner
access rights
unique id

time to live values

Also, each object type specifies information describing the type.
Link objects point to the name of another object.

21.3.3 Names

In general you can name directories any name you like. Two names are reserved, lurgyedier:
andgroups_dir. They are reserved only for the objects that store the NIS+ table and group objects,
respectively. An NIS+domain consists of a directory object, the groups dir and org_dir
subdirectories, and a set of NIS+ tables.

Names that identify objects in the namespace are knowggatar names
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Index namesidentify rows within a table. These are compound names contaisgch criterion
and aregular name The regular name specifies the table to search, while the search criterion
specifies the column values to search for within the table.

21.3.4 Authorization and Authentication
NIS+ authorization allows four classespoincipals:

e owner of the object

e group set of specified users

e world set of authenticated users
« nobody all clients

and fouraccess rights

e read read contents of objects

« modify change objects

e Create add objects to tables and directories

e destroy remove objects from tables and directories

Authentication is based on secure RPC. Solaris 2 supports three levels:

* none no authentication
« LOCAL AUTH_SYS RPC authentication
e DES AUTH_DES Secure RPC

DES authentication is the most secure, but if you are running with Secure RPC you will not be able tc
mount files from servers not running Secure RPC (i.e. SunOS 4.X servers).

Authentication is performed for every NIS+ request. If credentials can not be confirmed the client is
treated asiobody.

21.3.5 Configuration

The familiaryp* commands have been replaced with commands beginningnisithThe NIS+
administrative commands are locatedusr/bin, /usr/sbin and/usr/lib/nis.

Starting with SunOS 5.3 Sun has added some scripts to assist you in setting up an NIS+ systen
These scripts can be found/ursr/lib/nis. They automate setting up servers, clients, and populating
NIS+ tables. The scripts are:

s nissener set up NIS+ servers, root master, non-root master, and replica servers
e nisclient initialize NIS+ credentials for hosts and users
« nispopulate populate NIS+ tables from files or NIS maps
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21.3.5.1 Initialize a Server
The nisinit command is used to setup a client, master server, or replica server for NIS+. To initialize
the root server use theoption:
# nisinit -r
This should only be run once for the name space. It useddhminname specified in
/etc/defaultdomainand places it's root object in the directdvgr/nis.

21.3.5.2 Tables
Thenissetupshell script is found itusr/lib/nis. It creates org_dir and groups_dir directories and the
standard tables, though empty, in an NIS+ directory. The domain should have first been created with
the/usr/bin/nismkdir command. Subdirectories are removed withnisemdir command. Copies of
the information are automatically passed to replica servers.

21.3.5.3 Credentials
The /usr/bin/nisaddcredcommand is used to create credentials for an NIS+ principal. These
credentials are stored in the cred.org_dir public key table. You caloeaer descredentials for
the principal, e.g.:

# nisaddcred -p <uid> -P login.domain local

21.3.5.4 Permissions
Change permission attributes of an object with/tre/bin/nischmod command. You must have
modify access to the object before you can change the attributes.

The/usr/bin/nislscommand can be used to list thigects andpermissionsof an NIS+ directory.

21.3.5.5 Table Entries
The /ustr/lib/nis/nisaddentutility is used to add table entries. It can use NIS maps, /etc files, NIS+
tables, or command line arguments as it's source. Mitdddentyou can dump entries from a table
into a file. To enter the /etc/hosts table into the NIS+ database you could do the following.

# cat /etc/hosts | /ust/lib/nis/nisaddent -av hosts
adding stdin to table hosts.org_dir.your.domain.
adding/updating localhost
adding/updating nyssa

You can administer NIS+ tables witisr/bin/nistbladm This command will allow you to create and
delete tables, add entries to and modify entries within tables, and remove entries from tables.

You can display NIS+ tables and objects with/tis/bin/niscatcommand, e.g.:

# niscat -h netmasks.org_dir
# number mask comment
128.146 255.255.255.0

The commandaismatd andnisgrepin /usr/bin can be used to match keywords and grep for regular
expressions, respectively, in NIS+ tables.
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21.3.5.6 Defaults
Default values for principal name, domain name, host name, group name, access rights, time to live
and search path can be obtained withnisdefaultscommand in /usr/bin.

21.3.6 NIS+ Setup

These next few sub-sections indicate how to setaqp, master, andreplica servers, andlient
machines.

21.3.6.1 Root Master Server

1. Choose a domainname
# domainname acs.ohio-state.edu.
# domainname > /etc/defaultdomain

2. Choose the NIS+ version for nsswitch.conf
# cp /etc/nsswitch.nisplus /etc/nsswitch.conf

3. Initialize the server
# nisinit -r
where
-r root server

4. Start the daemon
#rpc.nisd -rS 0

where
-r indicates a root server
-S0 sets the security level to 0, i.e. non-secure, does not enforce access controls

5. Setup the NIS+ directory structure
# lusr/lib/nis/nissetup acs.ohio-state.edu.

6. Add data to the tables
cat <file> | nisaddent -a <tablename>
where
-a specifies to add entries without deleting existing entries

7. Verify the entries, e.g.
# niscat hosts.org_dir

21.3.6.2 SubDomain Server (Non-Root Master)
Theroot andmaster servers can be the same machine.

1. Become a client of the parent domain
# domainname wks.acs.ohio-state.edu.
# domainname > /etc/defaultdomain
# cp /etc/nsswitch.nisplus /etc/nsswitch.conf
# nisinit -c -H <domain server hostname>
where
-C initializes an NIS+ client
-H hostname  specifieshostnames the trusted server
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2. Start the daemon in non-secure mode
#rpc.nisd -S O
3. Make the directories for the databases
# nismkdir -m <subdomain server name> wks.acs.ohio-state.edu.
where
-m hostname create the directory withostnameas the master server

4. Restart the NIS+ daemon
# ps -ef | grep rpc
# kill <pid>
#rpc.nisd -S O
5. Setup the NIS+ tables
# lusr/lib/nis/nissetup wks.acs.ohio-state.edu.

6. Add data to the tables
# cat <file> | nisaddent -a <tablename>

21.3.6.3 Replica Server
A replica server binds to a domain.

1. Become a client of the parent domain
# domainname wks.acs.ohio-state.edu.
# domainname > /etc/defaultdomain
# cp /etc/nsswitch.nisplus /etc/nsswitch.conf
# nisinit -c -H <domain server hosthname>

2. Start the daemon
#rpc.nisd -S O
3. Make the directories for the databases
# nismkdir -s <replica server hostname> acs.ohio-state.edu.
where
-shostname specifyhostnameo be a replica server for the existing directory,
<domain name>

4. Replicate the domain
# lusr/lib/nis/nisping acs.ohio-state.edu.

21.3.6.4 Client
A client binds to a sub-domain.

1. Setup the sub-domain
# domainname wks.acs.ohio-state.edu.
# domainname > /etc/defaultdomain

2. Choose the NIS+ version for nsswitch.conf
# cp letc/nsswitch.nisplus /etc/nsswitch.conf

3. Initialize the client
# nisinit -c -H <domain server hostname>
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21.3.7 Credential Setup

To gain authorization to change NIS+ databases you need to create your security credentials for th
NIS+ principals. These credentials are stored irttbd.org_dir table in the default NIS+ domain.

21.3.7.1 Root Master

Setting Up Credentials for the Root Master Server

1.

Login as root on the root master server and create the credential for the root master at the
highest security level
# nisaddcred des

Create the group nisadmin and the master host to the group
# nisgrpadm -c nisadmin.acs.ohio-state.edu.
# nisgrpadm -a nisadmin.acs.ohio-state.edu. master_host_name.acs.ohio-state.edu.

Update the NIS+ keys

# nisupdkeys acs.ohio-state.edu.

# nisupdkeys org_dir.acs.ohio-state.edu.

# nisupdkeys groups_dir.acs.ohio-state.edu.

Kill and restart the rpc.nisd with the new security level enforced

# ps -ef | grep rpc.nisd

# kill rpc.nisd_pid_number

# rpc.nisd -r

Set the permissions and group ownerships for the directories

# nischmod g=rmcd acs.ohio-state.edu. org_dir.acs.ohio-state.edu. groups_dir.acs.ohio-
state.edu.

# nischgrp nisadmin.acs.ohio-state.edu. acs.ohio-state.edu.

Set the environmental variable NIS_GROUP. To do this permanently add this variable to
/.profile and /.login, e.g.

# setenv NIS_GROUP nisadmin.acs.ohio-state.edu.

21.3.7.2 Clients

Setting Up Credentials for Client Hosts

1.

Login as root on the root master server and define the client host as a principal. You'll be
prompted for the root password of the client host. You can also add the client host to the
group nisadmin.acs.ohio-state.edu.

# nisaddcred -p unix.host_name@acs.ohio-state.edu -P host_name.acs.ohio-state.edu. de
To allow the root user on the client host to update the maps, add that host to the NIS+
group, nisadmin.acs.ohio-state.edu.

# nisgrpadm -a nisadmin.acs.ohio-state.edu. host_name.acs.ohio-state.edu.

Login as root on the client host and enter the password for root of that host.

# keylogin -r

Password:
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4. If the root user on the client host is to update the maps, then on the client host set the envi-
ronmental variable NIS_GROUP. To do this permanently add this variable to /.profile
and /.login, e.g.
# setenv NIS_GROUP nisadmin.acs.ohio-state.edu.

21.3.7.3 Users

Setting Up Credentials for Users

1. Login as root on the root master server and create the user account. This can be done with
admintool. Add a password for the user account using the nispasswd command and add
the credentials using nisaddcred.

# admintool

# nispasswd login_name

Password:

# nisaddcred -p uid# local

# nisaddcred -p unix.uid#@acs.ohio-state.edu -P login_name.acs.ohio-state.edu. des
Password:

2. To allow the user to change the NIS+ maps, the user must be added to the NIS+ group,
nisadmin.acs.ohio-state.edu.
# nisgrpadm -a nisadmin.acs.ohio-state.edu. login_name.acs.ohio-state.edu.

3. If the user is to update the maps using admintool you must create thesgsadminwith
gid=14 and then add this user as a member of the sysadmin group.

4. Set the user’s environment variable NIS_GROUP. To do this permanently add this vari-
able to ~/.profile and ~/.login, e.g.
# setenv NIS_ GROUP nisadmin.acs.ohio-state.edu.
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22.1 Clients

There are four types of SunOS clients: diskless, dataless, standalone, and AutoClient. These must :
be served by an NFS file server over the network. disldessclient has no disk. It must get root,
swap, home, and system files from the server. det@essclient has a small local disk. It may have

root and swap local, with system and home files on the serverstdingaloneclient has all the files
necessary to run the OS but may desire additional file systems from the server, e.g. the user homn
directories. Thé\utoClient is similar to the diskless client, except that it has a small disk for local
caching.

An AutoClient should have an entire disk, of at least 100 MB, devoted to it. It uses the Cache File
System (cachefs) to locally store /, /usr, and other cachefs mounted file systems. It can also use NF
to mount other file systems. It allows for fast access with centralized administration because there’
no permanent data on the client. Everything is quickly reproduced by rebooting over the network from
the server. You can install a client with thelstice Host ManageiGUI tool of SunOS 5.5+.

Under SunOS 5.3-5.4 you add clients withAlggnintool Host Manager GUI tool. We look at these
admintool andsolsticeutilities in another chapter.

22.2 Server configuration and software

A server can be of the same (homogeneous) or different (heterogeneous) architecture from th
client(s). If different it needs to have the executables for the client architecture installed in addition
to its own, e.g if you have a sun4 server with sun3 and sun3x clients you need to have:

/export/root client root partitions /
/export/swap client swap files swap
/export/exec/sun3 Sun3 client system files lusr
/export/exec/kvm/sun{3,3x} client kernel files fusr/kvm
lexport(usr)/share files shared by all systems, e.g. man /usr/share
/export/sun3/local locally compiled programs for Sun3/3x  /ustr/local

Under SunOS 4.1.X if your server was not installed as a heterogeneous server you can add differel
architecture executables to the server by running the prdgeafatc/install/add_servicealong with
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the appropriate install tapes/CDROMs for these architectévdd. servicess a menu-based program
that sets up a system as a server for an additional architecture or to add additional software from the
release tapes/CDROMs.

22.3 Installing the client of a server, SunOS 4.1.X

On the server add the client’s ethernet addresst¢tethers and the IP address fetc/hosts Then
cd to/usr/etc/install and runadd_client e.g.
# (cd /usr/etc/install; ./add_client)
usage: add_client [[options] clients]
where 'clients’ is the name of the any number of clients to add and
[options] are one or more of the following for each client:
-a arch architecture type (e.g. sun3, sun4, etc.)
-e path path to client’s executables
-f path path to client’s share location
-h path  path to client’s home directory
-i interactive mode - invoke full-screen mode
-k path path to client’s kernel executables
-m path  path to client’s mail
-p print information of existing client
-r path path to client’s root
-s path path to client’'s swap
-t termtype terminal to be used as console on client
-V verbose mode - reports progress while running
-y type client's NIS type (client, or none)
-z size size of swap file (e.g. 16M, 16000K, 32768b etc.)
-n prints parameter settings and exits w/o adding client

To run the program interactively use theption toadd_client e.g.:

# (cd /usr/etc/install; ./add_client -i)
This will invoke a full-screen display for entering the client information similar to the display used
during Suninstall.

This program will add all the necessary information to/éte/bootparamdile, make the boot file in
[titpboot (using the client’s hex IP address in the file name, which isa symbolic link to the boot
program for the appropriate architecture of the client), create the client’s root file system in
/export/root/client_name create the client's swap file /agport/swapktlient_name add entries

in /etc/exportsto export the necessary file systems to the client, and add entries in the client’s
letc/fstabfile (/fexport/root/client_namédetc/fstabon the server) to enable the client to mount the
server’s file systems at boot. You’'ll need to make sure that the appropriate entstdgeitmersfor

the clients ethernet address, hostname pair.

You will then need to ruexportfsto correctly export the file systems to the new client. You should
then be able to boot the new client. First, though, check the séeteffmotparamsand/etc/exports
file to make sure that the entries are appropriate.
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22.4 JumpStart

To add a client that you want to boot via jumpstart follow the steps below. First copy the install
CDROM to disk. In this example that CDROM is copiedumpstart/solaris 2 5
1. Go to the jumpstart directory and add the client:
cd /jumpstart/solaris_2_5
2. This updates /etc/bootparams, /etc/ethers, /etc/hosts, & /tftpboot.

Jadd_install_client -i ip_address -e ethernet_address -s nyssa:/jump-
start/solaris_2_5/export/exec/kvm/sparc.Solaris_2.5 hostname sun4c

3. If you're running withTCPwrapper enable the client to accdsstftpd by editing
/etc/hosts.allav.

4. If /tftpboot did not exist at boot time rurétc/init.d/nfs.serer start' to enable the server
to start/usr/sbin/rpc.bootparamd

5. Boot the client from the network:
ok boot net - install

22.5 AutoClient

Solstice AutoClient software comes with Solaris 5.5.1 on the same CDROM as the AdminSuite
software. Both these applications should be installed. You can use eitSetdtiee Host Manager

tool or the /opt/SUNWadm/2.2/bedmhostaddcommand to add the client. First setup the OS
Server; again, this can be done with the Solstice Host Manager tool. If you'reNliSitg sure to

setup dimezonemap with entries of the form:

hostname timezone or domainname timezone

e.g..
nis_domain US/Eastern

The admhostaddprogram lets you specify the same type information you would fill in the Host
Manager. Use it in the form:
admhostadd -i IP_addr [ -e ethernet_addr ]
[ -x type=host_type ] [ -x tz=timezone ] [ -x term=type ]
[ -x fileserv=file_server ] [ -x root=directory ]
[ -x swap=directory ] [ -x swapsize=size [ -x disconn=Y|N ]
[ -x install=Y|N ] [ -x installpath=server:/path ]
[ -x bootpath=server:/path ] [ -x profile=server:/path ]
[ -x os=version ] [ -x diskconf=configuration ]
[ -x ns=NIS|NIS+|NONE ] [ -x domain=domain|rhost=host ]
host
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As with the diskless client you need to make sure that your /etc/ethers and /etc/bootparams files (or
the NIS(+) equivalent maps) are properly setup and that the OS server properly shares the files
needed by the client.

The AutoClient can then be booted from the network similar to a diskless client, e.g.:

ok boot net
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CHAPTER 23 Usenet

23.1 Usenet

Usenetis a world-wide network of computers, most of them UNIX, that run netnews software. It's a
public forum for the exchange of news articles, similar to bulletin boards. The articles are exchangec
between sites by mutual agreement between the System Administrators of the sites. This require
either an ethernet or UUCP connection between the machines. Users can post, read, and reply
articles in any of over 13000 different topics, or newsgroups on the Internet. Locally you can find
newsgroups that range from osu.general (site specific to OSU) to comp.sys.sun.admin (the Su
administrators list) to alt.tv.simpsons.

The majorUsenetheadings are:

comp - computer science related groups

SCi - sciences other than computer science,

news - netnews software and general interest for netnews users,
rec - discussions of recreational activities,

soc - discussions of social topics,

talk - extended discussion of special topics (e.g. talk.politics),
misc - groups other than those listed above.

also:

can - Canadian

clari - Clarinet (UPI) news feed

bit - BITNET lists

Groups within these headings are created by consensus of the Usenet users. In addition there are otl
groups such aslt" for alternate, that are created at the whim of individual users. These groups may

not be carried by all Usenet news sources. Additionally there are groups with more limited

distribution, such asle, cmh, andoh, and local groups, such asy, cis, anduts.
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23.2 Reading news, rn/rrn/xrn/trn/nn

Reading news requires a program that can select news groups, articles within those groups, and page
through them. It should also be able to keep track of articles you've read and topics you want to see,
or don’t want to see.

Many popular read news programs are derived fiom
e rn - simple unthreaded newsreading,

e trn - adds threading and other useful features tecan useantp to read news on a remote
server.
e xrn - X-windows newsreader which usastp to query a news server.
There are also nntp newsreaders for Macs and PCs. The OSU HomeNet/ResNet/OfficeNet software
from UTS now includes these. With this software you can connect to the news server from your
desktop computer.

23.3 Network news transfer protocol, nntp

nntp is the Network News Transfer Protocol. This protocol controls the transfer of news articles
form the news server to your machine. NN3dtver machines contain a full installation of
USENET news. They allow remote sites to connect and read, transfer and/or post news, as controlled
by the nntp_accessfile in /usr/lib/news, e.q.:

host/net read/xfer/no post/no newsgroups (!not.allowed)
nntp can operate either as a stand-alone server, or as a servanettlelews articles are placed
in the news spool as numbered files in directories specified by the group name, e.g.
comp.sys.sun.admiwould becomévar/spool/news/comp/sys/sun/admin

There are three majoews severs on Campus:

magnus.acs.ohio-state.edu
zaphod.mps.ohio-state.edu
news.cis.ohio-state.edu

23.4 Disk space requirements

A full news feed requires massive amounts of disk space, currently a Gbyte or more of disk space per
day and growing rapidly. Also, since the articles are generally smaller than the default inodes/disk

space of 2 Kbytes, you may run out of inodes before you run out of disk space. You should anticipate
this when you set up the news partition andrmewfswith the desired inode density.
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23.5 Relevant UNIX newsgroups

23.5.1 UNIX - news
clari.nb.unix UPI stories related to UNIX

23.5.2 SunOS

comp.sys.sun.admin Sun administrators list
comp.sys.sun.apps

comp.sys.sun.announce

comp.sys.sun.hardware

comp.sys.sun.misc

comp.sys.sun.wanted

comp.unix.solaris Solaris 2 (SunOS 5.X) related concerns
0su.sys.sun Local Sun related concerns

23.5.3 HP-UX
comp.sys.hp.hpux HP-UX administrators list

comp.sys.hp.hardware
comp.sys.hp.apps
comp.sys.hp.misc

osu.sys.hp Local HP-UX related concerns
23.5.4 Ultrix

comp.unix.ultrix Ultrix administrators list

osu.sys.dec.ultrix Local Ultrix related issues
23.5.5 SGI

comp.sys.sgi.announce

comp.sys.sgi.admin SGI administrators list

comp.sys.sgi.apps
comp.sys.sgi.bugs
comp.sys.sgi.graphics
comp.sys.sgi.hardware
comp.sys.sgi.misc

0SU.SYS.Sgi Local SGI related issues
23.5.6 Linux

osu.sys.linux Local Linux users list

comp.os.linux.admin Linux administrators list

comp.os.linux.announce
comp.os.linux.development
comp.os.linux.misc
comp.os.linux.help
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23.5.7 NeXT

comp.sys.next.sysadmin NeXT users list
comp.sys.next.announce

comp.sys.next.misc

comp.sys.next.programmer
comp.sys.next.hardware

comp.sys.next.software

comp.soft-sys.nextstep

cmh.sys.next Local NeXT users list
23.5.8 AIX
comp.unix.aix IBMs AIX users list

23.5.9 Digital Unix and OSF/1
comp.unix.osf.osfl OSF/1 related concerns

23.5.10UNIX - technical

comp.unix.admin UNIX Administration

osu.network Networking issues at OSU/OSC
0Su.unix Local UNIX concerns
comp.unix.shell UNIX shell (sh, csh, tcsh, bash, etc.)

23.5.11 Security

alt.security Discussions of Security Issues
comp.security.announce Security Announcements
comp.security.misc

comp.security.unix

23.5.12 Sources

alt.sources
comp.sources.misc
comp.sources.reviewed
comp.sources.sun
comp.sources.unix

23.5.13 Perl

comp.lang.perl.moderated
comp.lang.perl.announce
comp.lang.perl.modules
comp.lang.perl.tk
comp.lang.perl.misc
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24.1 Format online manual pages, catman

catmancreates the display files used by the manual comnmaau, These files are put in directories
under /usr/man to match the /usr/man/man* entries/uss/man/cat[1-8,l,n] (SunOS 4.1.X) or
/usr/man/cat[1[,b,c,fm,s],2,3[,b,c,e,q,i,k,m,n,s,t,x],4,4b,5,6,7,9[,6,$],I,n] (SunOS 5.X) and a
database of the one-line synopses are piidniman/whatis (SunOS 4.1.X) ofusr/man/windex
(SunOS 5.X) for use by thevhatisand 'man -k keyword" commands. Runningatmandoubles the
space required to contain the man pages, but allowsah&€ommand to execute considerably faster.

The man pages generally follow the conventions given in the following table.

ernel

n/dev

ition

TABLE 24.1 Man Page Placements
SunOS 4.X SunOS 5.X Description

manl manl user commands - from the shell prompt
man2 man2 system calls - C functions interfacing between user programs and the k
man3 man3 user level library functions - C library functions for user programs
man4 man7 & man9 | device drivers and network interfaces - describes access to special files
man5 man4 file formats - describes formats used by system programs
man6 man6 games and demo descriptions
man7 man5 miscellaneous - including standards and text processing
man8 manlm system administration - commands for system maintenance and opera
manl manl locally installed man pages
mann mann new man pages

You can install other man pages under any hierarchy/iesglocal/man or /usr/lang/man, and
make them accessible to thean command by setting th®IANPATH environment variable to
include them, i.e. for the C-shell:

% setenv MANPATH /usr/local/man:/usr/man:/usr/lang/man

and for the Bourne shell:
MANPATH=/usr/local/man:/usr/man:/usr/lang/man ; export MANPATH
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24.2 System process status, ps

ps displays information about processes currently running. The results jp$ toenmand are very
system dependent, so read than pagesfor the specifics on your machine.

Without optiongpstells you what current programs you own, e.g.:

% ps
PID TT STAT TIME COMMAND
12263 p6 S 0:02 -tcsh (tcsh)
12608 p6 R 0:00 ps

wherePID is the process ID numbélrT is the terminal portSTAT is the status of the program (i.e.
runnable, R; stopped, T; waiting, P or D; sleeping, S; idle, I; terminated|M;, is the CPU time
consumed, an@OMMAND is the program.

The options to ps and it's display is a little different between SunOS 4.1.X and 5.X. To look at all
process running on the system, by all users, use the optarsaW under SunOS 4.1.X and the
options “ef' under SunOS 5.X, e.g. for SunOS 4.1.X:
% ps -auxww
USER PID %CPUY%MEM SZ RSS TT STAT START TIME COMMAND
frank 514 385 3.2 144 376 p2 R 13:43 0:00 ps -auxww
root 113 0.8 0.1 24 16 ? S May 14 16:10 update

root 2 00 0.0 0 0 ? D May 14 0:00 pagedaemon
root 1 0.0 0.0 72 0 ? IW May 14 0:00 /sbin/init -
root 44 0.0 0.0 56 0 ? W May 14 0:00 portmap
frank 141 0.0 0.0 9% O co Iw May 14 0:00 -tcsh (tcsh)
root 102 0.0 0.0 72 0 co IwW May 14 0:00 rpc.statd
root 50 0.0 0.0 56 O co IwW May 14 0:00 keyserv
bin 47 0.0 0.0 40 O ? W May 14 0:00 ypbind
root 74 0.0 0.0 24 0 ? I May 14 0:01 (biod)
root 76 0.0 0.0 24 0 ? I May 14 0:01 (biod)
root 90 0.0 0.0 72 0 ? W May 14 0:00 syslogd
root 117 0.0 0.0 80 O ? W May 14 0:00 cron

root 77 0.0 0.0 24 0 ? I May 14 0:01 (biod)
root 101 0.0 0.0 80 O co IwW May 14 0:00 rpc.lockd
frank 174 0.0 0.0 0 0 ? Z May 14 0:00 <defunct>
root 0 0.0 0.0 0 0 ? D May 14 0:01 swapper

This includes additional information, whetdSER is the owner of the process|EM is the
percentage of real memory the process is u$igis the size of the data and stack segments (in
Kbytes), RSSis the real memory used (in Kbytes), &ART is the time (or day) when the program
was started.
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24.3 Swap space and kernel inode usage, pstat

pstatlists the contents of certain system tables kept by the kernel. Its available only with SunOS 4.1.X,
e.g.:

% pstat -T
301/1888 files
694/946 inodes
83/522 processes
16/ 32 files

14232/88296 swap
where it shows the file table, both the used and cached inodes, process table, stream table, and us
and available swap space (in Kbytes). With tgédption you can get a little more information about
swap space, e.g.:

% pstat -s
10968k allocated + 2648k reserved = 13616k used, 74680k available.

The "swap -s' command of SunOS 5.X will provide similar information.

There are other options pstatto provide further system information.

24.4 top

Top is a PD program available on the Internet. fbipgorogram displays a screenful of the top cpu
processes that is updated every few seconds.

last pid: 2638; Tload averages: 0.15, 0.20, 0.22 16:37:53
66 processes: 63 sleeping, 2 zombie, 1 on cpu

Cpu states: 0.0% idle, 78.5% user, 2.5% Kernel, 7.6% wait, 11.4% swap
Hemorv: 26332K real, 1652K free, 61096K swap, 38568K free swap

PID USERNAME PRI NICE  SIZE RES STATE TIME WCPU CPU COMMAND

2638 frank 34 0 1832K 1016K sleep 0:00 4.07% 4.07% xwd
243 frank 24 0 16136K 4968K sleep1440:28 0.15% 1.75% X¥sun
2637 frank 34 0 1044K 932K cpu 0:00 0.10% 1.16% top
286 frank 24 0 1100K 5B4K sleep 0:06 0.03% 0.39% tcsh
280 frank 34 0 3276K 616K sleep 19:01 0.02% 0.19% perfneter
282 frank 34 0 3276K 660K sleep 4:30 0.02% 0.19% perfneter
264 frank 34 0 2216K 856K sleep 0:20 0.02% 0.19% olvwn
. 269 frank 34 0 2948K 596K sleep 0:17 0.02% 0.19% xtern
| 271 frank 34 0 3576K 1972K sleep 0:02 0.02% 0.19% xtern
| 2077 frank 34 0 14528K B8176K sleep 11:21 0.00% 0.00% nakerd4H.exe
gi 1 root 34 0 692K 0K sleep B:05 0.00% 0.00% 1'n1:t
g% 1269 frank 34 0 5632K 1336K sleep 1:28 0.00% 0.00% nailtool
§¥ 278 frank 34 0 3272K 612K sleep 0:36 0.00% 0.00% perfmeter
§§ 91 root 34 0 1720k 192K sleep 0:21 0.00% 0.00% rpcbind
| 2459 frank 34 0 9780K 432K sleep 0:19 0.00% 0.00% navigator
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24.5 vmstat

To report on virtual memory statistics; process, virtual memory, disk, trap, and CPU activity use the
vmstatcommand, e.g..
% vmstat
procs memory page disk faults  cpu
rbw swap free re mfpipofrdesrfOsl1s3s5 in sy csussyid
000 9841840 0 1101000000 29509 15125 768
The ™S 5' options will report on swapping, rather than paging activity every 5 seconds, e.g.
% vmstat -S 5
procs memory page disk faults  cpu
rbw swap free si sopipofrdesrf0sl1s3s5 in sy csussyid
000 9841840 0 0101000000 29 509 15125 768
00061172 628 0 0000000000 24 111 39 0 0100
000 61172 628 0 0000000000 72395 732296

00061172 628 0 0000000020 35212 456 292
00061172 628 0 0000000000 18129 44 00100
00061172 628 0 0000000000 55324 653295
00061172 628 0 0000000000 58305 613296
00061172 628 0 0000000000 34 144 450199
where
procs .
r in run queue _ _
b blocked for resources (i/o, paging, etc.)
w runnable
memory (usage of virtual and real memory) _
swap swap space currently available (Kbytes)
free size of free list (Kb)
page/swap actrity )
si swap-ins
SO swap-outs
pi page-ins (Kb/s
Po Eage-outs (Kb/s)
r b freed/sec
de anticipated short term memory shortfall (Kb)
sr pages scanned/sec

disk
Number of disk operations/sec for each of up to 4 disks.
faults (Trap/Interrupt average rate)

in (non-clock? device interrupts/sec
sy system calls/sec
CcS CPU context switches/sec
cpu _
us user time
S system time
i(il iaie
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This can provide useful information for evaluating NFS file server performance. You could run this
for about an hour during peak periods to collect meaningful statistics. CPU idle time should be at leas
10% inorder for the system to efficiently schedule daemons and to process protocols.

The "s' option will display the contents of the sum structure, related to paging events, e.g.

% vmstat -s
0 swap ins
0 swap outs
0 pages swapped in
0 pages swapped out
6458837 total address trans. faults taken
752003 page ins
135318 page outs
1419068 pages paged in
515004 pages paged out
76738 total reclaims
71392 reclaims from free list
0 micro (hat) faults
6458837 minor (as) faults
734466 major faults
1338667 copy-on-write faults
2067746 zero fill page faults
2443859 pages examined by the clock daemon
156 revolutions of the clock hand
1374036 pages freed by the clock daemon
43658 forks
1497 vforks
54907 execs
811460734 cpu context switches
691373136 device interrupts
46740506 traps
2727532551 system calls
34362625 total name lookups (cache hits 93%)
10675 toolong
133937046 user cpu
37507920 system cpu
362695349 idle cpu
1386715 wait cpu

If the "total name lookups cache hit rate is a low percentage{0%) on a SunOS 4.1.X NFS server
you should consider increasing the valudMEXUSERS to 128 and increasabuf (default is 27,
increase to 64 for 1-4 disks, 112 fedt disks). SunOS 5.X automatically sizes MAXUSERS to fit
available memory.

IncreasingMAXUSERS also increases the valuesngfroc (number of processes allowed)node
(inode cacheXcsize(directory cache tablejfile (# open files allowed), anttallout (callout queue).
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In general, for a SunOS 4.1.X server, if you have 32 MB RAM on your server set MAXUSERS to:

64 < 4 disks, ok 10 simultaneous users

128 > 4 disks, or 10 simultaneous users
Buffer cache is another parameter that can have a large affect on performance. You should reserve
about 10% of kernel memory for disk I/O cache to reduce disk I/0O. This means incréasitg 64
for systems with 4 disks (an@®0% busy) or to 112 for systems with disks.

Additional hardware you can add to increase performance would be a Prestoserve or NC400 board to
enhance NFS performance. (With NFS version 3, these hardware cards may not produce as large an
improvement as they did with version 2.) If the ethernet traffic is limiting you could add additional
ethernet controllers. On compute servers it helps to increase the memory. You can also balance the
load across disks and ethernets available to the server.

24.6 iostat

iostatreports on I/O statistics, terminal and disk I/O and CPU utilization. With the following option
it reports this information for every disk on the system every 5 seconds on a SunOS 5.X machine:
% iostat 5
tty fdO sdl sd3 sd5 cpu
tin tout Kps tps serv Kps tps serv Kps tps serv Kps tps serv us sy wt id

0 400 0 1037 2033 00100257068
O 0O0O0OO0OOOOOOOO0OO0O0O97O084

0O 0O0OO O OO O16 2 80 00 0340093

0O 00O 012 3 8822 12 00 0 262568

2 1000 92 8236 13 00 001990
13 000235 919513 00 023986
26300 05110 00 0O 00O 0120096
14389 0 0 0218 57 10 11 3 15 0 O 0 4525 822
06728 0 0 015058 12 0 0 0 0 O 0632980
07053 0 0 012666 13 1 0 12 0 0O 0593650
04902 0 O 0 330 76 265 40 6 25 0 0O 04426921
07571 0 0 018257 11 32 6 17 0 0 0603190
07900 0 0 014439 9 41 10 00 05636380
07885 0 0 013933 11 00 O 0 0O 0593560
08100 0 O 014229 13 18 3 16 0 0 0593740
02143 0 0 0 4411 12 41 10 00 0189271

315 00 02833540 8 116 0 0 0 244549
0171 0 0 067584 73 29 518 0 0 0 38854
0 000 010613375 3 017 00 0 120097
2344 00 0 OO 0 OO O OO0 0340093
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where the headings refer to:

tin characters read from terminals

tout characters written to terminals

kps Kilo bytes transferred/second

tps transfers/second

serv average service time (milliseconds) (estimated)
us user mode (% of CPU time)

sy system mode (% of CPU time)

wit waiting for 1/0 (% of CPU time)

id idle (% of CPU time)

The "-D" option reports the disk activity, reads/sec, writes/sec, and % disk utilization, for each disk,
e.g.:
% iostat -D
fdo sdl sd3 sd5
rps wps util rps wps util rps wps util rps wps util
0 000 0001 0003 0000

A disk is heavily loaded if the utilization ratetjl, is> .75, or I/O operationg s + wps) 40 IOPS.
To enhance system performance you might try to spread the load more evenly among the disks. RL
tmpfs, which reduces disk and network traffic (for diskless clients) and reduces the number of writes
to the filesystem whergmp is located.
The "-x" option reports extended disk activity, e.g.:
extended disk statistics

disk r/s w/s Kr/s Kw/s wait actv svc_t %w %b

fdo 0.000 00 0OOOOO OO OO

sdl 0.1 00 04 030000 369 0O

sd3 0101 08 080000 332 0O

sd5 0.000 00 000000 995 0 0

where the headings refer to:

disk name of the disk

r/'s reads/second

wi/s writes/second

Kr/s Kilobytes read/second

Kw/s Kilobytes written/second

wait average number of transactions waiting for service (length of queue)
actv average number of transactions currently being served

svc_t average service time (milliseconds)

%ow % of time there are transactions waiting for service

%b % of time the disk is busy
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24.7 ProCtool

ProCtoolis a process monitoring and management tool developed by a couple of Sun engineers, but
not officially supported by Sun (Walter Nielsen, walter.nielsen@west.sun.com, and Morgan
Herrington, morgan.herrington@west.sun.com). There are versions for Solaris 2.2 and above. It
provides the functionality of ps, top, iostat, and much more in a graphical presentation under Open
Look. It will continually update the display by sampling the kernel tables. Among it's many features
are: report on all active processes (sorted by choice of characteristic); turn off or on CPUs on an MP
box; Kill or renice selected processes; send signals to a set of processes; report on VM and 1/O usage,
and paging rate and memory map, etc.; and graph system charactelfistiCsool can be obtained

via anonymous ftp from sunsite.unc.edu in /pub/sun-info/mde, or locally from www-wks.acs.ohio-
state.edu in /pub/proctool.

The desired characteristics for display are setable witVige pop-up window undeYiewpoint
and include the following options:

- ADDR - Address of process

e CLS - Scheduling Class

« CMD - Command

e CMDLINE - Command and Arguments

+ CPU - CPU 'tick’ count

« CPU# - Processor Number

e CPU% - Percentage of CPU Utilization
« CS/S - Context Switches/Sec

- CTIME - Children user+sys CPU time
« FLAGS - Process flags

« GID - Group ID

e HEAP - Heap Size (KBytes)

« 10/S - Characters read+written/Sec
e LWP - LWP count

e MPF/S - Minor Page Faults/Sec

e MSGS/S - Messages sent+received/Sec
* NICE - Nice value

« PF/S - Major Page Faults/Sec

« PGID - Process Group ID

 PID - Process ID

* PPID - Parent Process ID

e PRI - Priority

* RSS - Resident Set Size (KBytes)

« SDATE - Start Date

« SID - Session ID

* SIZE - SIZE (KBytes)

« ST - Process state

e STACK - Stack Size (KBytes)

« STIME - Start Time

- TIME - user+sys CPU time

e TTY - Controlling Terminal

« UID - User ID

* USER - Username

e WCHAN - Address process is waiting on
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Useful Utilities

The Properties/System Properties pop-up window is:

I g
ProCtool — System Property Window
Calegory: | WM Statistics — I Update Once
Told Elapsed Tirme (secs) : 00 Since pred ous sample (secs): 0o e futo-Update OFF
~» Auto-Update On
Current lelta 4
Total Kbytes of wirtual memory: 186964
Allocated wirtual Ebytes: 115634 -8
Fezerved wirtual Kbytes: 129256 -G
Unallocated wirtual Ebytes: F1380 7B
Unrezerved virtual Kbytes: LR s
Total Kbytes of phyzical memorys: Bhh=ER
Unuzed phyzical Ebytes: 1412 G20
Page Reclaimz {including pageoutl: ] ]
Major Page Faults: ] -1
Minor Page Faults: il -1
Pagez paged in (KB: i -1
Pagez paged out (KBI: i ]
FPagez freed (KB}: ] ]
FPagesz dezired (KBI: ] ]
Pagez examined by pageout: il ]
7
I~ |-
Dizmiss Help
—
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System usage, uptime, users, who and w

24.8 System usage, uptime, users, who and w

uptimeshows you how long the system has been running, the number of users presently logged in, an
the average load over the last 1, 5, and 15 minutes, e.g.:
% uptime
2:07pm up 12 days, 3:37, 7 users, load average: 0.11, 0.02, 0.00
rup is similar to uptime, but it gives the status of remote machines, e.g.:

% rup
tardis up 12 days, 3:41, load average: 0.00, 0.00, 0.00
nyssa up 2days, 5:27, load average: 0.61, 0.15, 0.05
blueagle up 3:18, load average: 0.08, 0.02, 0.01
users/ruserdist the users on the local/remote machines of your network.
% users
frank jeffs jeffs rsf steele steele steele
% rusers
blueagle kitw kitw
nyssa frank frank
tardis steele steele steele jeffs frank rsf jeffs
who/w/whoddlist who is logged in on the system and the programs they’re running, e.g.:
% who

frank ttyp0 May 4 15:40 (nyssa:0.0)
robert ttypl Apr 16 14:54 (davros)
michael ttyp3 May 4 07:49 (turlough)

% w
10:49am up 22 days, 2:04, 5 users, load average: 0.00, 0.00, 0.00
User tty login@ idle JCPU PCPU what
frank ttypO0  Mon 3pm 16 3 w
robert ttypl 16Apro2 16:06 13:04 6 -tcsh
william ttyp2 8:08am 25 1 -tcsh
michael ttyp3 Mon 7am 27:00 8 7 twm -display 128.146.116.25:0.0
% w -d (SunOS 4.1.X only)
10:49am up 22 days, 2:04, 5 users, load average: 0.00, 0.00, 0.00
User tty login@ idle JCPU PCPU what
12989 -csh &0 1
13881 w -d
frank ttypO Mon 3pm 16 3 w -d
5661 -tcsh & 0 1
robert ttypl 16Apr92 16:06 13.04 6 -tcsh
13534 -tcsh &0 1
13879 eim& 10
michael ttyp3 Mon 7am  27:00 8 7 twm -display 128.146.116.25:0.0
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% whodo frank (SunOS 5.X only)
Wed Aug 7 10:34:13 EDT 1996
nyssa
console frank 13:46
? 17374 0:00 Xsession
? 17455 0:00 xclock
? 17446 3:05 olwm
? 17424 0:06 ttsession
? 17453 0:18 xterm

pts/6 17478 0:07 tcsh
? 17454 1:55 xterm
pts/5 17475 6:53 tcsh
? 17447 0:00 olwmslave
pts/8 frank 13:08
pts/8 3532 0:25ssh
pts/7 frank 13:47
pts/7 17486 0:03 tcsh
? 17061 0:05 xterm
pts/10 17062 0:03 tcsh
pts/7 3566 9:08 mailtool
? 8426 0:00 xterm
pts/17 8427 0:00 tcsh
pts/9 frank 8:24
pts/9 14501 0:25 ssh
pts/3 frank  9:46
pts/3 29243 0:00 rlogin

24.9 File Compression, compress & gzip

You can save a lot of valuable disk space by compressing seldom used files. Most versions of Unix
come with theeompress/uncompresdilities. Depending on the file contents this may save 50-70%
of the space.

There’s a GNU compression utilitgzip/gunzipthat does an even better job of compressing files.
The source is available as ftp://www-wks.acs.ohio-state:/pub/solaris2/src/gzip-1.2.4.tar.Z.

24.10 Shells, tcsh & bash

The extended C-shelicsh, and the Bourne-again shdliash provide command name completion,
extended history features, in-line editing with bethacsandvi modes, command recall via up/down
arrow  keys, etc. The sources are available in ftp://tesla.ee.cornell.edu and
ftp://prep.ai.mit.edu/pub/gnu , fdcsh and bash respectively, or both can be obtained locally in
ftp://www-wks.acs.ohio-state:/pub/solaris2/src
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CHAPTER 25 Print Service

25.1 SunOS 4.1.X

25.1.1 Line Printer Spooler System

25.1.1.1 Printer configuration file, /etc/printcap
The file/etc/printcap contains the database of printer capabilities and location of the spodEAles.
entry of the file describes a printer with fields separated'byThe first entry is the name the printer
is known by and any aliases separated/'bySubsequent entries indicate the location and capabilities
of the printer.
A print client machine might have a printcap entry similar to:
Ip|ps|postscript|PostScript:\
:Ip=:rm=tardis:rp=Ip:sd=/var/spool/lp:lf=/dev/console:
Iw|LaserWriter:\
:lw=:rm=peri:rp=Iw:sd=/var/spool/lw:mx#0:If=/var/spool/lp-log:

while the printserver might have an entry:

# PostScript printer driven by TranScript sftw (PostScript & TranScript, tm Adobe Sys. Inc.)

Ip|ps|postscript|PostScript:\
:Ip=/dev/Ip:sd=/var/spool/lp:if=/var/spool/lp-log:af=/var/spool/lp.acct:\
:br#9600:rw:fc#0000374:fs#0000003:xc#0:xs#0040040:mx#0:sf:sb:\
:if=/usr/local/lib/ps/psif:\
:of=/usr/local/lib/ps/psof.gf=/usr/local/lib/ps/psgf:\
:nf=/ustr/local/lib/ps/psnf:ti=/usr/local/lib/ps/pstf:\
:rf=/usr/local/lib/ps/psrf:vf=/usr/local/lib/ps/psvf:\
:cf=/usr/local/lib/ps/pscf.df=/usr/local/lib/ps/psdf:

# LaserWriter Printer

Iw|LaserWriter:\
:Ip=/dev/ttya:br#9600:ms=-parity,onlcr,ixon,decctlq:\
:sd=/var/spool/lw:lf=/var/spool/lp-log:mx#0:
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The various filters specified in thpgintcap file include:

if plain-text jobs input filter

of output (banner) filter

rf FORTRAN style text files filter

tr troff data filter

nf ditroff data (device independent troff) filter
df TeX data (DVI format) filter

cf cifplot data filter

of graph data filter

vf raster image filter

Thesewer controls who may print on it’s printer by the entriegeitt/hosts.equt and/etc/hosts.Ipd
The former regulates the remote shell commands also, the latter regulates only printing access.

25.1.1.2 Spool Directory
In the above example the spool directorjusr/spool/lp. Files concerning the line printer setup are
in this directory. It contains the lock file, the log file, and the status of the printer. The file to be
printed is first copied here and deleted after the printing is complete.

25.1.1.3 Accounting File
An accounting file that records the number of pages printed for each job, and who requested the print
is kept, as specified betc/printcap. In our example that file iwar/spool/lp.acct

25.1.2 User Commands

The LP spooler uses the commands: Ipr, Iprm, and Ipg to submit jobs, remove jobs, and query the job
gueue, respectively.

25.1.2.1 lpr
lpr submits the print job to the spool area for printing. Use" tRprinter " option to specify a
particular printer defined iretc/printcap other than the defaullp, entry. lpr will default to the
PRINTER environment variable, if it's set.

25.1.2.2 Iprm
Ilprm removes jobs from the spool queue. This must be invoked by the user who submitted the job, or
by the superuser.

25.1.2.31Ipq
Ipq displays the list of files in the spool queue. Again you can use-Bpginter " option to specify
a particular printer defined #ietc/printcap other than the defaulp, entry.
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25.1.3 Line Printer Daemon, Ipd
The line printer daemorpd, is started up iretc/rc and creates a lock filéyar/spool/lpd.lock, to
prevent two copies of the daemon from running simultaneously.
The relevant lines ifetc/rc will be similar to:
if [ -f fusr/lib/lpd ]; then
rm -f /dev/printer /var/spool/lpd.lock
{usr/lib/lpd; (echo -n’ printer’) >/dev/console
fi
Ipd reads théetc/printcap file to learn about existing printers and accepts print requests from users.

25.1.4 The printer control program, Ipc

Ipc controls the printers described/etc/printcap. It's an interactive command that can be used to
start/stop a printer, enable/disable spooling for a printer, rearrange jobs in the spool queue, display th
status of each printer and their spool queues and printer daemon.

25.2 SunOS 5.X

SunOS 5.X uses the System V print service, as does HP-UX, which is considerably different from the
SunOS 4.X/BSD version. It offers more power and flexibility, has additional commands, and is a
little more complicated to set up. This setup can be considerably simplified by usiRgrthe
Manager Facility of admintool

The compatibility package for SunOS 5.X provides the SunOS 4.X print commands, but they actually
just forward the request to the new print service. /Et&@printcap file and thelpd daemon are no
longer used. The printer capabilities are now defined withitetimeinfo database, and locations are
defined within the print service configuration files. The new print service includes a large set of
administrative and user commands and a new set of daemons.

The new print service can interoperate with both System V and BSD printers, it has PostScript filters
bundled in, it supports alternate character sets and more flexible job scheduling. Additionally, it can
group similar printers into a class and can restrict printer access for individual users.

When a print request is received, the file is not spooled by default to the queue unlesohteohs

is given. The service detects the format of the job by the filtering software, and if necessary, the file’s
contents are converted to match the printer. The service keeps track of every job submitted an
allows the user and system administrator to move, stop, or remove the job. When problems occur th
service provides the system administrator with the error message. The print service coordinates bot
local and remote printers.

The print service can distinguish between a printer and a destination for the request. Previously thes
terms were synonymous. This allows you to group similar printers si&ss so that the request can
be forwarded to any available printer within the class.
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The terms used by the new print service are:

» Printer name assigned to the device, maximum of 14 characters
e Class name assigned to a group of similar printers
e Destination target for the print request, either a class or an individual printer

25.2.1 Print Scheduler

The print scheduler is started when entering run level 2 bietbkec2.d/S80Ipscript. All this script

does isstart the print schedulefusr/lib/lpsched or stop it with the/usr/lib/lpshut command. The
scheduler manages the print requests and must be running for the print service to operate. It identifies
the filter for any necessary conversion and queues the file for the printer. It runs the interface
program to initialize a local printer and downloads the request when the printer is ready.

Each print client and server must have at leastlpNet daemon running. ThiNet daemon is
started bylpsched to handle network print requests. Tlpélet daemon requires a port monitor be
configured by the Service Access Facility, so that a registered listen service is available to handle
incoming network requests for each local printer.

25.2.2 Print Filtering

Every print request is examined for the content type, some of which are:

PS
simple
tex
troff
raster

The print job needs to match the content type of the printer, so it is necessary that every printer be
associated with at least one content type. The system can use the content type to match a job to a
particular printer.

The service uses thesr/sbin/Ipfilter command to call the filter that will convert the contents of a file
to that accepted by the target printer. This shafileer command is used to register new filters with
the print service.

25.2.3 Printer Initialization

The descriptive file for the printers use teeminfo database ifusr/share/lib/terminfo with the file

in the subdirectory beginning with the first character of the printer name. So for a PostScript printer
named PS the description file is /usr/share/lib/terminfo/P/PS. Usingmpwe can examine the
contents of this file:

# infocmp PS
# Reconstructed via infocmp from file: /usr/share/lib/terminfo/P/PS
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PS|PSR|PS-b|PS-r|PS-br|Fake PostScript entry,
cols#80, lines#66,
cpi=null, csnm="D, Ipi=null, scs="D, slines="D, u9="D,

The interface programs to initialize local printers are foundust/lib/lp/model. A standard
initialization script is supplied callestandard, which takes its initialization information from the
terminfo database. This program initializes the printer port, sgg$o configure the line settings,
sends the appropriate control sequences to the printer, and sets printer parameters such as whethe
not to print a banner page.

25.2.4 Printer Configuration

The printer control commands are locatedusr/lib. So you should have this directory in your path.
The print administrative commands available to you are:

e Ipadmin configure the print service

e Ipfilter administer the filters for the print service

« Ipforms manage the paper forms for the print service

e Ipmove move print requests to another print destination

e Ipsded start the print service

e Ipshut stop the print service

e Ipsystem register remote printers with the print service

e lpusers set print queue priorities for jobs submitted by a user

25.2.4.1 Installing a Local Printer

To configure a local printer perform the following steps.

1. Change the ownership and set the permissions on the serial port:
# chown Ip /dev/term/a
# chmod 600 /dev/term/a

2. Add the printer and associate it with a port
# lpadmin -p printer_name -v /dev/term/a
where
-p specifies the printer name, and
-V specifies the device used by the printer
This registers the printer name with the print service.

3. Associate a content type with the printer
# Ipadmin -p printer_name -l simple
where
-l specifies the content type.
If you don’t specify the content tymemple is assumed, meaning that printer can only
deal with ASCII contents.
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4. Associate a printer type with the printer, if necessary. This is used by the interface pro-
gram to initialize the printer before downloading a request
# lpadmin -p printer_name -T proprinter
where
-T specifies the printer type

5. Allow the printer to accept requests and enable the queue
# accept printer_name
# enable printer_name

25.2.4.2 Installing a Local PostScript Printer

To configure a local PostScript printer there are two changes to the above procedure. One is that the
content and type are specified as PS, and the other is the installation of PostScript filters.

1. Change the ownership and set the permissions on the serial port:
# chown Ip /dev/term/a
# chmod 600 /dev/term/a

2. Add the printer and associate it with a port
# lpadmin -p printer_name -v /dev/term/a

3. Associate a content and printer types with the printer
# Ipadmin -p printer_name -1 PS -T PS

4. Register the PostScript filters wilifilter
# cd /etc/Ip/fd
# Ipfilter -f download -F download.fd
# Ipfilter -f dpost -F dpost.fd
# Ipfilter -f postdaist -F postdaisy.fd
# Ipfilter -f postdmd -F postdmd.fd
# Ipfilter -f postio -F postio.fd
# Ipfilter -f postior -F postior.fd
# Ipfilter -f postmd -F postmd.fd
# Ipfilter -f postplot -F postplot.fd
# Ipfilter -f postprint -F postprint.fd
# Ipfilter -f postreverse -F postreverse.fd
# Ipfilter -f posttek -F posttek.fd

5. Allow the printer to accept requests and enable the queue
# accept printer_name
# enable printer_name

25.2.4.3 Removing a Local Printer

To remove a local printer from the print service do the following.

1. Suspend the queue from accepting new requests
# reject -r “printer printer_name is down” printer_name
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where

-r indicates a reason for removing the printer (displayelgstai
Stop printing by disabling the printer

# disable -W -r “printer printer_name is down” printer_name
where some options ttisableare:

-W  specifies to wait until the current request if finished printing
-C specifies to cancel the current printing request

-r indicates a reason for removing the printer

Remove the printer from the print service

# Ipadmin -x printer_name

25.2.4.4 Installing a Remote Printer

To install a remote printer you need to register the remote host with the print service on both the
clients and server and configure the network listener on the print server. Thestisdpd is no

longer used. Use tHpsystemcommand to register the print clients with the print servipsystem

inserts a one line entry ietc/Ip/Systemsdescribing the service.

SunOS 4.X/BSD Clients to Solaris 2 Server

1.

Register the service

# Ipsystem -t bsd print_server_name

where

-t specifies the remote system type, eitsieor bsd

Create an instance of thsten port monitor to monitor the network for print requests
# sacadm -a -p tcp -t listen -c "/usr/lib/saf/listen tcp” -v ‘nlsadmin -V*

Obtain the print server’s universaddressn hex

# lpsystem -A

00020203809274040000000000000000

where the first four digit€)002 represent the internet protocol family, the next four,
either0203or OACE, represent the BSD printer port (515 -> 20®r System V listen
port (2766-> OACEg), respectively, the next 8 digit80927404 represent the kdP
address of the sezv (replaced by zeroes in latargions of SunOS 5.X), and the final 16
zeroes are padding.

Configure thdistenBSDservice to monitor incoming requests from BSD clients
# pmadm -a -p tcp -s Ipd -i root -v ‘nlsadmin -V* -m ‘nlsadmin -o /
var/spool/lp/fifos/listenBSD -A "\00020203809274040000000000000000™

Solaris 2/System V Clients to Solaris 2 Server

1.

Register the service
# Ipsystem -t s5 print_server_name

Create an instance of thsten port monitor to monitor the network for print requests, if
necessary. If you're already monitoring the network through the previous example you
don’t want to create a new listener.

# sacadm -a -p tcp -t listen -c "/usr/lib/saf/listen tcp” -v ‘nlsadmin -V*
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3.

Add the service to identify the STREAM used by lihprint service to receive connection
requests

# pmadm -a -p tcp -s Ip -i root -v ‘nlsadmin -V‘ -m ‘nlsadmin -0
Ivar/spool/lp/fifos/listen S5

Add the servic®, which is thenlps server, to use the System V listen address for print
requestsQACE

# pmadm -a -p tcp -s 0 -i root -v ‘nlsadmin -V‘ -m ‘nlsadmin -c /usr/lib/saf/nlps_server -A
"\00020ACE809274040000000000000000™

Add the BSDIpd service to the print server. (This step appears to be a bug, which may
change in future versions. There’s no obvious reason why the service should be required
to listen at both ports inorder to work, but appears to be necessary in practice.)

# pmadm -a -p tcp -s Ipd -i root -v ‘nlsadmin -V‘ -m ‘nlsadmin -o /
var/spool/lp/fifos/listenBSD -A "\00020203809274040000000000000000™

25.2.4.5 Installing a Print Client

Solaris 2.x Client to 4.X Server

For the SunOS 5.X print client to print to a remote BSD printer you don’t have to specify the content
or printer type, nor have to register any filters. These features are presumed to be taken care of by the
remote service.

1.

5.

Define the 4.X printer server as typsd
# Ipsystem -t bsd print_server_name

Define the printer name, using the same name as on the print server
# Ipadmin -p printer_name -s print_server_name

Define the printer type as unknown

# Ipadmin -p printer_name -T unknown -l any

Start the printer
# accept printer_name
# enable printer_name

Define a default printer (optional)
# lpadmin -d printer_name

Solaris 2.X Client to Solaris 2.X Server

1.

Define the Solaris 2 printer server as tgpe
# Ipsystem -t s5 print_server_name

Define the printer name, using the same name as on the print server
# Ipadmin -p printer_name -s print_server_name

Define the printer type as unknown

# lpadmin -p printer_name -T unknown -I any

For a PostScript printer you should specify the parameters here, as in steps 3 and 4 of
“Installing a Local PostScript Printer”, above.
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4. Start the printer
# accept printer_name
# enable printer_name

5. Define a default printer (optional)
# lpadmin -d printer_name

25.2.5 Print Commands
25.2.5.1 Print

Thelp command is used to issue print requests. It's very similar tbut with a few differences in
the options allowed. Some of the more frequently used options to Ip are:

-C make acopy of the file to the spool directory before printing

-d select thalestination printer or class of printers for the request
-m sendmail upon completion of the print job

-n number specify thenumber of copies to be printed

-0 option printer dependergptions, such anobanner, nofilebreak, etc.

-t title printtitle on the banner page

-w write a message to the user’s terminal after the file is printed

25.2.5.2 Status

To check the status of the printer and jobs submitted udpstad command. Some of the options
available to this command are:

-a report whether print destinations aeceptingrequests

-C report names of atllassesand their members

-d report the system defawlestination

-0 report the status afutput requests

-r report the status of the LP scheduler

-R report the position of the job in the queue

-S print a statusummary, including scheduler status, default destination, classes and
printer known to the service, etc.

-t report all status information (-s option plus the acceptance and idle/busy status of all

the printers)

To report the status of the printers:

# Ipstat -t
scheduler is running
system default destination: Ip
system for Ip: tardis
Ip accepting requests since Tue Dec 22 11:10:02 EST 1992
printer Ip is idle. enabled since Tue Dec 22 11:10:02 EST 1992. available.
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So to check if the scheduler is running:
# Ipstat -r
scheduler is running

With no options Ipstat prints the status of all the user’s print requests.

25.2.5.3 Cancel a Print Request
To cancel a print request use ttemcelcommand. Only the user who submitted the request and the
superuser can cancel a request. To cancel specify the printer and the job number:

# cancel Ip-20
request “lp-20” cancelled

To cancel all print requests:

# cancel -u frank Ip

25.2.5.4 Move a Print Request

To move a request to another print queue uséptheve command, specifying the printer and job
number of the original request and new destination printer:

# Ipmove Ip-20 sparc

To move all jobs from one printer to another specify the old and new printer destinations:

# Ipmove Ip sparc

25.2.5.5 Controlling Access

The system administrator can set access restrictions on printers wighdhen command. Use the
-u option toallow or deny access to individual users.

# Ipadmin -p Ip -u allow:frank,bobd,jeffs

# Ipadmin -p Ip -u deny:any,body,we,want,to
Set the default printer with tHpadmin command:

# Ipadmin -ddefault_printer_name

25.2.5.6 User Commands

The user commands are locatedusr/bin. The following table compares them with the SunOS 4.X
commands.

250 © 1998 University Technology Services, The Ohio State UniversityUNIX System Administration



SunOsS 5.X

TABLE 25.1 User Commands
Sun0S 4.1.X Sun0OS 5.X Description
Ipr Ip submit a request to the printer
Ipq Ipstat report on the status of the print request and service
Iprm cancel cancel a print request

25.2.5.7 Administrative Commands

Administrative commands are located/usr/lib. Actually the files here are symbolic links to the
actual files residing irlusr/sbin and/usr/lib/lp. The commandacceptandrejectare in/usr/sbin,
and the commandmableanddisableare in/usr/bin.

TABLE 25.2 Administrative Commands
Sun0S 4.1.X SunOS 5.X Description
NA accept enable a destination (printer or class)
NA reject disable a destination (printer or class) from further
requests
Ipc enable enable enable the queue for the named printer
Ipc disable disable disable the queue of the named printer for further requests
Ipc Ipadmin configure the print service
/etc/hosts.[equiv,lpd] | Ipsystem register remote hosts with the print service
NA I[pmove move requests to new destinations
Ipd Ipsched start the print service
NA Ipshut stop the print service
NA Ipusers change user priority settings
NA Ipfilter register filters for the print service

25.2.6 Configuration Files

The configuration files for the print service are kept/a@tc/lp and the spooling directory is
Ivar/spool/lp. These files are described in the following table.
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TABLE 25.3 Configuration Files and Directories
File Type Description
{usr/lib/lp directory | contains LP daemons, filters and interface programs
/etc/lp/Systems file list of remote hosts registered with the print service
/etc/Ip/default file name of default destination
letc/Ip/fd directory | contains filter description files
letc/Ipffilter.table file filter table
letc/Ip/logs symlink to /var/lp/logs, for the usage log
letc/Ip/printers directory | contains a sub-directory for each printer
letc/lp/printers/<name>/configuration | file configuration for the printer <name>
Ivar/lp/logs directory | log files for the print service
Ivar/spool/lp/SCHEDLOCK file lock file for Ipsched
Ivar/spool/lp/system/pstatus file current status of print service
Ivar/spool/lp/tmp directory | spool directory
25.3 IRIX 5.X

IRIX has both the BSD and SysV lineprinter packages along with the lineprinter driver package
Impresario

25.4 Ultrix and Digital UNIX

Ultrix and Digital UNIX use the BSOpr/lpd system.
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CHAPTER 26 Mail

26.1 Send and receive electronic mail via SMTP,
sendmail

When a mail program such asil tries to send a message it issues a requestnidmail which
processes the mail with the specified optionsendmail creates a list of recipients from the
information and expands any aliases, including mailing lists. At this step syntax is checked and loca
addresses are verified. Duplicate recipients are removed, e.g. the same person being a member of t
groups. If no addresses are valid the message is returned with an error message. sendmail then tr
to deliver the message. If it can’t deliver the message immediately it stores the header and body c
the message in temporary files in a queéuar(spool/mqueug and tries to send it again later.

SMTP stands for Simple Mail Transfer Protocol, and is the protocol used for Internet mail. It requires
an entry in‘etc/sewices i.e.:

smtp 25/tcp mail

You can telnet to the mail port to see how you server is responding, i.e.:
# telnet localhost 25

It should respond with the fully qualified domain name (fqdn), otherwise, your machine may have
trouble communicating with other mail servers.

26.2 Network mail configuration file

Theconfiguration file used by sendmail ietc/sendmail.cf(SunOS 4.1.X) ofetc/mail/sendmail.cf
(SunOS 5.X). This file is read by sendmail when you start it up. It includes macros that define how
header information is to be processed. Values in the header might be ignored, changed, or addition.
lines might be added to the header to assist in the delivery of mail. One of the important steps is th
address re-writing rules. These rules search for patterns and replace them with specified strings.
also specifies the location of files and directories to be used by sendmail. These are generally
Ivar/spool/mail (SunOS 4.1.X) otusr/mail (SunOS 5.X) for mail delivered to users on your machine,
lusr/spool/mqueuefor undelivered mail storage, anhear/spool/mgueue/syslogr /var/log/syslog

for the mail log file.
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Within sendmail.cfone macro might specify your Interrsetbdomain e.g.:
## Change the D and E macros to accommodate your subdomains.
## Note that this configuration will do its very best to generate all addresses as coming from $D.
DDacs.ohio-state.edu
DEohio-state.edu
The 'D" in the first column defines the followingD andE as acs.ohio-state.edu and ohio-state.edu,
respectively. These can be recalled later in the filDeand$E.
Another macro might specify the style ofi@aderline, e.g.:
## Pick one of the next 2 lines, based on your syntactic preference for
## "joe@host.domain (Joe Random)" or "Joe Random <joe@host.domain>".
#Dg$gs?x ($x)$.
Dg$?x$x $.<$g>
And still another might specify where to forwdtTNET mail:
# Strange nonstandard nets - attempt to hand to forwarder.
R$+<@%$+.bitnet> $@%$>0%$1%%$2.bitnet<@ohstbh.acs.ohio-state.edu>

The syntax of the re-writing rules is explained in $§w AnsverBook Mail Administration Guide
and in the bookendmailby Costales, et.al.

26.3 The mail alias file

You can use the mail alias filletc/aliaseSunOS 4.1.X) ofetc/mail/aliaseSunOS 5.X) to redirect
mail or to send mail to a group of people. Tesaliasescommand must be called to rebuild the
aliases database before this information can be usedrmmail Some examples of entries in the
aliasesfile are:

# Alias for mailer daemon; returned messages from our MAILER-DAEMON

# should be routed to our local Postmaster.

MAILER-DAEMON: postmaster

postmaster: frank

#

# A mailing list for a group

staff_group: frank@nyssa,jim,bobd@leela,smith-b@magnus,

baker,bill@ohstmvsa,jones@epsilon.eng.ohio-state.edu
owner-staff_group: frank

#
# COSUG ACS Maliling List (aliases included in file)
cosug ::include:/acs/tardis/O/frank/cosug/aliases

cosug-request : frank
owner-cosug : cosug-request
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#
# Pipe mail through a program
test:  "| /usr/local/bin/testpgm”

Thevacationprogram uses the latter form by placing in the us@sisvard file contents similar to:

\frank, "|/usr/bin/vacation frank"
System mail logs are generally kept in/var/spool/mqueue/syslog or /var/log/syslog or
/varladm/messagesas determined by an entry/etc/syslogconf, e.qg.:

mail.debug ifdef(LOGHOST’, /var/spool/mqgueue/syslog, @loghost)
Information is kept on every message sent, who sent it, to whom, the size, the status of the messag
and the time, e.g.:

Jul 24 12:05:24 peri sendmail[1090]: MAA01090: from=<frank@peri.acs.ohio-state.edu>, size=555,
class=0, pri=60555, nrcpts=2, msgid=<199607241605.MAA03311@nyssa.acs.ohio-state.edu>,
proto=SMTP, relay=nyssa [128.146.226.22]

Jul 24 12:05:28 peri sendmail[1092]: MAA01090: to=<mgsmiley@magnus.acs.ohio-state.edu>,
ctladdr=<frank@peri.acs.ohio-state.edu> (2523/11), delay=00:00:04, xdelay=00:00:04,
mailer=tcp, relay=postbox.acs.ohio-state.edu. [128.146.214.20], stat=Deferred: Connection reset
by peer during client greeting with postbox.acs.ohio-state.edu.

Jul 24 12:05:29 peri sendmail[1092]: MAA01090: to=<frank@magnus.acs.ohio-state.edu>,
ctladdr=<frank@peri.acs.ohio-state.edu> (2523/11), delay=00:00:05, xdelay=00:00:01,
mailer=tcp, relay=mail0.uts.ohio-state.edu. [128.146.214.29], stat=Sent (MAA26210 Message
accepted for delivery)

Jul 24 12:10:50 peri sendmail[1107]: MAA01090: to=<mgsmiley@magnus.acs.ohio-state.edu>,
ctladdr=<frank@peri.acs.ohio-state.edu> (2523/11), delay=00:05:26, xdelay=00:00:00,
mailer=tcp, relay=postbox.acs.ohio-state.edu. [128.146.214.20], stat=Sent (MAA23783 Message
accepted for delivery)

26.4 Installation of sendmail

1. Editsendmail.cfto put in the desired values for your system.
You can create the "fast" or "frozen" version of sendmail.cf, with-ti& 6ption but you
probably don't want to. If you do, it's installedsendmail.fc This will execute faster,
though on today’s CPUs this isn’t that much of an advantage anymore. sendmail.cf will
be ignored when sendmail.fc exists.

2. Kill and restart thesendmaildaemon. Useps' to determine the process ID of sendmail.
# kill #P1D#

# lusr/lib/sendmail -bd -g1h
This starts thelaemon(-bd) and requests that it process messages igubeeevery 1

hour ¢g1h).
To check the list of messages in the queue use:
% /usr/lib/sendmail -bp or mailg.

You can test the address rewriting rules of the sendmail.cf file by running sendmail in test mode, e.g.
to see how the mail server, will treat the address, frank@magnus, going through ruleset O:
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% /usr/lib/sendmail -bt

ADDRESS TEST MODE (ruleset 3 NOT automatically invoked)

Enter <ruleset> <address>

> 0 frank@magnus

rewrite: ruleset 0 input: frank @ magnus

rewrite: ruleset 98 input: frank @ magnus

rewrite: ruleset 98 returns: frank @ magnus

rewrite: ruleset 97 input: frank @ magnus

rewrite: ruleset 3 input: frank @ magnus

rewrite: ruleset 96 input: frank < @ magnus >

rewrite: ruleset 96 returns: frank < @ magnus . acs . ohio-state . edu . >
rewrite: ruleset 3 returns: frank < @ magnus . acs . ohio-state . edu . >
rewrite: ruleset 0 input: frank < @ magnus . acs . ohio-state . edu . >
rewrite: ruleset 98 input: frank < @ magnus . acs . ohio-state . edu . >
rewrite: ruleset 98 returns: frank < @ magnus . acs . ohio-state . edu . >
rewrite: ruleset 95 input: < > frank < @ magnus . acs . ohio-state . edu . >
rewrite: ruleset 95 returns: frank < @ magnus . acs . ohio-state . edu . >

rewrite: ruleset O returns: $# smtp $@ magnus . acs . ohio-state . edu . $: frank < @ magnus . acs .
ohio-state . edu . >

rewrite: ruleset 97 returns: $# smtp $@ magnus . acs . ohio-state . edu . $: frank < @ magnus . acs .
ohio-state . edu . >

rewrite: ruleset O returns: $# smtp $@ magnus . acs . ohio-state . edu . $: frank < @ magnus . acs .
ohio-state . edu . >

26.5 Security

Sendmailis a very complicated package and over the years a number of intentional and unintentional

security holes have been found in it. If you are running with the vendor supplied sendmail, you most

likely have an insecure version. This could result in someone cracking your system and gaining root
access. Your vendor probably has a patched version available. Make sure you're running with the
patched version, or the latest BSD version. The latest BSD version is at least 8.9.1. You can get this
via anonymous ftp from: ftp://ftp.sendmail.org/pub/sendmaill/.

26.6 Mail programs, mail, Mail, Columbia mm,
elm, etc.

These and other programs are used to read and send mail messages. Generally when invoked they bring
the user's mail from the system mail spodbar/spool/maillusername (SunOS 4.1.X) or
/usr/mail/username(SunOS 5.X) and put it into a mailbox in the individuals home directory, usually
namedmbox. They can also read mail from mbox and other named files. Startup filesagire

for mail andmailtool, .mmrc for Columbiamm, and.elm/elmrc for elm. These customize the mail
environment for the user. Should a user wish to have mail forwarded from this machine to another,
the user can create the filgrward, in their home directory containing the intended address, e.qg.:

frank@magnus.acs.ohio-state.edu
This file should be readable by all and not have the execute bits set (e.g. mode 644).
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27.1 WWW

The World Wide Web (WWW) uses the HyperText Markup Language (HTML), a subset of the

Standard Generalized Markup Language (SGML), as one of its formats. This allows you publish
your own multimedia documents on the network. The Internet protocol used is HyperText Transfer
Protocol (http), which allow the client and server to negotiate the transfer representation of the
document. We’'ll use this as an example of how to set up a complicated server on your workstation.

27.2 URLs

Uniform Resource Locators, URLS, reference where a resource can be found in the form:

service_scheme://machine_name[:port_number]/directory/sub-directory_list/file[?keyword]

where the items in brackets are optional. Some of the more cosemite_schemesire:
« ftp - file transfer protocol, a “;type=<type_code>" may be used to indicate the file type
(e.g. an t” for image, or an A” for text)
e http - hypertext transfer protocol
« gopher- gopher protocol
¢ news- Usenet news via NNTP
« telnet, rlogin, ortn3270

Theservice_schemeould, optionally, include a user name and password, if required for the service.

Themachine_namemay be followed by a decimpbrt_number, separated from the machine_name
by a colon, if something other than the default port number, 80, is used by the service.

The remainder of the address is the path, with subdirectories separatédbg ending with the
desired file name or program. The latter may optionally be followed BYantl akeyword that can
be used as an argument to the program. The specs for URLs can be found on:

http://www.w3c.org/Addressing/URL/Overview.html
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27.3 WWW Server

You have many choices of free servers, but one stands out; the others that were once most popular
have been discontinued because Apache is so good.

« Apache- Hypperreal's extensions to the original NCSA server.
http://www.apache.org/
This usually comes in source form, though binaries may be available.

27.4 WWW Browsers

There are four main browsers that you might be interested in:

« Netscape- from Netscape Communications, Corp., the second generation browser
http://home.netscape.com/download/ - for a pre-compiled binary.

¢ Mozilla - the public development version of Netscape Navigator.
http://www.mozilla.org/ - for source or binary.

« HotJava - from Sun, written in Java and requires Java to run
Comes with Solaris 2.6+, or get it from http://java.sun.com/products/hotjava/.

e Lynx - a powerful text only browser
http://lynx.browser.org/.

27.5 Setting up your Server

For our example we’ll use the Apache httpd server. After retrieving the source from the reference
above check out the README and src/INSTALL files for installation and configuration information.

To compile your own daemon uncompress and un-tar the source tree and edit the default control files
in the conf directory: srm.conf, access.conf, httpd.conf. Then edit the src/Configuration file to select
a compiler to use, options, and the modules to include. Some things you might change:

CC=cc or CC=gcc

CFLAGS= -DMAXIMUM_DNS DXBITHACK or CFLAGS=-02
AUX_CFLAGS=-DSOLARIS2 or AUX_CFLAGS= -DSUNOS4
AUX_LIBS= -Isocket -Insl or AUX_LIBS=

Module agent_log_module
Module referer_log_module
Module config_log_module mod_log_config.o

You can set the paths for the various services, control files, and log filepdh. Some examples
of entries you might change are:

#define HTTPD_ROOT "/usr/local/etc/httpd”
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#define DEFAULT_ADMIN "[no address given]" --> "webmaster"
#define DEFAULT_PORT 80

#define DEFAULT _XFERLOG "logs/access_log"

#define DEFAULT_INDEX "index.html"

#define ACCESS_CONFIG_FILE "conf/access.conf"

27.5.1 Compilation of the programs

To compile the http daemonhttpd, first go to the src subdirectorgd src) and type /Configure"

and respond to any questions, then typeaKe’. It will default to using theMakefile in that
directory. Then build any support files needed in the support directdry/$upporf after editing

the Makefile to select the desired compiler and programs. Then install the necessary programs ir
their desired directories. The full list of steps can be found at: ftp://wks.uts.ohio-
state.edu/pub/solaris2/src/UTSinfo_apache-httpd-1.0.3, along with the source and compiled binarie:
in the file apache_1.0.3.tar.gz in the same directory.

WWW will support applications other than just display. There are a few sample auxiliary programs
you can compile in thegi-src directory and install in thegi-bin directory, which already contains a
few sample shell scripts. If you’re not going to support these services than you can ignore this step.

27.5.2 Configuration

For complete documentation on how to set up your servemetseapeor mosaic to web to
http://www.apache.org/. There you can find step-by-step instructions on how to configure the server.

The configuration file can be found in tleenf directory. There is an example file you can use,
httpd.conf-dist, to create your server configuration fitétpd.conf.

Some of the entries you’ll want to check out are:

ServerTypestandalone or inetd
Port 80

User http

Group http

ServerAdminyou@your.address

ServerRootustr/local/httpd

The latter determines the directory hierarchy for your service. It could have sub-directories such as
cgi-bin, conf, htdocs icons andlogs

This is a service you don’t want to run as root, so you should create a special user and group just fc
it. So in/etc/passwdyou might have an entry similar to:

http:nologin:999:999:World Wide Web Server:/usr/local/http:/bin/false
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and aetc/group entry similar to:
http:*:999:frank
You can run your server either as a standalone server, in which case you would start it up in an RC

script, or as a service controlled ioytd. In the latter case you would need an entrigio/services
similar to:

http 80/tcp # WWW server

and another iretc/inetd.confsimilar to:
http stream tcp nowait http /usr/local/etc/httpd -d /usr/local/httpd -f /usr/local/httpd/conf/httpd.conf

where
-d specifies the ServerRoot and where the daemon will look for it's configuration file
(not necessary if you use the default ServerRoot path in the configuration file.)
-f specifies the configuration file

To set it up as a standalone server you might put an entry similar to the followinB@samipt, e.qg.
/etc/rc.local for SunOS 4.1.X:
if [ -f /usr/local/etc/httpd -a -d /usr/local/httpd -a -f /usr/local/httpd/conf/httpd.conf |; then
/usr/local/etc/httpd -d /usr/local/httpd -f /usr/local/httpd/conf/httpd.conf; echo -n ' httpd’
fi
For SunOS 5.X set up a script to start and stop the service as you go through run level 2.

Runninghttpd as a standalone daemon is more efficient, but running as a seruietdgbrovides
greater access control. If you're usingPwrapper you can specify which machines or subnets have
access to younttp service when each connection is controllednieyd.

27.6 Home Page

To complete your service you'll want to set up a Home Page on your server.

You'll need to know a little bit about HTML and the following primer will help you get started:
http://lwww.ncsa.uiuc.edu/General/Internet/ WWW/HTMLPrimer.html

A good style guide can be found at:

http://lwww.sun.com/styleguide/

A simple home page could be something like this one, which you could once find on
http://wks.uts.ohio-state.edu, with the following HTML.:
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<HTML>

<HEAD>

<body background = "/icons/paper.jpg" link="#0000ac">

<TITLE>UTS WORKSTATION GROUP HOME PAGE</TITLE>

<!--Owner_Info="Frank Fiamingo, University Technology Services">

<LINK REV=MADE HREF="mailto:fgf+@osu.edu">

</HEAD>

<BODY>

<A NAME="loc0"></A>

<H2>

<CENTER><IMG SRC="/icons/uts_wks_logo.gif" ALT=""></CENTER>

<pP>

<pP>

<A HREF="http://www.eff.org/blueribbon.html"><IMG SRC="/icons/rib_bar_wh.gif"></A>
<P>

<P>

<A NAME="loc1"></A>

<CENTER>University Technology Services Workstation Support Group</CENTER></H2>

<P> <A NAME ="loc2"></A><DD><A HREF:"/uts_wks_ﬁeopIe.html">Staff members</A> are
available for appointments to demonstrate software, help

with machine installations, and give general system support. They are usually
available weekdays between the hours of 8A and 5P. UTS workstation support is
usually provided on a "second-level" support basis. Your primary

platform (or machine) support person within your department should be
contacted initially.

<P>The UTS Workstation Group provides campus-wide support services for
the workstation platforms listed below. Please select the platform in

which you are interested to obtain more detailed information on the support
services which are available.

<UL>

<LI> <B><A HREF="http://araminta.acs.ohio-state.edu/ats_wks_sgi_home.html|"> SGI
IRIX</A></B></LI>

<LI> <B><A HREF="/sun/home.html|"> Sun SOLARIS & SUNOS</A></B></LI>
<LI> <B><A HREF="http://axpjob.acs.ohio-state.edu">DEC ULTRIX & OSF/1</A></B></LI>
<LI> <B><A HREF="/sysadm_course/sysadm.html">
Unix System Administration Course Notes </A></B></LI>
<LI> <B><A HREF="/unix_course/unix.html">
Unix Course Notes </A></B></LI>
<LI> <B><A HREF="/basic_unix_guide/unix_guide.html">
Basic Unix Survival Guide </A></B></LI>
<LI> <B><A HREF="inventory.html">Documentation</A></B></LI>

</UL>
<HR>
<BR>
<P>The University Technology Services Workstation Support Group is housed
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in the Baker Systems Engineering Building, Columbus, Ohio 43210
and can be reached via ...

<pP>

<B><DL COMPACT>

<DD>Phone: (614)292-7802

<DD>FAX: (614)292-7081

<DD>Internet: fgf+@osu.edu

</DL></B>

<A NAME="loc6"></A>

<HR>

<ADDRESS>Maintained by: <A HREF="/uts_wks_frank.html">Frank Fiamingo</A></ADDRESS>

<pP>

<ADDRESS>(The services referenced here are constantly being updated.
For more complete information contact the author.) <ADDRESS>
</BODY>

</HTML>

When you find a page you like on the Web you can use your browser to display or save the HTML for

the page, allowing you to learn from the examples you view. When viewhigtsgapethis page
looks like:
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= -
7| Netscape: UTS WORKSTATION GROUP HOME PAGE
File Edit ¥iew Go Bookmarks Options Direclory Window Heip
Back Fieload DpEn Print Fird
Location: I_E_http: fisusans
What's New?| What's Cool2| Destinations | Het Search| People| Software |
J
y
Free Speech Online
Blue Ribbon Campaign
University Technology Services Workstation Support Group
Staff members are available for appointments to demonstrate software, help with machine
installations, and give general svsterm support. They are usually available weekdays hetween the hours of
248 and SR UTS workstation support is usually provided on a "second=level” support basis. Your primary
platform (or machinel support persen within vour department should be contacted initially,
The UTS War