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1. TDE Column Encryption
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TDE Column EncryptionOfj M AtE2 o~ Q= 7|55
« Index types other than B-tree
 Range scan search through an index
- External large objects (BFILE)
 Synchronous Change Data Capture
« Transportable Tablespaces
« Original import/export utilities

o Z4 0| foreign key constraintsE At23t10 QUCHH TDE columng At2%g &= QiCH
-+ Btoro 3t HlO| 20| YO QIAS ABSIDXF SICIR no saltS AFS|OF SHC.
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TDE Colum Encryption Of| &|

Wallet A A4

<SQLNET.ORA>
ENCRYPTION_WALLET_LOCATION=
(SOURCE=(METHOD=FILE)(METHOD_DATA=
(DIRECTORY=/home/oracle/wallet)))

Master Encryption Key 444

SQL>alter system set encryption key identified by "hyun";

Encryption tablespace 3! user’dd

SQL> create tablespace encryption datafile
'/home/oracle/oradata/TDE/encrypOl.dbf' size 100M
autoextend on

SQL> create user encryption identified by encryption default
tablespace encryption account unlock;

SQL> grant resource, connect to encryption;

Encryption Column 244

SQL> create table dbworks
(name varchar2(10),
passwd varchar2(10) encrypt no salt);
SQL> insert into dbworks values('younhyun','dbworks");

SQL> commit;;
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TDE Colum Encryption Of| &|

Tablespace Offline (Disk0j| Write 8}7| |3t 1}73)

—

SQL>alter tablespace encryption offline;
SQL>alter tablespace encryption online;

Wal
O

ol

$>strings encryp01.dbf |grep younhyun
younhyun$

$>strings encryp01.dbf |grep dbworks

* TDE Column Of| A= strings2 O|O|E I}0| =37} &|X| R=Z4 =20l &
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1. TDE Tablespace Encryption
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TDE Tablespace A1t TDE TablespaceZ 9| table move(0j| &)

Wallet A A4

<SQLNET.ORA>
ENCRYPTION_WALLET_LOCATION=
(SOURCE=(METHOD=FILE)(METHOD_DATA=
(DIRECTORY=/home/oracle/wallet)))

Master Encryption Key 444

SQL>alter system set encryption key identified by "hyun";

Encryption Tablespace 4

SQL>CREATE TABLESPACE encryptedtbs

DATAFILE '/home/oracle/oradata/encryptedtbs01l.dbf' SIZE 100M
ENCRYPTION USING 'AES256'

DEFAULT STORAGE(ENCRYPT);

ENCRYPTION= USINGES AFE3t0] 2A1E|S &M X|ASH|C}.
AE3|X| M| ENCRYPT7} H|O]2 AHO|AZ &3} BHL|CH
USING &2 MX|QtO M AES1287} DEFAULTE X &ElL|C}.

AES128, AES192, AES256 3DES168 470 L1252 AtRSt4 Q&L Ch

Encryption Tablespace 2/ =@l 8l erng|& =0l

SQL> select * from V$ENCRYPTED_TABLESPACES;

TS# ENCRYPT ENC

7 AES128 YES

SQL> select tablespace_name, encrypted from dba_tablespaces
where tablespace_name like 'ENCRY%';

TABLESPACE_NAME ENC

ENCRYPTEDBS YES
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SQL> create user hyun identified by hyun account unlock
default tablespace users;
SQL> grant resource , connect to hyun;

Table 24 ( &t Tablespace)

SQL> create table hyun(abc varchar(20));
SQL> insert into hyun values(DBWORKS');

Tablespace Offline (DiskOf| Write &}7| /¢t 1t7) ( LHt Tablespace)

SQL> alter tablespace users offline;
SQL> alter tablespace users online

Test 43S ( LBt Tablespace)

$ strings users01.dbf |grep D
DBWORKS,

Table Move ( & =3} Tablespace)

SQL>alter table hyun.hyun move tablespace encryptedtbs
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Tablespace Offline (Disk0f| Write 57| @3t tH) (=3

} Tablespace)

SQL>alter tablespace users offline;
SQL>alter tablespace users online;

Test A5 ( 2= 3} Tablespace)

$ strings encryptedtbs01.dbf |grep D

=

* TDE tablespace O M+ strings2 O|O|E II0| X3|7} £|X| Y=Z =0l & 4= QU&L|Ct



