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CBK - Business Continuity Planning

Description

Security management entails the identification of an organization's information assets and the development, documentation, and implementation of policies, standards, procedures and guidelines which ensure confidentiality, integrity, and availability. Management tools such as date classification, risk assessment, and risk analysis are used to identify the threats, classify aSSetS, and to rate their vulnerabilities so that effective security controls can be implemented.

Expected Knowledge

The professional should fully understand:

· The planning, organization, and miss of individuals in identifying and securing an organization's information assets

· The development and use of policies stating managements views and position on particular topics and the use of guidelines, standards, and procedures to support those policies

· The Importance of security awareness training to make employees "are of the importance of information security, its significance, and the specific security-related requirements relative to the employees position

· The importance of confidentiality, proprietary and private information; employment agreements; employee hiring and termination practices: and risk management practices and tools to identify, rate, and reduce the risk to specific

The CISSP can meet the expectations defined above by understanding such Security Management Practices, Topics and Methodologies as:

· Change Control/Management

· Hardware Configuration

· System and Application Software

· Change Control Process

· Data Classification

· Objectives of a Classification Scheme

· Criteria by Which Data is Classified

· Commercial Data Classification

· Government Data Classification

· Employment Policies & Practices

· Background Checks/Security Clearances

· Employment Agreements

· Hiring and Ternmin2tion Practices

· Job Descriptions

· Job Rotations

· Separation of Duties & Responsibilities

· Policies. Standards, Guidelines & Procedures

· Risk Management Tools & Methodologies

· Principles of Risk Management

· Threats and Vulnerabilities

· Risk Assessment

· Qualitative vs, Quantitative

· Annual Loss Expectancy Calculations

· Countermeasure Selection

· Risk Reduction/Assignment/Acceptance

· Roles and Responsibilities

· Individuals/Data, Owners & Custodians

· Security Awareness Training

· Security Management Planning

Examples of Knowledgeability

· Describe Internal Control Standards

· Define Configuration Auditing

· Describe Management Responsibilities toward Security Policies

· Distinguish between Policies, Standards, and Procedures

· Compare and Contrast International Security Evaluation Criteria

· Describe Trusted Computer System Evaluation Criteria (TCSEC)

· Describe Information Technology Security Evaluation Criteria (ITSEC)

· Describe the ‘Common Criteria' effort

· Compare and Contrast Classified vs. Sensitive Data/Information

· Describe Data/Information Classification Schemes

· Describe the Risk and Countermeasures of Data Aggregation

· Describe the Roles and Responsibilities of ISIIT Security Function

· Compare and Contrast Various Organizational Placement of the IT/IS Security Function

· Compare and Contrast Data Owner, Custodian, and User Responsibilities

· Define Standard Activities of Security Management Personnel

· Define Separation of Duties

· Compare and Contrast Aspects of Technological and Non-Technological Security

· Define Requirements for, and Objectives of, a Security Awareness Program

· Identify the Appropriate Topics for Security Awareness Training

· Describe Military-Oriented War Threats to Information Security

· Compare and Contrast the Vulnerabilities, Threats and Risks of Economic Espionage

· Describe Potential Terrorist Actions

· Compare and Contrast Types of Malicious Code Threats

· Compare and Contrast Types of Viruses

· Describe How Good Computing Practices Reduce Exposure to Viruses

· Describe Contents of NIST Special Pub. 500166 (8/89)

· Define Concept of Penetration Testing

· Describe Methods of Penetration Testing

· Distinguish Between and Define ITIIS Threats, Vulnerabilities, and Countermeasures

· Define ITIIS Quantitative Risk Analysis

· Identify and Describe IT/IS Threats

· Define and Describe IT/IS Threat Classifications

· Define and Describe IT/IS Risks

· Define ITIIS Risk Analysis Evaluation Functions

· identify ITIIS Risk Analysis Steps

· Define IT/IIS Qualitative Risk Analysis

· Define IT/IS Philosophy of Due Care in Regards to Risk Analysis

· Identify and Define IT/IS Countermeasures

· Compare and Contrast Selection Principles of IT/IS Countermeasures

· Define the Valuation Rationale for Data/Information worth

· Compare and Contrast Data/information Collection & Analysis Techniques
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Knowledge Areas

Important Definitions

Virus – is a self-propagating form of malicious code that executes unauthorized computer instructions. It spreads on contact with other programs or systems and is parasitic in nature. It can be benign, or cause loss of system resources or data.

Worm – Propagates new copies to other systems and executes unauthorized instructions. A self-contained program generally does not destroy data, but can prevent access to the system through consuming all available system resources

Trojan Horse/logic bomb – A form of malicious code that attacks when triggered, i.e. at a login to grab passwords, or when a specific event occurs.

Trap Door – an undocumented access path through a system. This typically bypasses the normal security mechanisms and can be used to plant any of the malicious code forms.

Describe Internal Control Standards

From [ISC991], Section 1, page 2,

Internal Control Standards are those that reduce risk. Internal controls are required in order to satisfy obligations with respect to the law, safeguard the organization’s assets, and to account for the accurate revenue and expense tracking.

There are three categories of internal controls: general standards, specific standards and audit resolution standard.

The general standards must provide reasonable assurance, support the internal controls, provide for competent personnel, assist in establishing control objectives and techniques.

The specific standards must be documented, clear and available to the personnel. They allow for the prompt recording of transactions, and the prompt execution of authorized transactions. It establishes separation of duties, qualified supervision and accountability.

The audit Resolution standard means that manager must promptly resolve audit finding. They must evaluate, determine the corrective action required, and take that action.

[SUM97] on page 629 adds 

Auditors, either internal or external are to ensure that the organization’s internal controls are being met. This means that the internal controls are intended to make sure that the organizations objectives are being met; that it operates effectively; complies with the applicable laws and regulations, and prepares reliable financial data. 

Define Configuration Auditing

From [ISC991], Section 2 page 3:

Configuration Auditing ids the process of conducting an independent review and examination of systems records and activities. The purpose is to test for adequacy of system controls; ensure copmpliance with established policy and recommend indicated changes in policy, procedures and controls.

Describe Management Responsibilities toward Security Policies

From [ISC991], Section 2 page 6;

Management is responsible for protecting all assets that are directly or indirectly under their control. They must ensure that employees understand their obligations to protect the company’s assets, and implement security in accordance with the company policy. Finally, management is responsible for initiating corrective actions when there are security violations.

"All assets" refers to not only the organization’s fixed assets, but people and information as well.

[SUMM97] on page 149 also states that management is responsible for overall policy and further responsibility for how the organization distributes authority. 

Distinguish between Policies, Standards, and Procedures

From [PELT98], page 115

A Policy is a high-level statement beliefs, goals and objectives and the general means for their attainment for a specific subject area.

A Procedure spells out the specific steps of how the policy and supporting standards and how guidelines will be implemented. A procedure is a description of tasks that must be executed in a specific order.

A Standard is a mandatory activity, action, rule or regulation designed to provide policies with the support structure and specific direction they require to be effective. They are often expensive to administer and therefore should be used judiciously.

A Guideline is a more general statement of how to achieve the policies objectives by providing a framework within which to implement procedures. Where standards are mandatory, guidelines are recommendations.

Compare and Contrast International Security Evaluation Criteria

From [ISC991], Section 1, page 11;

There are effectively three major criteria efforts. (Although, with the signing of the Common Criteria this has been reduced. Since this happened just recently, we must still focus on the three of them.)

The TCSEC, or Trusted Computers System Evaluation Criteria were written to establish a metric for trsut, identify built-in security features, and specify security requirements.

The ITSEC, or Information Technology Security Evaluation Criteria, were designed to harmonize international security criteria, and were built on experience that had been accumulated over time. It was an international effort driven primarily by the European Community.

The "Common Criteria" was based upon the work derived from both the TCSEC and ITSEC efforts. It was intended to form the framework for specifying new security requirements and to enhance existing development and evaluation criteria while preserving their fundamental principles.

Describe Trusted Computer System Evaluation Criteria (TCSEC)

From [ISC991], Section 1, page 11;

The TCSEC identified that there are level of security within the criteria. These levels established how much of the security was implemented by the system (DAC vs. MAC), defined object labels (a requirement for MAC), subject identification and protected audit information. It also defined a mechanism to make sure that the requirements were enforced by the system and how it must be protected from tampering.

An object is defined as something that is being accessed. For example, an object could be a file, a directory, a device or a process.

A subject is something that is accessing an object. For example, a user, or a process can be a subject.

Labels are used to identify the classification/categorization that is attached to an object or subject.

According to [SUMM97] page 258, the TCSEC was part of a larger effort to have vendors build systems that were designed for military use. The criteria were intended to provide 

A standard as to what security features the vendors should build into commercial products;

A metric that DoD units can use to evaluate systems‘ trustworthiness for secure processing of sensitive information; and,

A basis for specifying security requirements in acquisition specifications.

The TCSEC has four major areas of classification for systems. These are

	Minimal Protection
	D
	No Security Features

	Discretionary Protection
	C1 – Discretionary Security

C2 – Controlled Access Protection
	Identification and Authentication

Discretionary Access Controls

Object Reuse

Audit

Security Testing

System Architecture (process isolation)

	Mandatory Protection
	B1 – Labeled Security Protection

B2 - Structured Protection

B3 – Security Domains
	Labels

Mandatory Access Controls

Design Specification and Verification

Covert Channel Analysis

Trusted Facility Management

Configuration Management

Security Testing (penetration testing)

System Architecture (software engineering)

Trusted Recovery

	Verified Protection
	A1 – Verified Design
	Design Specification and Verification (formal verification)

Trusted Distribution

Covert Channel Analysis (formal covert channel analysis)


Finally, it is important to remember that TCSEC was focused on confidentiality issues.

Describe Information Technology Security Evaluation Criteria (ITSEC)

From [SUMM97] page 262,

Developed by Germany, France, the Netherlands and Britain in 1991, ITSEC was to bring government and commercial requirements into one document. Unlike TCSEC, ITSEC was focused on providing more than confidentiality in the model. It also more clearly separated the functionality required, from the level of assurance that the system should be evaluated for.

For functionality, there are for three levels of security features:

· Security objectives

· Security enforcing functions

· Security mechanisms

These corresponding roughly to policies, services and mechanisms.

Assurance has two levels:

· Correctness (of the implementation)

· Effectiveness of the TOE (Target of Evaluation)

Correctness deals with the development process, documentation and operational procedures. Effectiveness has 6 elements to consider:

Are the security functions provided suitable to counter the threats?

Do the individual functions and mechanisms work together to provide an effective whole?

How well can the security mechanisms survive a direct attack?

Will it be possible in practice to exploit any design or implementations weaknesses found during evaluation?

Will it be possible in practice to exploit operational vulnerabilities found during evaluation?

How easy to use are the security functions?

While the TCSEC is focused on confidentiality, ITSEC brings integrity and availability into the picture.

Describe the ‘Common Criteria' effort

As discussed in the review class, and in [SUMM97], there is a need for the development of common criteria between the major industrialized countries. This common criteria effort has been underway since 1996 intending to resolve the differences among the TCSEC, ITSEC and Canadian CTCPEC. This effort has resulted in the recent signing of the common criteria.

Compare and Contrast Classified vs. Sensitive Data/Information

In [ISC991], Section 1 page 13:

Classified information is generally government information is must be protected against unauthorized disclosure. The classifications to protect this information are generally Top Secret, Secret and confidential.

Sensitive information is often related to military critical technologies that are new or identifies key operational capabilities.

Sensitive But Unclassified (SBU), or Sensitive Unclassified Information (SUI), is not government classified per se, but still requires protection. The information many not be of value, but when combined with other information can establish a larger understanding (data aggregation).

Describe Data/Information Classification Schemes

We classify informati9on in order to determine the appropriate level of protection required. Information may be valuable today, but not tomorrow as there is generally a specific window that the information is valuable. Sometimes that windows is quite large, while typically that window is in practice quite small.

From [ISC991] Section 1 page 14 and [KRAU97] Page 341-344,

Classification of information schemes must be used by a large number of people. This means that there shouldn’t be too many categories as this will make it hard for the person classifying the information to determine what it’s classification should be. 

The criteria used to establish the classifications are:

Value – what is this information worth to the company? How much would it cost to reproduce if it was lost? What would the lass be if this information found its way to our competitor, or on the front page of the newspaper?

Age/Useful Life – how old is this information? When will it’s useful lifetime be reached?

Associations - ?

Authorization – who is authorized to see this information? Everyone, a restricted group, only top level management? Who is authorized to allow declassification?

Custody – Who will have custody of this information? How will they determine if the requesting user is entitled access?

Reproduction – Can this material be copied? If so, how will distribution be controlled? 

Logging – Should records be kept regarding who has the material, was it returned or destroyed? Was it copied?

Marking and Labeling – How will the classified information be labeled and marked to show the classification?

Filing and Safekeeping – How will the information be protected in storage? Does it requires the use of encryption or special locking mechanisms?

The classification program must also address a security awareness program, and how the classification and handling information will be provided to employees.

Describe the Risk and Countermeasures of Data Aggregation

Data Aggregation occurs when smaller pieces of information are assembled together to provide the "big picture". The risk is that through data collection techniques, a person who is authorized to have some of much of the information may be able to discern more than what they should from the information.

A good countermeasure is to maintain strong separation of duties and a "need to know" approach. Job rotation can be beneficial.

Describe the Roles and Responsibilities of ISIIT Security Function

From [ISC991], Section 1 Page 19

The IS/IT function is responsible for establishing and maintaining a security awareness program. This includes the development of policies, procedures and guidelines, maintenance of resource access controls and providing guidance on distributed computing and telecommunications security issues.

(In practice however, larger organizations may have someone who is responsible for the development of the policies and procedures while IS provides input.)

The IS function is responsible for conducting the Security awareness training, providing risk analysis services and investigating computer security incidents. It is also important that this team provide coordination with internal or external auditors during an EDP audit.

Compare and Contrast Various Organizational Placement of the ITfiS Security Function

There are several organizational layouts discussed in [SUMM97] on pages 566-567. These are

Security as a function within the Information Systems on Information Technology organization. In this organization, the security functions tend to lack independence and resources and get little management attention. Separating security from operations and applications development gives it more autonomy. Alternatively, it can be a staff function reporting to the CIO.

Security reporting to a specialized business unit such as legal, corporate security or insurance. This structure is not recommended as it promotes a low technology view of the function and leads people to believe that it is someone else’s problem.

A structure that can be used (and makes sense) was proposed by William Perry in 1985. This structure has a Chief Security Officer reporting directly to the CEO. Each business unit has a security officer that reports to the head of that business unit. A security council is established and chaired by the CSO. New projects are identified and run by the security officers. Each business unit security officer is responsible for the implementation of the security program within his or her business unit.

Establish a security planning committee as proposed by Digital Equipment Corp. The committee establishes policies and oversees security for the company. Each level or major organization has a security coordinator. This model de-emphasizes the security organization in favour of making security everyone’s job.

NIST has a structure primarily for federal agencies. This structure has different levels. For example, there is a central agency and a system agency. Depending upon the size of the organization, there may be agency, unit, computer facility and application levels.

Compare and Contrast Data Owner, Custodian, and User Responsibilities

From [ISC991], Section 1 Page 19 describes these responsibilities as

Owners

This is a business manager of other person who is responsible for that information asset. Responsibilities include:

· Responsible for determining the sensitivity and criticality of the information.

· Periodically reviews that classification to ensure that it still meets the business needs.

· Ensures that security controls are in place commensurate with the classification.

· Reviews and ensures currency of the previously granted access rights.

Custodian

Often an Information Systems person, the custodian operates as the owner’s delegate with primary responsibility for backup and recovery of the information. Responsibilities include:

· Perform backups according to requirements established by the information owner

· When necessary restore lost or damaged files.

User

The end users are any employees, contractors or other users who access the information from time to time. Their responsibilities include:

· Maintaining confidentiality of usernames and passwords

Define Standard Activities of Security Management Personnel

From [ISC991] Section 1, page 19,

The standard activities of security management personnel include:

· Evaluate success of security control activities

· Identify new opportunities and risks

· Research protection mechanisms

· Recommend control measures

· Interpret security requirements from external sources

· Coordinate security activities

· Provide liaison with other functions

· Prepare plans proposals, schedules and budgets

· Represent the organization on INFOSEC matters

· Provide administrative support

· Consult on security controls

Define Separation of Duties

This the separation of tasks between two or more people so that no single person can commit a fraud undetected.

See [SUMM97], page 106.

Compare and Contrast Aspects of Technological and Non-Technological Security

From [ISC991], Section 1, page 22

The security management depends to some degree upon the level of technological or non-technological levels within the organization. For example, the technology level within the environment (i.e. mainframe, distributed processing, network configuration) will bring different technology issues into the forefront.

Within each of these technology levels, access control can be handled quite differently. It may include passwords, smart cards, tokens, biometrics or digital certificates. Protection of the information can be accomplished through encryption, and the need for anti-viral software changes between technology levels.

The non-technological side aids technological security. This includes the 

· Policies, procedures and standards (development, implementation and maintenance)

· Data classification (analysis, implementation and maintenance)

· Business Continuity Planning (disaster recovery planning, testing and maintenance)

· Physical Security (controls and alarms)

· Compliance Enforcement (awareness training and incident investigation)

Define Requirements for, and Objectives of, a Security Awareness Program

From [ISC991] Section 1, page 25

The requirements for a security awareness program are

Kinda vague in the docs!

The objectives for a security awareness program (are not vague at all). 

The security awareness program is intended to 

· Indoctrinate system users and support personnel

· Tell them what they are expected to do, why, and the possible repercussions to the company.

· Specify the security requirements including

· mode of operation

· Access requirements

· Information handling

· Reporting procedures

· Unauthorized actions

· Conduct Periodic reviews of the information (maintain the indoctrination)

The program must effectively communicate the organization’s information security requirements and motivate employees and other users to comply with the requirements.

Identify the Appropriate Topics for Security Awareness Training

Suggested topics from [ISC991] Section1 page 27 are

· Policies, procedures and standards

· Errors, accidents and omissions

· Physical and environmental hazards

· Information warfare

· Malicious code/logic

· intrusions

Describe Military-Oriented War Threats to Information Security

From [ISC991] Section 1, page 29

The military is interested (and concerned) in 

· Virus attacks against enemy computers

· Intercept transmissions

· The ability to implant code in the enemy database

· Attack a worm to an enemy data or radar signal to destroy the computer network

· Modify the content of intercepted radio and TV signals

· Provide a disinformation campaign – make bushes look like tanks and trees look like soldiers.

· Penetrate enemy networks and steal or manipulate information

With the capabilities of today’s commercially available computers, many of these are not difficult. In fact, in future, there may be more and more incidents involving information or computer based wars rather than wars involving the traditional soldier and battlefield.

Compare and Contrast the Vulnerabilities, Threats and Risks of Economic Espionage

Economic Espionage is defined in [ISC991] Section 1 page 29 as a government oriented activity to provide competitor-enhancing information to favoured businesses. 

Most corporations and governments are vulnerable to some degree. Specific areas of vulnerability include

· Proprietary information that has not been identified nor adequately protected

· Computer transmission system not adequately protected

· Inadequate policies and procedures

· Employees are not aware of their responsibilities

· Employee attitudes

The risks associated with economic espionage are

· Loss of market share

· Loss of profits

· Loss of business

· Weakened country economic power

Describe Potential Terrorist Actions

From [ISC991] Section 1 page 33,

· Use of a computer to penetrate an air traffic control tower

· Use fraudulent credit cards to finance operations

· Penetrate a financial system to divert money to finance operations

· Use cloned cellular telephones over the internet and use encryption to hide communications

· Use viruses and worms to shut down government operations, attack medical facilities

· Penetrate a telecommunication system to disrupt services

Compare and Contrast Types of Malicious Code Threats

From [ISC991] Section 1 page 34-35

Virus – is a self-propagating form of malicious code that executes unauthorized computer instructions. It spreads on contact with other programs or systems and is parasitic in nature. It can be benign, or cause loss of system resources or data.

Worm – Propagates new copies to other systems and executes unauthorized instructions. A self-contained program generally does not destroy data, but can prevent access to the system through consuming all available system resources

Trojan Horse/logic bomb – A form of malicious code that attacks when triggered, i.e. at a login to grab passwords, or when a specific event occurs.

Trap Door – an undocumented access path through a system. This typically bypasses the normal security mechanisms and is to plant any of the malicious code forms.

Compare and Contrast Types of Viruses

From [ISC991] Section 1 page 36

Boot infector – moves or overwrites the boot sector with the virus code.

System infector – infects BIOS command other system files. It is often a memory resident virus.

General Application (COM/EXE) Infector – Infects any .exe or .com file, and if it is a memory resident virus, it infects each program as it is executed.

Stealth virus – It is capable of hiding from detection programs and installs a memory resident extension when it is executed.

Multipart virus - It is generally a file and master boot sector infector that is harder to find because its components are in several places.

Self-garbling virus – Hides from detection programs because most of its virus code is garbled. A small header program "degarbles" the virus code when run and then executes the virus code.

Polymorphic virus – this is also a self-garbling virus where the virus changes the "garble" pattern each time is spreads. As a result, it is also difficult to detect.

Macro virus – malicious code that is written in a macro language. Intended for applications that run specific macro languages, such as MS-Word.

Describe How Good Computing Practices Reduce Exposure to Viruses

From [ISC991] Section 1, page 37

Good computing practices can result in fewer virus incidents. Some examples of good practices include:

· User awareness – help the user understand the seriousness of an infection and the potential damage and cost to the organization

· Install and use anti-virus software

· Keep the virus definitions up to date

· Use software from trusted sources. (This may lead to a statement that people cannot run shareware or freeware programs on their business systems. I know one company who implemented a small group to test popular shareware/freeware programs that were being downloaded. They would then allow people to get them from an internal site. That way, they knew how these programs would interact with other systems.)

· Backup new software immediately after installation.

· Write protect floppy disks

Describe Contents of NIST Special Pub. 500166

Very old and not worth worrying about, lead alone reading.

Define Concept of Penetration Testing

Penetration testing is a method used to determine if any vulnerability can be actively exploited to gain access to your network or system. Typically, the team doing the penetration test starts out with the same type of information that a hacker would, and initiates similar attacks to simulate breaking into your system. If they cannot break in, then the attack has demonstrated that the level of security implemented is good. If they are successful, then it demonstrates what vulnerabilities exist, how they can be used, and what areas of improvement should be taken.

Describe Methods of Penetration Testing

There are many way of doing penetration testing, but there are some common methods of gathering information during the penetration test. These methods as described in [ISC991] Section 1 page 430 include

· War dialing

· Sniffing

· Eavesdropping

· Radiation monitoring

· Dumpster diving

· Social engineering

Once the information has been gathered, it is used to try and gain access to systems that the organization controls. The result is a report to management identifying what information was collect, what methods were used, what vulnerabilities were found and how they were exploited.

Distinguish Between and Define ITIIS Threats, Vulnerabilities, and Countermeasures

Define ITIIS Quantitative Risk Analysis

As defined in [ISC991], Section 1 page 45,

Quantitative risk analysis attempts to assign an independently objective numeric value to components of the risk assessment and to the assessment of potential losses. 

Identify and Describe IT/IS Threats

The threats to IS Security are found in [ISC991] Section 1 page 46 and include:

· Unauthorized access

· Hardware failure

· Utility failure

· Natural disasters

· Loss of key personnel

· Human errors

· Neighbouring hazards

· Tampering

· Disgruntled employees

· Emanation/Radiation interception

· Safety of personnel

Define and Describe IT/IS Threat Classifications

There are four classifications that can be summed up in a four quadrant matrix

	High loss per event

High frequency of occurrence
	High loss per event

Low frequency of occurrence

	Low loss per event

High frequency of occurrence
	Low loss per event

Low frequency of occurrence


When considering this matrix, it is important to focus time and resources on high loss/high freq. While essentially ignoring loss loss/low freq.

Define and Describe IT/IS Risks

The risks that IT can fall victim to include

· Improper use of technology

· Repetition of errors

· Cascading of errors

· Illogical processing

· Translation of user needs into technical requirements

· Inability to control technology

· Equipment failure

· Incorrect data entry

· Concentration of data

· Inability to react quickly

Define ITIIS Risk Analysis Evaluation Functions

As defined in [ISC991] Section 1 page 48, the evaluation functions are

· Delay loss

· Reduced productivity, income, extra expense, license penalties

· Delay damage/service outage

· Fraud via EDP

· Altered or omitted data

· Application or file tampering

· Unauthorized disclosure of EDP data

· Accidental, intentional and malicious attacker

· Physical theft

· Petty, insider, breaking & entering, armed robbery

Identify ITIIS Risk Analysis Steps

The basic risk analysis steps include

· Estimate the potential losses

This estimation should include loss through the

· Physical destruction of assets

· Loss of data

· Theft of the information

· Indirect theft of assets

· Delayed processing.

· Conduct a Threat Analysis

This identifies the probability of occurrence for each threat and identifies possible sources of assistance with those threats. For example, if fire is a major threat, then the local fire department should be able to provide assistance in reducing that threat.

· Determine the Annual Loss Expectancy (ALE)

This combines the potential for loss and probability and becomes a guide to determine which security measures should be focused on and how to much to spend to reduce the associated risk.

Define IVIS Qualitative Risk Analysis

Qualitative Risk Analysis does not attempt to assign numeric values to the components of the analysis. Rather, it is scenario oriented to identify the types of problems that can occur, the development of a scenario, working through the scenario to determine the outcome and then ranking the seriousness of the threat and sensitivity of the assets.

This is less subjective that quantitative analysis, and lends itself to the application of analysis tools and fuzzy logic.

[ISC991], Section 1 page 51

Define IT/IS Philosophy of Due Care in Regards to Risk Analysis

The approach of due care is an important one. Even if the organization gets cause in a problem, they may not be held fully responsible or liable. Should the organization be able to demonstrate that it took the appropriate cautions and used

Controls and practices that are generally used

That it meets the commonly desired security control objectives

That it uses methods that are considered for use in well-run computing facilities

Common sense and prudent management practices

Then the organization will be said to have operated with due care, as any other informed person would.

Identify and Define IT/IS Countermeasures

Countermeasures are tools and techniques used to address vulnerabilities. For example, if you want to reduce the risk of a break-in at your home, you will either install an alrm system or get a dog. Both are examples of a countermeasure.

Compare and Contrast Selection Principles of IVIS Countermeasures

From [ISC991] Section 1 page 55, there are several selection principles with regard to countermeasure selection. These include

Cost effectiveness

Before being able to determine if a particular countermeasure is cost effect8ve, you must consider the cost of the countermeasure itself, support costs, and ongoing maintenance costs. In addition, it is necessary to include the human intervention cost. For example, if you choose to install a door alarm. What does it cost you to have a guard who can respond to the alarm?

Minimum Human Intervention

The countermeasure should have the least amount of human intervention. This is because manual intervention in a countermeasure is usually the weakest part of the safeguard.

Override and failsafe defaults

Each of the countermeasures must have shutdown capability. They must have a failsafe capability that defaults to lack of permission (i.e. no access through a door), yet still allow for the safety of personnel.

Absence of Design Secrecy

Countermeasures should be designed and thoroughly tested. If the design is totally proprietary, then it may be harder to verify compliant operation of the product. In addition, if the design in totally secret, then it may also be harder to change aspects of the countermeasure when some improved product is developed.

Least Privilege

Here the countermeasure operates by providing only the minimal amount of information to the user in order for them to function effectively. Consider the UNIX login program. When the user enters a bad username/password pair, the UNIX login program doesn’t identify the problem, only that the login was not successful.

Entrapment

In this countermeasure, the vulnerability is made to be attractive for the attacker. The use of this countermeasure is a highly ethical one, and should be avoided.

Independence of Control and Subject

Here the countermeasure controls and/or constrains the subject into only doing what is permitted based upon certain factors (i.e. who they are).

Universal Countermeasure

In this case, the countermeasure must perform the same constraint uniformly across all subjects and minimize exceptions to the countermeasure.

Compartmentalization and Defensive Depth

In this case, one countermeasure must with another ro provide a depth of defense. The depth provide multiple hurdles that the attacker must circumvent to gain access.

Isolation, economy and least common mechanisms

Here the countermeasures must work totally independent of each other. This minimizes the dependencies on common systems to implement the safeguards.

Completeness ad Consistency

This countermeasure specifies the allowed and prevented actions through specifications and operating instructions.

Instrumentation

This monitors the countermeasure for proper function and reports on failures to perform as expected and identifies attacks.

Acceptance and Tolerance by Personnel

Management and the users must be willing to accept and tolerate the constraints imposed by the countermeasure. If they do not, they will find a way to work around the countermeasure, thereby eliminating any value.

Sustainability

The more automatic the operation, the more sustainable the countermeasure is over a longer period of time.

Auditability

The countermeasure must record actions taken by personnel and be verifiable. The auditors should be involved in the design and implementation of devices to ensure their audit control objectives are operating as expected.

Accountability

Assign at least one person to take ownership of the countermeasure, and its implementation within the organization. The operation of the countermeasure should be associated directly with that employee’s performance.

Reaction and Recovery

The operation of the countermeasure when activated must be evaluated. For example, the asset must not be destroyed (so don’t use dynamite to protect your bank vault  ), don’t cause personnel to panic by placing them in a situation they cannot control or interact with.

Residual and Reset

Once the countermeasure has been activated, the asset must be as protected as it was before, and the asset must continue to be protected as the countermeasure is reset.

Vendor Trustworthiness

Review the past performance of the vendor and their products. This includes trade journals, product reviews, and seeking experience with the product/service through client references.

Multiple Functions

If the countermeasure has the ability to provide several operations/functions, then base the evaluation of the primary function supported.

Define the Valuation Rationale for Data/Information worth

From [ISC991] Section 1, page 58

There are three bases for information worth. These are

· Cost to develop/acquire and maintain

· Value to owners, custodians, users and adversaries

· Cost and value in the real world.

Compare and Contrast Data information Collection & Analysis Techniques

