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1. INTRODUCTION

First I would like to congratulate you on choosing the Open Study Guides as your sources of information to help you quickly master the content of the 10 domains of expertise.

 
The study booklets are based directly on the ISC2 CBK document.   This document does not take precedence over the information that is provided by ISC2.   We will attempt to keep this document in synch with the CBK, however ISC2 will always be your main point of reference for the latest info on the requirements needed before attempting certification as a CISSP.  You can visit the ISC2 web site at the following address: http://www.isc2.org 


This document was produced by a consensus of security experts and students from the CISSP Open Study Guide (OSG) web site.  If you like this document, we invite you to contribute by visiting the CISSP OSG at http://www.cccure.org
1.1 Look and Feel

The study guide has been very simply formatted using Microsoft Word.  My philosophy is that “Content should have precedence over beautifying”, once the content is finalized, we can then look at finding people to improve the look and feel of the document.

1.2 Give and Take

I cannot stress this point enough.  If you liked this guide and it’s content, and if it helped you saved valuable time by allowing you to focus on the important material that must be covered for the exam, please do take a bit of your time to give something back to other members of the site; you do not need to be the world greatest security expert.  Any contribution (web links, typo correction, sample questions, etc…) is important and will help to improve these guides and the site as a whole.

WARNING:

This guide does not replace in any way the outstanding value of the ISC2 CISSP CBK Seminar, nor the fact that you must have been directly involved in the security field or one of the 10 domains of expertise for at least 3 years if you intend to take the CISSP exam.  This booklet simply intends to make your life easier and to provide you with a centralized and compiled list of resources for this particular domain of expertise.  Instead of a list of headings, we will attempt to give you the headings along with the information to supplement the headings.

SECOND WARNING:

As with any security related topic, this is a living document that will and must evolve as other people read it and technology evolves.  Please feel free to send comments and input to be added to this document. Any comments, typo correction, etc… are most welcome and can be sent directly to the domain leader listed on the first page of this document, or you can visit http://www.cccure.org and submit your feedback directly on the web site.

This is NOT a document sponsored by the authors, contributors, or the organizations that these people belong to, nor is it to be interpreted as a representation of the “Domain Leader” company operating practices.

2. DISTRIBUTION AGREEMENT

This document is based on standards, online information, professional experience, books, and a consensus of experts that took part in the development of this guide.  Whenever possible the source of information will be mentioned.

This document may be freely read, stored, reproduced, disseminated, translated or quoted by any means and on any medium provided the following conditions are met:

· Every reader or user of this document acknowledges that he is aware that no guarantee is given regarding its contents, specifically concerning veracity, accuracy and fitness for any purpose. Do not blame me if some of the exam questions are not covered or the correct answer is different from the content of this document.

· No modification is made other than cosmetic, change of representation format, translation, correction of obvious syntactic errors.

· Comments and other additions may be inserted, provided they clearly appear as such. Comments and additions must be dated and their author(s) identifiable. Please forward your comments for insertion into the original document to the domain leader listed on page 1 or submit them directly on the CISSP OSG web site at http://www.cccure.org 

· Redistributing this document to a third party requires simultaneous redistribution of this license, without modification, and in particular without any further condition or restriction, expressed or implied, related or not to this redistribution.  In particular, in the case of inclusion in a database or collection, the owner or the manager of the database or the collection renounces any rights related to its inclusion and concerning the possible uses of the document after extraction from the database or the collection, whether alone or in relation with other documents.

TIP:

Remember while taking your exam, you must look for the most correct answer and people always come first.    

3. CONTRIBUTORS

The following members of the CISSP Open Study Guide web site have contributed to this study guide by either being active within the forums, providing documents, providing references, or any other help that allowed us to produce this guide.

Listed in alphabetical order of Nickname:

Kurt

Kurt Steiner

U.S. Coast Guard







Popoute
Clément Dupuis
CGI Consulting

www.cgi.ca 

If I do forget anyone in the above list, please do not feel left out.   Send me an email and I will immediately correct the list to give you the credit that you deserved.

**** SPECIAL MENTION ****

At this point I would like to say a very special thank to Kurt for producing this guide.  One morning I came to work and the guide was sitting in my inbox like a Christmas present.  Even thou I had never talk or exchanged any emails with Kurt before, he silently produce the document, it was a total surprise to me.  Those are days where I do feel proud about the effort that I deploy in helping CISSP’s in becoming.

Thanks a lot for this guide, I understand how much work it is to produce and that you had to dedicate your personal free time for this.  It is very much appreciated










Clement Dupuis










Maintainer of the CISSP OSG   

4. DOMAIN DESCRIPTION

Telecommunications and Network Security domain encompasses the structures, transmission methods, transport formats, and security measures used to provide integrity, availability, authentication, and confidentiality for transmission over private and public communications networks and media.

The candidate is expected to demonstrate an understanding of communications and network security as it relates to voice communications; data communications in terms of local area, wide area, and remote access; Internet/Intranet/Extranet in terms of Firewalls, Routers, and TCP/IP; and communications security management and techniques in terms of preventive, detective and corrective measures.

5. EXPECTED KNOWLEDGE AREAS

· International Standards Organization / Open Systems Interconnection (ISO/OSI) Layers and Characteristics

· Physical Layer

· Data Link Layer

· Network Layer

· Transport Layer

· Session Layer

· Presentation Layer

· Applications Layer

· Communications and Network Security

· Physical Media Characteristics (e.g., Fiber Optics/Coaxial/Twisted Pair)

· Network Topologies (e.g. Star/Bus/Ring)

· IPSEC Authentication and Confidentiality

· TCP/IP Characteristics and Vulnerabilities

· Local Area Networks (LANs)

· Wide Area Networks (WANs)

· Remote Access/Telecommuting Techniques

· Secure Remote Procedures Call (S-RPC)

· Remote Access Dial-In User System / Terminal Access Control Access System (RADIUS)/(TACAS)

· Network Monitors and Packet Sniffers

· Internet/Intranet/Extranet

· Firewalls

· Routers

· Switches

· Gateways

· Proxies

· Protocols

· Transmission Control Protocol/Internet Protocol (TCP/IP)

· Network Layer Security Protocols (IPSEC, SKIP, SWIPE)

· Transport Layer Security Protocols (SSL)

· Application Layer Security Protocols (S/MIME, SSL, SET, PEM)

· Challenge Handshake Authentication Protocol (CHAP) and Password Authentication Protocol (PAP)

· Point-to-Point Protocol (PPP)/Serial Line Internet Protocol (SLIP)

· Services

· HDLC

· Frame relay

· SDLC

· ISDN

· X.25

· Communications security techniques to prevent, detect, and correct errors so that integrity, availability, and confidentiality of transmissions over networks may me maintained.

· Tunneling

· Virtual Private Network (VPN)

· Network Monitors and Packet Sniffers

· Network Address Translation

· Transparency

· Hash totals

· Record sequence checking

· Transmission logging

· Transmission error correction

· Retransmission controls

· Email Security

· Facsimile security

· Secure Voice Communications

· Security boundaries and how to translate security policy to controls

· Network Attacks and Countermeasures

· ARP

· Brute Force

· Worms

· Flooding

· Eavesdropping

· Sniffers

· Spamming

· PBX Fraud and Abuse

6. THE MEAT

Under this section you will find answers to most of the areas that you are required to know as a security professional.   This guide only touches the surface and at times will point you to references to further enhance or develop your knowledge.

6.1 ISO/OSI

International Standards Organization / Open Systems Interconnection (ISO/OSI) Layers and Characteristics 

Standard model for network communications

Allows dissimilar networks to communicate

Defines 7 protocol layers (a.k.a. protocol stack)

Each layer on one workstation communicates with its respective layer on another workstation using protocols (i.e. agreed-upon communication formats)

“Mapping” each protocol to the model is useful for comparing protocols.

Mnemonics: 
Please Do Not Throw Sausage Pizza Away  (bottom to top layer)

All People Seem To Need Data Processing  (top to bottom layer)
6.1.1 Layer 7
Applications Layer


Provides specific services for applications such as file transfer


FTP (File Transfer Protocol)


TFTP (Trivial File Transfer Protocol)


Used by some X-Terminal systems

HTTP (HyperText Transfer Protocol)


SNMP (Simple Network Management Protocol


Helps network managers locate and correct problems in a TCP/IP network


Used to gain information from network devices such as count of packets received

and routing tables


SMTP (Simple Mail Transfer Protocol)


Used by many email applications
6.1.2 Layer 6
Presentation Layer


Provides data representation between systems
Provides code formatting and conversion
For example, translates between differing text and data character representations

such as EBCDIC and ASCII

Also includes data encryption

Layer 6 standards include JPEG, GIF, MPEG, MIDI
6.1.3 Layer 5
Session Layer

Establishes, maintains, manages sessions example - synchronization of data flow

Establishes, manages and terminates sessions between applications.

Coordinates service requests and responses that occur when applications

communicate between different hosts.

Examples include:  NFS, RPC, X Window System, AppleTalk Session Protocol
6.1.4 Layer 4
Transport Layer


Provides end-to-end data transmission integrity

•TCP
•UDP

•IPX Service Advertising Protocol

•Are UDP and TCP connectionless or connection oriented?

•What is IP?

•Explain the difference
6.1.5 Layer 3
Network Layer

Switches and routes information units

Only two devices which are directly connected by the same “wire” can exchange

data directly
Devices not on the same network must communicate via intermediate system

Router is an intermediate system

The network layer determines the best way to transfer data.  It manages device

addressing and tracks the location of devices. 

Routers operate at this layer.
6.1.6 Layer 2
Data Link Layer


Provides transfer of units of information to other end of physical link

Provides data transport across a physical link
Data Link layer handles physical addressing, network topology, line discipline,

error notification, orderly delivery of frames, and optional flow control

Bridges operate at this layer
6.1.7 Layer 1
Physical Layer

Transmits bit stream on physical medium

Specifies the electrical, mechanical, procedural, and functional requirements for

activating, maintaining, and deactivating the physical link between end systems
Examples of physical link characteristics include voltage levels, data rates,

maximum transmission distances, and physical connectors LAN Topologies
6.2 Communications and Network Security

6.2.1 Physical Media Characteristics (e.g., Fiber Optics/Coaxial/Twisted Pair)

Fiber optic (or "optical fiber") refers to the medium and the technology associated with the transmission of information as light impulses along a glass or plastic wire or fiber. Fiber optic wire carries much more information than conventional copper wire and is far less subject to electromagnetic interference. Most telephone company long-distance lines are now fiber optic. 

Transmission on fiber optic wire requires repeating at distance intervals. The glass fiber requires more protection within an outer cable than copper. For these reasons and because the installation of any new wiring is labor-intensive, few communities yet have fiber optic wires or cables from the phone company's branch office to local customers (known as local loop). 

Coaxial cable is the kind of copper cable used by cable TV companies between the community antenna and user homes and businesses. Coaxial cable is sometimes used by telephone companies from their central office to the telephone poles near users. It is also widely installed for use in business and corporation Ethernet and other types of local area network. 

	
	


Coaxial cable is called "coaxial" because it includes one physical channel that carries the signal surrounded (after a layer of insulation) by another concentric physical channel, both running along the same axis. The outer channel serves as a ground. Many of these cables or pairs of coaxial tubes can be placed in a single outer sheathing and, with repeaters, can carry information for a great distance. 

Coaxial cable was invented in 1929 and first used commercially in 1941. AT&T established its first cross-continental coaxial transmission system in 1940. Depending on the carrier technology used and other factors, twisted pair copper wire and optical fiber are alternatives to coaxial cable. 

See our larger coaxial cable illustration. 

Twisted pair is the ordinary copper wire that connects home and many business computers to the telephone company. To reduce crosstalk or electromagnetic induction between pairs of wires, two insulated copper wires are twisted around each other. Each connection on twisted pair requires both wires. Since some telephone sets or desktop locations require multiple connections, twisted pair is sometimes installed in two or more pairs, all within a single cable. For some business locations, twisted pair is enclosed in a shield that functions as a ground. This is known as shielded twisted pair (STP). Ordinary wire to the home is unshielded twisted pair (UTP). 

Twisted pair is now frequently installed with two pairs to the home, with the extra pair making it possible for you to add another line (perhaps for modem use) when you need it. 

Twisted pair comes with each pair uniquely color coded when it is packaged in multiple pairs. Different uses such as analog, digital, and Ethernet require different pair multiples. 

Although twisted pair is often associated with home use, a higher grade of twisted pair is often used for horizontal wiring in LAN installations because it is less expensive than coaxial cable. 

The wire you buy at a local hardware store for extensions from your phone or computer modem to a wall jack is not twisted pair. It is a side-by-side wire known as silver satin. The wall jack can have as many five kinds of hole arrangements or pinout, depending on the kinds of wire the installation expects will be plugged in (for example, digital, analog, or LAN) . (That's why you may sometimes find when you carry your notebook computer to another location that the wall jack connections won't match your plug.) 
6.2.2 Network Topologies (e.g. Star/Bus/Ring)

Pending…

6.2.3 IPSEC Authentication and Confidentiality

Pending…

6.2.4 TCP/IP Characteristics and Vulnerabilities

Pending…

6.2.5 Local Area Networks (LANs)

A local area network (LAN) is a group of computers and associated devices that share a common communications line and typically share the resources of a single processor or server within a small geographic area (for example, within an office building). Usually, the server has applications and data storage that are shared in common by multiple computer users. A local area network may serve as few as two or three users (for example, in a home network) or many as thousands of users (for example, in an FDDI network). 

The main local area network technologies are: 

· Ethernet 

· token ring 

· Attached Resource Computer Network 

· Fiber Distributed-Data Interface (Fiber Distributed Data Interface) 

Typically, a suite of application programs can be kept on the LAN server. Users who need an application frequently can download it once and then run it from their local hard disk. Users can order printing and other services as needed through applications run on the LAN server. A user can share files with others at the LAN server; read and write access is maintained by a LAN administrator. 

A LAN server may also be used as a Web server if safeguards are taken to secure internal applications and data from outside access. 

6.2.6 Wide Area Networks (WANs)

A WAN (wide area network) is a geographically dispersed telecommunications network and the term distinguishes a broader telecommunication structure from a local area network (LAN). A wide area network may be privately owned or rented, but the term usually connotes the inclusion of public (shared user) networks. An intermediate form of network in terms of geography is a metropolitan area network (MAN).
6.2.7 Remote Access/Telecommuting Techniques

Pending…

6.2.8 Secure Remote Procedures Call (S-RPC)

Pending…

6.2.9 Remote Access Dial-In User System (RADIUS)

RADIUS (Remote Authentication Dial-In User Service) is a client/server protocol and software that enables remote access servers to communicate with a central server to authenticate dial-in users and authorize their access to the requested system or service. RADIUS allows a company to maintain user profiles in a central database that all remote servers can share. It provides better security, allowing a company to set up a policy that can be applied at a single administered network point. Having a central service also means that it's easier to track usage for billing and for keeping network statistics. Created by Livingston (now owned by Lucent), RADIUS is a de facto industry standard used by Ascend and other network product companies and is a proposed IETF standard.
6.2.10 Terminal Access Control Access System (TACAS)

TACACS (Terminal Access Controller Access Control System) is an older authentication protocol common to UNIX networks that allows a remote access server to forward a user's logon password to an authentication server to determine whether access can be allowed to a given system. TACACS is an encryption protocol and therefore less secure than the later TACACS+ and Remote Authentication Dial-In User Service protocols. A later version of TACACS is XTACACS (Extended TACACS). Both are described in Request for Comments 1492. 

In spite of its name, TACACS+ is an entirely new protocol. TACACS+ and RADIUS have generally replaced the earlier protocols in more recently built or updated networks. TACACS+ uses the Transmission Control Protocol (Transmission Control Protocol) and RADIUS uses the User Datagram Protocol (User Datagram Protocol). Some administrators recommend using TACACS+ because TCP is seen as a more reliable protocol. Whereas RADIUS combines authentication and authorization in a user profile, TACACS+ separates the two operations. 

6.2.11  TACACS and XTACACS are still running on many older systems.

TACACS and XTACACS are still running on many older systems. 

6.2.12 Network Monitors and Packet Sniffers

Pending…

6.3 Internet  

The Internet, sometimes called simply "the Net," is a worldwide system of computer networks - a network of networks in which users at any one computer can, if they have permission, get information from any other computer (and sometimes talk directly to users at other computers). It was conceived by the Advanced Research Projects Agency (ARPA) of the U.S. government in 1969 and was first known as the Advanced Research Projects Agency Network. The original aim was to create a network that would allow users of a research computer at one university to be able to "talk to" research computers at other universities. A side benefit of ARPANet's design was that, because messages could be routed or rerouted in more than one direction, the network could continue to function even if parts of it were destroyed in the event of a military attack or other disaster. 

Today, the Internet is a public, cooperative, and self-sustaining facility accessible to hundreds of millions of people worldwide. Physically, the Internet uses a portion of the total resources of the currently existing public telecommunication networks. Technically, what distinguishes the Internet is its use of a set of protocols called TCP/IP (for Transmission Control Protocol/Internet Protocol). Two recent adaptations of Internet technology, the intranet and the extranet, also make use of the TCP/IP protocol.

For many Internet users, electronic mail (e-mail) has practically replaced the Postal Service for short written transactions. Electronic mail is the most widely used application on the Net. You can also carry on live "conversations" with other computer users, using Internet Relay Chat (IRC). More recently, Internet telephony hardware and software allows real-time voice conversations. 

The most widely used part of the Internet is the World Wide Web (often abbreviated "WWW" or called "the Web"). Its outstanding feature is hypertext, a method of instant cross-referencing. In most Web sites, certain words or phrases appear in text of a different color than the rest; often this text is also underlined. When you select one of these words or phrases, you will be transferred to the site or page that is relevant to this word or phrase. Sometimes there are buttons, images, or portions of images that are "clickable." If you move the pointer over a spot on a Web site and the pointer changes into a hand, this indicates that you can click and be transferred to another site.

Using the Web, you have access to millions of pages of information. Web browsing (see surf) is done with a Web browser, the most popular of which are Netscape Navigator and Microsoft Internet Explorer. The appearance of a particular Web site may vary slightly depending on the browser you use. Also, later versions of a particular browser are able to render more "bells and whistles" such as animation, virtual reality, sound, and music files, than earlier versions.

6.4 Intranet

An intranet is a private network that is contained within an enterprise. It may consist of many interlinked local area networks and also use leased lines in the wide area network. Typically, an intranet includes connections through one or more gateway computers to the outside Internet. The main purpose of an intranet is to share company information and computing resources among employees. An intranet can also be used to facilitate working in groups and for teleconferences. 

An intranet uses TCP/IP, Hypertext Transfer Protocol, and other Internet protocols and in general looks like a private version of the Internet. With tunneling, companies can send private messages through the public network, using the public network with special encryption/decryption and other security safeguards to connect one part of their intranet to another. 

Typically, larger enterprises allow users within their intranet to access the public Internet through firewall servers that have the ability to screen messages in both directions so that company security is maintained. When part of an intranet is made accessible to customers, partners, suppliers, or others outside the company, that part becomes part of an extranet.

6.5 Extranet

An extranet is a private network that uses the Internet protocol and the public telecommunication system to securely share part of a business's information or operations with suppliers, vendors, partners, customers, or other businesses. An extranet can be viewed as part of a company's intranet that is extended to users outside the company. It has also been described as a "state of mind" in which the Internet is perceived as a way to do business with other companies as well as to sell products to customers. The same benefits that HTML, Hypertext Transfer Protocol (HTTP), Simple Mail Transfer Protocol (SMTP), and other Internet technologies have brought to the Internet and to corporate intranets now seem designed to accelerate business between businesses. 

An extranet requires security and privacy. These require firewall server management, the issuance and use of digital certificate or similar means of user authentication, encryption of messages, and the use of virtual private networks (VPN) that tunnel through the public network. 

Companies can use an extranet to: 

· Exchange large volumes of data using Electronic Data Interchange (EDI) 

· Share product catalogs exclusively with wholesalers or those "in the trade" 

· Collaborate with other companies on joint development efforts 

· Jointly develop and use training programs with other companies 

· Provide or access services provided by one company to a group of other companies, such as an online banking application managed by one company on behalf of affiliated banks 

· Share news of common interest exclusively with partner companies 

Netscape, Oracle, and Sun Microsystems have announced an alliance to ensure that their extranet products can work together by standardizing on JavaScript and the Common Object Request Broker Architecture (CORBA). Microsoft supports the Point-to-Point Tunneling Protocol (PPTP) and is working with American Express and other companies on an Open Buying on the Internet (OBI) standard. The Lotus Corporation is promoting its groupware product, Notes, as well-suited for extranet use. 

6.5.1 Firewalls

A firewall is a set of related programs, located at a network gateway server, that protects the resources of a private network from users from other networks. (The term also implies the security policy that is used with the programs.) An enterprise with an intranet that allows its workers access to the wider Internet installs a firewall to prevent outsiders from accessing its own private data resources and for controlling what outside resources its own users have access to. 

Basically, a firewall, working closely with a router program, examines each network packet to determine whether to forward it toward its destination. A firewall also includes or works with a proxy server that makes network requests on behalf of workstation users. A firewall is often installed in a specially designated computer separate from the rest of the network so that no incoming request can get directly at private network resources. 

There are a number of firewall screening methods. A simple one is to screen requests to make sure they come from acceptable (previously identified) domain name and Internet Protocol addresses. For mobile users, firewalls allow remote access in to the private network by the use of secure logon procedures and authentication certificates. 

A number of companies make firewall products. Features include logging and reporting, automatic alarms at given thresholds of attack, and a graphical user interface for controlling the firewall.

6.5.2 Routers
Also see bridge, gateway, hub, and switch. 

On the Internet, a router is a device or, in some cases, software in a computer, that determines the next network point to which a packet should be forwarded toward its destination. The router is connected to at least two networks and decides which way to send each information packet based on its current understanding of the state of the networks it is connected to. A router is located at any gateway (where one network meets another), including each Internet point-of-presence. A router is often included as part of a network switch. 

A router may create or maintain a table of the available routes and their conditions and use this information along with distance and cost algorithms to determine the best route for a given packet. Typically, a packet may travel through a number of network points with routers before arriving at its destination. Routing is a function associated with the Network layer (layer 3) in the standard model of network programming, the Open Systems Interconnection (OSI) model. A layer-3 switch is a switch that can perform routing functions. 

An edge router is a router that interfaces with an asynchronous transfer mode (ATM) network. A brouter is a network bridge combined with a router.

6.5.3 Switches

Also see bridge, gateway, hub, and router. 
In telecommunications, a switch is a network device that selects a path or circuit for sending a unit of data to its next destination. A switch may also include the function of the router, a device or program that can determine the route and specifically what adjacent network point the data should be sent to. In general, a switch is a simpler and faster mechanism than a router, which requires knowledge about the network and how to determine the route. 

Relative to the layered Open Systems Interconnection (OSI) communication model, a switch is usually associated with layer 2, the Data-Link Layer. However, some newer switches also perform the routing functions of layer 3, the Network Layer. Layer 3 switches are also sometimes called IP switches. 

On larger networks, the trip from one switch point to another in the network is called a hop. The time a switch takes to figure out where to forward a data unit is called its latency. The price paid for having the flexibility that switches provide in a network is this latency. Switches are found at the backbone and gateway levels of a network where one network connects with another and at the subnetwork level where data is being forwarded close to its destination or origin. The former are often known as core switches and the latter as desktop switches. 

In the simplest networks, a switch is not required for messages that are sent and received within the network. For example, a local area network may be organized in a token ring or bus arrangement in which each possible destination inspects each message and reads any message with its address. 

Circuit-Switching version Packet-Switching

A network's paths can be used exclusively for a certain duration by two or more parties and then switched for use to another set of parties. This type of "switching" is known as circuit-switching and is really a dedicated and continuously connected path for its duration. Today, an ordinary voice phone call generally uses circuit-switching. 

Most data today is sent, using digital signals, over networks that use packet-switching. Using packet-switching, all network users can share the same paths at the same time and the particular route a data unit travels can be varied as conditions change. In packet-switching, a message is divided into packets, which are units of a certain number of bytes. The network addresses of the sender and of the destination are added to the packet. Each network point looks at the packet to see where to send it next. Packets in the same message may travel different routes and may not arrive in the same order that they were sent. At the destination, the packets in a message are collected and reassembled into the original message. 

6.5.4 Gateways 

A gateway is a network point that acts as an entrance to another network. On the Internet, a node or stopping point can be either a gateway node or a host (end-point) node. Both the computers of Internet users and the computers that serve pages to users are host nodes. The computers that control traffic within your company's network or at your local Internet service provider (ISP) are gateway nodes. 

In the network for an enterprise, a computer server acting as a gateway node is often also acting as a proxy server and a firewall server. A gateway is often associated with both a router, which knows where to direct a given packet of data that arrives at the gateway, and a switch, which furnishes the actual path in and out of the gateway for a given packet. 

6.5.5 Proxies

In an enterprise that uses the Internet, a proxy server is a server that acts as an intermediary between a workstation user and the Internet so that the enterprise can ensure security, administrative control, and caching service. A proxy server is associated with or part of a gateway server that separates the enterprise network from the outside network and a firewall server that protects the enterprise network from outside intrusion. 

A proxy server receives a request for an Internet service (such as a Web page request) from a user. If it passes filtering requirements, the proxy server, assuming it is also a cache server, looks in its local cache of previously downloaded Web pages. If it finds the page, it returns it to the user without needing to forward the request to the Internet. If the page is not in the cache, the proxy server, acting as a client on behalf of the user, uses one of its own IP addresses to request the page from the server out on the Internet. When the page is returned, the proxy server relates it to the original request and forwards it on to the user. 

To the user, the proxy server is invisible; all Internet requests and returned responses appear to be directly with the addressed Internet server. (The proxy is not quite invisible; its IP address has to be specified as a configuration option to the browser or other protocol program.) 

An advantage of a proxy server is that its cache can serve all users. If one or more Internet sites are frequently requested, these are likely to be in the proxy's cache, which will improve user response time. In fact, there are special servers called cache servers. A proxy can also do logging. 

The functions of proxy, firewall, and caching can be in separate server programs or combined in a single package. Different server programs can be in different computers. For example, a proxy server may in the same machine with a firewall server or it may be on a separate server and forward requests through the firewall. 

– A server that sits between a client application, such as a Web browser, and a real server. It intercepts all requests to the real server to see if it can fulfill the requests itself. If not, it forwards the request to the real server. 

Proxy servers have two main purposes: 

Improve Performance: Proxy servers can dramatically improve performance for groups of users. This is because it saves the results of all requests for a certain amount of time. Consider the case where both user X and user Y access the World Wide Web through a proxy server. First user X requests a certain Web page, which we'll call Page 1. Sometime later, user Y requests the same page. Instead of forwarding the request to the Web server where Page 1 resides, which can be a time-consuming operation, the proxy server simply returns the Page 1 that it already fetched for user X. Since the proxy server is often on the same network as the user, this is a much faster operation. Real proxy servers support hundreds or thousands of users. The major online services such as Compuserve and America Online, for example, employ an array of proxy servers. 

Filter Requests: Proxy servers can also be used to filter requests. For example, a company might use a proxy server to prevent its employees from accessing a specific set of Web sites. 

[WebOpedia]

A proxy service is a service that performs a function on behalf of the client and that uses another end service in order to perform that function on behalf of the client.

[ISMH4V1]

A device or product that provides network protection at the application level by using custom programs for each protected application.  These programs can act as both a client and a server and are proxies to the actual application.  Also called application gateway firewall or proxy gateway. [SRVT]

6.6 Protocols

6.6.1 Transmission Control Protocol/Internet Protocol (TCP/IP)

Transmission Control Protocol/Internet Protocol (TCP/IP) is the basic communication language or protocol of the Internet. It can also be used as a communications protocol in a private network (either an intranet or an extranet). When you are set up with direct access to the Internet, your computer is provided with a copy of the TCP/IP program just as every other computer that you may send messages to or get information from also has a copy of TCP/IP. 

TCP/IP is a two-layer program. The higher layer, Transmission Control Protocol, manages the assembling of a message or file into smaller packets (see packet) that are transmitted over the Internet and received by a TCP layer that reassembles the packets into the original message. The lower layer, Internet Protocol, handles the address part of each packet so that it gets to the right destination. Each gateway computer on the network checks this address to see where to forward the message. Even though some packets from the same message are routed differently than others, they'll be reassembled at the destination. 

TCP/IP uses the client/server model of communication in which a computer user (a client) requests and is provided a service (such as sending a Web page) by another computer (a server) in the network. TCP/IP communication is primarily point-to-point, meaning each communication is from one point (or host computer) in the network to another point or host computer. TCP/IP and the higher-level applications that use it are collectively said to be "stateless" because each client request is considered a new request unrelated to any previous one (unlike ordinary phone conversations that require a dedicated connection for the call duration). Being stateless frees network paths so that everyone can use them continuously. (Note that the TCP layer itself is not stateless as far as any one message is concerned. Its connection remains in place until all packets in a message have been received.) 

Many Internet users are familiar with the even higher layer application protocols that use TCP/IP to get to the Internet. These include the World Wide Web's Hypertext Transfer Protocol (HTTP), the File Transfer Protocol (FTP), Telnet (Telnet) which lets you logon to remote computers, and the Simple Mail Transfer Protocol (SMTP). These and other protocols are often packaged together with TCP/IP as a "suite." 

Personal computer users usually get to the Internet through the Serial Line Internet Protocol (SLIP) or the Point-to-Point Protocol (PPP). These protocols encapsulate the IP packets so that they can be sent over a dial-up phone connection to an access provider's modem. 

Protocols related to TCP/IP include the User Datagram Protocol (UDP), which is used instead of TCP for special purposes. Other protocols are used by network host computers for exchanging router information. These include the Internet Control Message Protocol (ICMP), the Interior Gateway Protocol (IGP), the Exterior Gateway Protocol (EGP), and the Border Gateway Protocol (BGP). 

Transmission Control Protocol (TCP) is a method (protocol) used along with the Internet Protocol (Internet Protocol) to send data in the form of message units between computers over the Internet. While IP takes care of handling the actual delivery of the data, TCP takes care of keeping track of the individual units of data (called packet) that a message is divided into for efficient routing through the Internet. 

For example, when an HTML file is sent to you from a Web server, the Transmission Control Protocol (TCP) program layer in that server divides the file into one or more packets, numbers the packets, and then forwards them individually to the IP program layer. Although each packet has the same destination IP address, it may get routed differently through the network. At the other end (the client program in your computer), TCP reassembles the individual packets and waits until they have arrived to forward them to you as a single file. 

TCP is known as a connection-oriented protocol, which means that a connection is established and maintained until such time as the message or messages to be exchanged by the application programs at each end have been exchanged. TCP is responsible for ensuring that a message is divided into the packets that IP manages and for reassembling the packets back into the complete message at the other end. In the Open Systems Interconnection (OSI) communication model, TCP is in layer 4, the Transport Layer. 

The Internet Protocol (IP) is the method or protocol by which data is sent from one computer to another on the Internet. Each computer (known as a host) on the Internet has at least one IP address that uniquely identifies it from all other computers on the Internet. When you send or receive data (for example, an e-mail note or a Web page), the message gets divided into little chunks called packets. Each of these packets contains both the sender's Internet address and the receiver's address. Any packet is sent first to a gateway computer that understands a small part of the Internet. The gateway computer reads the destination address and forwards the packet to an adjacent gateway that in turn reads the destination address and so forth across the Internet until one gateway recognizes the packet as belonging to a computer within its immediate neighborhood or domain. That gateway then forwards the packet directly to the computer whose address is specified. 

Because a message is divided into a number of packets, each packet can, if necessary, be sent by a different route across the Internet. Packets can arrive in a different order than the order they were sent in. The Internet Protocol just delivers them. It's up to another protocol, the Transmission Control Protocol (TCP) to put them back in the right order. 

IP is a connectionless protocol, which means that there is no continuing connection between the end points that are communicating. Each packet that travels through the Internet is treated as an independent unit of data without any relation to any other unit of data. (The reason the packets do get put in the right order is because of TCP, the connection-oriented protocol that keeps track of the packet sequence in a message.) In the Open Systems Interconnection (OSI) communication model, IP is in layer 3, the Networking Layer. 

The most widely used version of IP today is Internet Protocol Version 4 (IPv4). However, IP Version 6 (IPv6) is also beginning to be supported. IPv6 provides for much longer addresses and therefore for the possibility of many more Internet users. IPv6 includes the capabilities of IPv4 and any server that can support IPv6 packets can also support IPv4 packets. 

6.6.2 Network Layer Security Protocols (IPSEC, SKIP, SWIPE)

IPSEC (Internet Protocol Security) is a developing standard for security at the network or packet processing layer of network communication. Earlier security approaches have inserted security at the application layer of the communications model. IPsec will be especially useful for implementing virtual private network and for remote user access through dial-up connection to private networks. A big advantage of IPsec is that security arrangements can be handled without requiring changes to individual user computers. Cisco has been a leader in proposing IPsec as a standard (or combination of standards and technologies) and has included support for it in its network routers. 

IPsec provides two choices of security service: Authentication Header (AH), which essentially allows authentication of the sender of data, and Encapsulating Security Payload (ESP), which supports both authentication of the sender and encryption of data as well. The specific information associated with each of these services is inserted into the packet in a header that follows the IP packet header. Separate key protocols can be selected, such as the ISAKMP/Oakley protocol. 

Officially spelled IPSEC by the IETF, the term often appears as IPSec and IPSEC. 

SKIP

Pending

SWIPE

Pending

6.6.3 Transport Layer Security Protocols (SSL)

Since replaced by the Transport Layer Security (TLS) standard, the Secure Sockets Layer (SSL) remains a commonly-used protocol for managing the security of a message transmission on the Internet. TLS is based on SSL. SSL uses a program layer located between the Internet's Hypertext Transfer Protocol (HTTP) and Transport Control Protocol (TCP) layers. SSL is included as part of both the Microsoft and Netscape browsers and most Web server products. Developed by Netscape, SSL also gained the support of Microsoft and other Internet client/server developers as well and became the de facto standard until evolving into Transport Layer Security. The "sockets" part of the term refers to the sockets method of passing data back and forth between a client and a server program in a network or between program layers in the same computer. SSL uses the public-and-private key encryption system from RSA, which also includes the use of a digital certificate. 

TLS and SSL are an integral part of most Web browsers (clients) and Web servers. If a Web site is on a server that supports SSL, SSL can be enabled and specific Web pages can be identified as requiring SSL access. Any Web server can be enabled by using Netscape's SSLRef program library which can be downloaded for noncommercial use or licensed for commercial use. 

TLS and SSL are not interoperable. However, a message sent with TLS can be handled by a client that handles SSL but not TLS. 

6.6.4 Application Layer Security Protocols (S/MIME, SSL, SET, PEM)

S/MIME(Secure Multi-Purpose Internet Mail Extensions) is a secure method of sending e-mail that uses the Rivest-Shamir-Adleman encryption system. S/MIME is included in the latest versions of the Web browsers from Microsoft and Netscape and has also been endorsed by other vendors that make messaging products. RSA has proposed S/MIME as a standard to the Internet Engineering Task Force (IETF). An alternative to S/MIME is PGP/MIME, which has also been proposed as a standard. 

MIME itself, described in the IETF standard called Request for Comments 1521, spells out how an electronic message will be organized. S/MIME describes how encryption information and a digital certificate can be included as part of the message body. S/MIME follows the syntax provided in the Public-Key Cryptography Standard (Public-Key Cryptography System) format #7.

Secure Sockets Layer (SSL)

Since replaced by the Transport Layer Security (TLS) standard, the Secure Sockets Layer (SSL) remains a commonly-used protocol for managing the security of a message transmission on the Internet. TLS is based on SSL. SSL uses a program layer located between the Internet's Hypertext Transfer Protocol (HTTP) and Transport Control Protocol (TCP) layers. SSL is included as part of both the Microsoft and Netscape browsers and most Web server products. Developed by Netscape, SSL also gained the support of Microsoft and other Internet client/server developers as well and became the de facto standard until evolving into Transport Layer Security. The "sockets" part of the term refers to the sockets method of passing data back and forth between a client and a server program in a network or between program layers in the same computer. SSL uses the public-and-private key encryption system from RSA, which also includes the use of a digital certificate. 

TLS and SSL are an integral part of most Web browsers (clients) and Web servers. If a Web site is on a server that supports SSL, SSL can be enabled and specific Web pages can be identified as requiring SSL access. Any Web server can be enabled by using Netscape's SSLRef program library which can be downloaded for noncommercial use or licensed for commercial use. 

TLS and SSL are not interoperable. However, a message sent with TLS can be handled by a client that handles SSL but not TLS.

Securty Electronic Transaction (SET)

SET (Secure Electronic Transaction) is a system for ensuring the security of financial transactions on the Internet. It was supported initially by Mastercard, Visa, Microsoft, Netscape, and others. With SET, a user is given an electronic wallet (digital certificate) and a transaction is conducted and verified using a combination of digital certificates and digital signatures among the purchaser, a merchant, and the purchaser's bank in a way that ensures privacy and confidentiality. SET makes use of Netscape's Secure Sockets Layer (SSL (Secure Sockets Layer)), Microsoft's Secure Transaction Technology (STT), and Terisa System's Secure Hypertext Transfer Protocol (S-HTTP). SET uses some but not all aspects of a public key infrastructure (public key infrastructure). 

Here's how SET works: 

Assume that a customer has a SET-enabled browser such as Netscape or Microsoft's Internet Explorer and that the transaction provider (bank, store, etc.) has a SET-enabled server. 

1. The customer opens a Mastercard or Visa bank account. Any issuer of a credit card is some kind of bank. 

2. The customer receives a digital certificate. This electronic file functions as a credit card for online purchases or other transactions. It includes a public key with an expiration date. It has been digital switch by the bank to ensure its validity. 

3. Third-party merchants also receive certificates from the bank. These certificates include the merchant's public key and the bank's public key. 

4. The customer places an order over a Web page, by phone, or some other means. 

5. The customer's browser receives and confirms from the merchant's certificate that the merchant is valid. 

6. The browser sends the order information. This message is encrypted with the merchant's public key, the payment information, which is encrypted with the bank's public key (which can't be read by the merchant), and information that ensures the payment can only be used with this particular order. 

7. The merchant verifies the customer by checking the digital signature on the customer's certificate. This may be done by referring the certificate to the bank or to a third-party verifier. 

8. The merchant sends the order message along to the bank. This includes the bank's public key, the customer's payment information (which the merchant can't decode), and the merchant's certificate. 

9. The bank verifies the merchant and the message. The bank uses the digital signature on the certificate with the message and verifies the payment part of the message. 

10. The bank digitally signs and sends authorization to the merchant, who can then fill the order. 

Privacy Enhanced Mail (PEM)

PEM is an application-layer security protocol developed by the IETF (Internet Engineering Task Force) to add confidentiality and authentication services to electronic messages on the Internet.  The goal was to create a standard that could be implemented on any host, be compatible with existing mail systems, support standard key management schemes, protect both individually addressed and list-addressed mail, and not interfere with nonsecure mail delivery.  When the standard was finalized in 1993 it had succeeded on all counts.  PEM supports all four standard security services, although all services are not necessarily part of every message.  PEM messages can be MIC-CLEAR messages that provide integrity and authentication only; MIC-ONLY messages that provide inteintegrity and authentication only; MIC-ONLY messages that provide integrity and authentication with support for certain gateway implementations; or ENCRYPTED messages that provide integrity, authentication, and confidentiality. [ISSH4V1]


6.6.5 Challenge Handshake Authentication Protocol (CHAP)

Short for Challenge Handshake Authentication Protocol, a type of authentication in which the authentication agent (typically a network server) sends the client program a key to be used to encrypt the username and password. This enables the username and password to be transmitted in an encrypted form to protect them against eavesdroppers. Contrast with PAP.
CHAP (Challenge-Handshake Authentication Protocol) is a more secure procedure for connecting to a system than the Password Authentication Procedure (Packet-Level Procedure). Here's how CHAP works: 

1. After the link is made, the server sends a challenge message to the connection requestor. The requestor responds with a value obtained by using a one-way hash function. 

2. The server checks the response by comparing it its own calculation of the expected hash value. 

3. If the values match, the authentication is acknowledged; otherwise the connection is usually terminated. 

At any time, the server can request the connected party to send a new challenge message. Because CHAP identifiers are changed frequently and because authentication can be requested by the server at any time, CHAP provides more security than PAP. RFC1334 defines both CHAP and PAP.
Password Authentication Protocol (PAP)

Short for Password Authentication Protocol, the most basic form of authentication, in which a user's name and password are transmitted over a network and compared to a table of name-password pairs. Typically, the passwords stored in the table are encrypted. The Basic Authentication feature built into the HTTP protocol uses PAP. The main weakness of PAP is that both the username and password are transmitted "in the clear" -- that is, in an unencrypted form. Contrast with CHAP.

[WEBO]

6.6.6 Point-to-Point Protocol (PPP)

PPP (Point-to-Point Protocol) is a protocol for communication between two computers using a serial interface, typically a personal computer connected by phone line to a server. For example, your Internet server provider may provide you with a PPP connection so that the provider's server can respond to your requests, pass them on to the Internet, and forward your requested Internet responses back to you. PPP uses the Internet protocol (IP) (and is designed to handle others). It is sometimes considered a member of the TCP/IP suite of protocols. Relative to the Open Systems Interconnection (OSI) reference model, PPP provides layer 2 (data-link layer) service. Essentially, it packages your computer's TCP/IP packets and forwards them to the server where they can actually be put on the Internet. 

PPP is a full-duplex protocol that can be used on various physical media, including twisted pair or fiber optic lines or satellite transmission. It uses a variation of High Speed Data Link Control (HDLC) for packet encapsulation. 

PPP is usually preferred over the earlier de facto standard Serial Line Internet Protocol (SLIP) because it can handle synchronous as well as asynchronous communication. PPP can share a line with other users and it has error detection that SLIP lacks. Where a choice is possible, PPP is preferred. 

Serial Line Internet Protocol (SLIP)

SLIP is a TCP/IP protocol used for communication between two machines that are previously configured for communication with each other. For example, your Internet server provider may provide you with a SLIP connection so that the provider's server can respond to your requests, pass them on to the Internet, and forward your requested Internet responses back to you. Your dial-up connection to the server is typically on a slower serial line rather than on the parallel or multiplex lines such as a line of the network you are hooking up to. 

A better service is provided by the Point-to-Point Protocol (Point-to-Point Protocol). 

6.7 Services

6.7.1 HDLC

High-level Data Link Control (HDLC) is a group of protocol or rules for transmitting data between network points (sometimes called node). In HDLC, data is organized into a unit (called a frame) and sent across a network to a destination that verifies its successful arrival. The HDLC protocol also manages the flow or pacing at which data is sent. HDLC is one of the most commonly-used protocols in what is Layer 2 of the industry communication reference model called Open Systems Interconnection (OSI). (Layer 1 is the detailed physical level that involves actually generating and receiving the electronic signals. Layer 3 is the higher level that has knowledge about the network, including access to router tables that indicate where to forward or send data. On sending, programming in layer 3 creates a frame that usually contains source and destination network addresses. HDLC (layer 2) encapsulates the layer 3 frame, adding data link control information to a new, larger frame. 

Now an International Organization for Standardization standard, HDLC is based on IBM's synchronous Data Link Control (SDLC) protocol, which is widely used by IBM's large customer base in mainframe computer environments. In HDLC, the protocol that is essentially SDLC is known as Normal Response Mode (NRM). In Normal Response Mode, a primary station (usually at the mainframe computer) sends data to secondary stations that may be local or may be at remote locations on dedicated leased lines in what is called a multidrop or multipoint network. (This is not the network we usually think of; it's a nonpublic closed network. In this arrangement, although communication is usually half-duplex.) 

Variations of HDLC are also used for the public networks that use the X.25 communications protocol and for frame relay, a protocol used in both and wide area network, public and private. 

In the X.25 version of HDLC, the data frame contains a packet. (An X.25 network is one in which packets of data are moved to their destination along routes determined by network conditions as perceived by router and reassembled in the right order at the ultimate destination.) The X.25 version of HDLC uses peer-to-peer communication with both ends able to initiate communication on duplex links. This mode of HDLC is known as Link Access Procedure Balanced (LAPB). 
6.7.2 Frame relay 

Frame relay is a telecommunication service designed for cost-efficient data transmission for intermittent traffic between local area networks () and between end-points in a wide area network (wide area network). Frame relay puts data in a variable-size unit called a frame and leaves any necessary error correction (retransmission of data) up to the end-points, which speeds up overall data transmission. For most services, the network provides a permanent virtual circuit (Permanent Virtual Circuit), which means that the customer sees a continuous, dedicated connection without having to pay for a full-time leased line, while the service provider figures out the route each frame travels to its destination and can charge based on usage. An enterprise can select a level of service quality - prioritizing some frames and making others less important. Frame relay is offered by a number of service providers, including AT&T. Frame relay is provided on fractional T-1 or full T-carrier system carriers. Frame relay complements and provides a mid-range service between Integrated Services Digital Network, which offers bandwidth at 128 Kbps, and Asynchronous Transfer Mode (asynchronous transfer mode), which operates in somewhat similar fashion to frame relay but at speeds from 155.520 Mbps or 622.080 Mbps. 

Frame relay is based on the older X.25 packet-switching technology which was designed for transmitting analog data such as voice conversations. Unlike X.25 which was designed for analog signals, frame relay is a fast packet technology technology, which means that the protocol does not attempt to correct errors. When an error is detected in a frame, it is simply "dropped." (thrown away). The end points are responsible for detecting and retransmitting dropped frames. (However, the incidence of error in digital networks is extraordinarily small relative to analog networks.) 

Frame relay is often used to connect local area networks with major backbones as well as on public wide area networks and also in private network environments with leased lines over T-1 lines. . It requires a dedicated connection during the transmission period. It's not ideally suited for voice or video transmission, which requires a steady flow of transmissions. However, under certain circumstances, it is used for voice and video transmission. 

Frame relay relays packets at the data link layer of the Open Systems Interconnection (OSI) model rather than at the Network layer. A frame can incorporate packets from different protocols such as Ethernet and X.25. It is variable in size and can be as large as a thousand bytes or more. 

Frame relay – bare bones connection oriented service. Customer leases PVC between two points – virtual leased line. Faster and cheaper than X.25, but less features. Bad frames are just discarded. No acknowledgements or flow control.

6.7.3 Synchronous Data Link Control (SDLC)

Is a transmission protocol developed by IBM in the 1970s as a replacement for its binary synchronous (BSC) protocol. SDLC is equivalent to layer 2 of the OSI (Open Systems Interconnection) model of network communication. This level of protocol makes sure that data units arrive successfully from one network point to the next and flow at the right pace. 

SDLC uses the primary station-secondary station model of communication. Typically in IBM mainframe networks, the host mainframe is the primary station and workstations and other devices are secondary stations. Each secondary station has its own address. Typically, multiple devices or secondary stations are attached to a common line in what is known as a multipoint or multidrop arrangement. SDLC can also be used for point-to-point communication. SDLC is primarily for remote communication on corporate wide-area networks (wide area network). 

SDLC was a basis for the International Organization for Standardization standard data link protocol, High-Level Data Link Control (High-Level Data Link Control). SDLC essentially became one of several variations of HDLC, the normal response mode (NRM). While SDLC (and normal response mode) are efficient protocols for closed private networks with dedicated lines, other modes of HDLC serve X.25 and frame relay protocols that manage packet on shared-line switched networks like those used by the Internet. 

SDLC became part of IBM's Systems Network Architecture (Systems Network Architecture) and the more comprehensive Systems Application Architecture (Systems Application Architechture) and its more recent Open Blueprint. SDLC is still a commonly encountered and probably the prevalent data link protocol in today's mainframe environment. 

6.7.4 Integrated Services Digital Network (ISDN) 

Is a set of CCITT/ITU standards for digital transmission over ordinary telephone copper wire as well as over other media. Home and business users who install an ISDN adapter (in place of a modem) can see highly-graphic Web pages arriving very quickly (up to 128 Kbps). ISDN requires adapters at both ends of the transmission so your access provider also needs an ISDN adapter. ISDN is generally available from your phone company in most urban areas in the United States and Europe. 

There are two levels of service: the Basic Rate Interface (BRI), intended for the home and small enterprise, and the Primary Rate Interface (PRI), for larger users. Both rates include a number of B-channels and a D-channels. Each B-channel carries data, voice, and other services. Each D-channel carries control and signaling information. 

The Basic Rate Interface consists of two 64 Kbps B-channels and one 16 Kbps D- channel. Thus, a Basic Rate user can have up to 128 Kbps service. The Primary Rate consists of 23 B-channels and one 64 Kpbs D-channel in the United States or 30 B-channels and 1 D-channel in Europe. 

Integrated Services Digital Network in concept is the integration of both analog or voice data together with digital data over the same network. Although the ISDN you can install is integrating these on a medium designed for analog transmission, broadband ISDN (BISDN) will extend the integration of both services throughout the rest of the end-to-end path using fiber optic and radio media. Broadband ISDN will encompass frame relay service for high-speed data that can be sent in large bursts, the Fiber Distributed-Data Interface (FDDI), and the Synchronous Opical Network (SONET). BISDN will support transmission from 2 Mbps up to much higher, but as yet unspecified, rates. 

6.7.5 X.25

The X.25 protocol, adopted as a standard by the Consultative Committee for International Telegraph and Telephone (CCITT), is a commonly used network protocol. The X.25 protocol allows computers on different public networks (such as CompuServe, Tymnet, or a TCP/IP network) to communicate through an intermediary computer at the network layer level. X.25's protocols correspond closely to the data-link and physical-layer protocols defined in the Open Systems Interconnection (OSI) communication model.
Communications security techniques to prevent, detect, and correct errors so that integrity, availability, and confidentiality of transmissions over networks may me maintained.

6.8 Communication Security Techniques

In this section you will find communications security techniques to prevent, detect, and correct errors so that integrity, availability, and confidentiality of transmission over networks may be maintained.

6.8.1 Tunneling

Relative to the Internet, tunneling is using the Internet as part of a private secure network. The "tunnel" is the particular path that a given company message or file might travel through the Internet. 

A protocol or set of communication rules called Point-to-Point Tunneling Protocol (PPTP) has been proposed that would make it possible to create a virtual private network (VPN) through "tunnels" over the Internet. This would mean that companies would no longer need their own leased lines for wide-area communication but could securely use the public networks. 

PPTP, sponsored by Microsoft and other companies, and Layer 2 Forwarding, proposed by Cisco Systems, are among the main proposals for a new Internet Engineering Task Force (IETF) standard. With PPTP, which is an extension of the Internet's Point-to-Point Protocol (PPP), any user of a PC with PPP client support will be able to use an independent service provider (ISP) to connect securely to a server elsewhere in the user's company. 

6.8.2 Virtual Private Network (VPN)

A virtual private network (VPN) is a private data network that makes use of the public telecommunication infrastructure, maintaining privacy through the use of a tunneling protocol and security procedures. A virtual private network can be contrasted with a system of owned or leased lines that can only be used by one company. The idea of the VPN is to give the company the same capabilities at much lower cost by using the shared public infrastructure rather than a private one. Phone companies have provided secure shared resources for voice messages. A virtual private network makes it possible to have the same secure sharing of public resources for data. Companies today are looking at using a private virtual network for both extranet and wide-area intranet. 

Using a virtual private network involves encrypting data before sending it through the public network and decrypting it at the receiving end. An additional level of security involves encrypting not only the data but also the originating and receiving network addresses. Microsoft, 3Com, and several other companies have developed the Point-to-Point Tunneling Protocol (PPTP) and Microsoft has extended Windows NT to support it. VPN software is typically installed as part of a company's firewall server. 

6.8.3 Network Monitors and Packet Sniffers

Packet Sniffers

A sniffer is a program that monitors and analyzes network traffic, detecting bottlenecks and problems. Using this information, a network manager can keep traffic flowing efficiently. 

A sniffer can also be used legitimately or illegitimately to capture data being transmitted on a network. A network router reads every packet of data passed to it, determining whether it is intended for a destination within the router's own network or whether it should be passed further along the Internet. A router with a sniffer, however, may be able to read the data in the packet as well as the source and destination addresses. Sniffers are often used on academic networks to prevent traffic bottlenecks caused by file-sharing applications such as Napster or Gnutella. 

The term "sniffer" is occasionally used for a program that analyzes data other than network traffic. For example, a database could be analyzed for certain kinds of duplication. 

A number of companies offer products that include "Sniffer" as part of their name. 

6.8.4 Network Address Translation (NAT)

NAT (Network Address Translation) is the translation of an Internet Protocol address (IP address) used within one network to a different IP address known within another network. One network is designated the inside network and the other is the outside. Typically, a company maps its local inside network addresses to one or more global outside IP addresses and unmaps the global IP addresses on incoming packets back into local IP addresses. This helps ensure security since each outgoing or incoming request must go through a translation process that also offers the opportunity to qualify or authenticate the request or match it to a previous request. NAT also conserves on the number of global IP addresses that a company needs and it lets the company use a single IP address in its communication with the world. 

NAT is included as part of a router and is often part of a corporate firewall. Network administrators create a NAT table that does the global-to-local and local-to-global IP address mapping. NAT can also be used in conjunction with policy routing. NAT can be statically defined or it can be set up to dynamically translate from and to a pool of IP addresses. Cisco's version of NAT lets an administrator create tables that map: 

· A local IP address to one global IP address statically 

· A local IP address to any of a rotating pool of global IP addresses that a company may have 

· A local IP address plus a particular TCP port to a global IP address or one in a pool of them 

A global IP address to any of a pool of local IP addresses on a round-robin basis NAT is described in general terms in RFC 1631. which discusses NAT's relationship to Classless Interdomain Routing (Classless Inter-Domain Routing) as a way to reduce the IP address depletion problem. NAT reduces the need for a large amount of publicly known IP addresses by creating a separation between publicly known and privately known IP addresses. CIDR aggregates publicly known IP addresses into blocks so that fewer IP addresses are wasted. In the end, both extend the use of IPv4 IP addresses for a few more years before IPv6 is generally supported. 

6.8.5 Transparency 

Network Transparency A condition in which an operating system or other service allows the user access to a remote resource through a network without needing to know if the resource is remote or local. For example, Sun Microsystem's NFS, which has become a de facto industry standard, provides access to shared files through an interface called the Virtual File System (VFS) that runs on top of TCP/IP. Users can manipulate shared files as if they were stored locally on the user's own hard disk.

6.8.6 Hash totals

Producing hash values for accessing data or for security. A hash value (or simply hash) is a number generated from a string of text. The hash is substantially smaller than the text itself, and is generated by a formula in such a way that it is extremely unlikely that some other text will produce the same hash value. 

Hashes play a role in security systems where they're used to ensure that transmitted messages have not been tampered with. The sender generates a hash of the message, encrypts it, and sends it with the message itself. The recipient then decrypts both the message and the hash, produces another hash from the received message, and compares the two hashes. If they're the same, there is a very high probability that the message was transmitted intact. 

Hashing is also a common method of accessing data records. Consider, for example, a list of names: 

  John Smith 

  Sarah Jones 

  Roger Adams 

To create an index, called a hash table, for these records, you would apply a formula to each name to produce a unique numeric value. So you might get something like: 

  1345873 John smith 

  3097905 Sarah Jones 

  4060964 Roger Adams 

Then to search for the record containing Sarah Jones, you just need to reapply the formula, which directly yields the index key to the record. This is much more efficient than searching through all the records till the matching record is found. 

6.8.7 Record sequence checking

Pending

6.8.8 Transmission logging

Pending

6.8.9 Transmission error correction

Pending

6.8.10 Retransmission controls

Pending

6.9 Email Security

Pending

6.10 Facsimile security

Pending

6.11 Secure Voice Communications

Pending

6.12 Security boundaries and how to translate security policy to controls
Pending

6.13 Network Attacks and Countermeasures

6.13.1 Address Resolution Protocol (ARP)

Is a protocol for mapping an Internet Protocol address (IP address) to a physical machine address that is recognized in the local network. For example, in IP Version 4, the most common level of IP in use today, an address is 32 bits long. In an Ethernet local area network, however, addresses for attached devices are 48 bits long. (The physical machine address is also known as a Media Access Control or MAC address address.) A table, usually called the ARP cache, is used to maintain a correlation between each MAC address and its corresponding IP address. ARP provides the protocol rules for making this correlation and providing address conversion in both directions. 

How ARP Works

When an incoming packet destined for a host machine on a particular local area network arrives at a gateway, the gateway asks the ARP program to find a physical host or MAC address that matches the IP address. The ARP program looks in the ARP cache and, if it finds the address, provides it so that the packet can be converted to the right packet length and format and sent to the machine. If no entry is found for the IP address, ARP broadcasts a request packet in a special format to all the machines on the LAN to see if one machine knows that it has that IP address associated with it. A machine that recognizes the IP address as its own returns a reply so indicating. ARP updates the ARP cache for future reference and then sends the packet to the MAC address that replied. 

Since protocol details differ for each type of local area network, there are separate ARP Requests for Comments (RFC) for Ethernet, asynchronous transfer mode, Fiber Distributed-Data Interface, HIPPI, and other protocols. 

There is a Reverse ARP (RARP) for host machines that don't know their IP address. RARP enables them to request their IP address from the gateway's ARP cache. 

6.13.2 Brute Force 

Brute force (also known as brute force cracking) is a trial and error method used by application programs to decode encrypted data such as passwords or Data Encryption Standard (DES) keys, through exhaustive effort (using brute force) rather than employing intellectual strategies. Just as a criminal might break into, or "crack" a safe by trying many possible combinations, a brute force cracking application proceeds through all possible combinations of legal characters in sequence. Brute force is considered to be an infallible, although time-consuming, approach. 

Crackers are sometimes used in an organization to test network security, although their more common use is for malicious attacks. Some variations, such as L0phtcrack from L0pht Heavy Industries, start by making assumptions, based on knowledge of common or organization-centered practices and then apply brute force to crack the rest of the data. L0phtcrack uses brute force to crack Windows NT passwords from a workstation. PC Magazine reported that a system administrator who used the program from a Windows 95 terminal with no administrative privileges, was able to uncover 85 percent of office passwords within twenty minutes. 

6.13.3 Worms 

A worm is a self-replicating virus that does not alter files but resides in active memory and duplicates itself. Worms use parts of an operating system that are automatic and usually invisible to the user. It is common for worms to be noticed only when their uncontrolled replication consumes system resources, slowing or halting other tasks.
Flooding
In a network, flooding is the forwarding by a router of a packet from any node to every other node attached to the router except the node from which the packet arrived. Flooding is a way to distribute routing information updates quickly to every node in a large network. 

It is also sometimes used in multicast packets (from one source node to many specific nodes in a real or virtual network). 

The Internet's Open Shortest Path First (OSPF) protocol, which updates router information in a network, uses flooding. 

6.13.4 Eavesdropping

Pending

6.13.5 Sniffers
Pending
6.13.6 Spamming
Pending
PBX Fraud and Abuse

Pending


7. GLOSSARY

Having a thorough dictionary available in this document would make the document too bulky.  Instead I propose that you refer to some of the outstanding security glossaries that are available online.  The following two are a good start:

The Jargon File:  http://www.fwi.uva.nl/~mes/jargon/t/top-orig.html 

The merged glossary:    http://ise.gmu.edu/~csis/glossary/merged_glossary.html 

RFC2828, Internet Security Glossary:  http://www.landfield.com/rfcs/rfc2828.html 
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The following documents were the primary references for this work:

NOTE: My apologies, in preparation of this draft I neglected to note that most of these definitions come from http://whatis.techtarget.com/ and the minority http://webopedia.internet.com/ sites.

OSI reference info is taken from Ben Rothke’s Power Point for CBK review

[ISMHV1] Information Security Management Handbook, Auerbach Publications, Harold F. Tipton & Micki Krause, Editors, 4th Edition, Volume One, 2000 ISBN: 0849398290






“ It is a poor craftsman that blames his tools “





The issue today is not one of materials, but one of building with proper regards for the strength of the material that we have.





We do not need more secure operating system, routers, and switches.  We need to use the one we have with proper regards to their limitation.





I insist that there is a necessary level of security that must exist if we are to enjoy the benefits of network promises.  You must design and build networks to that minimal level. 








Wise words from Bill Murray,  


Extracted from ICSA Information Security Magazine


July 1998 Edition, Page 8
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